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Abstract

This research proposes a risk management framework and develops generic risk-based
decision-making, and risk-assessment models for dealing with potential Hazard Events
(HEs) and risks associated with uncertainty for Operational Safety Performance (OSP) in
container terminals and maritime ports. Three main sections are formulated in this study:
Section 1: Risk Assessment, in the first phase, all HEs are identified through a literature
review and human knowledge base and expertise. In the second phase, a Fuzzy Rule Base
(FRB) is developed using the proportion method to assess the most significant HEs
identified. The FRB leads to the development of a generic risk-based model incorporating
the FRB and a Bayesian Network (BN) into a Fuzzy Rule Base Bayesian Network (FRBN)
method using Hugin software to evaluate each HE individually and prioritise their
specific risk estimations locally. The third phase demonstrated the FRBN method with a
case study. The fourth phase concludes this section with a developed generic risk-based
model incorporating FRBN and Evidential Reasoning to form an FRBER method using
the Intelligence Decision System (/DS) software to evaluate all HEs aggregated
collectively for their Risk Influence (RI) globally with a case study demonstration. In
addition, a new sensitivity analysis method is developed to rank the HEs based on their
True Risk Influence (TRI) considering their specific risk estimations locally and their RI
globally. Section 2: Risk Models Simulations, the first phase explains the construction of
the simulation model Bayesian Network Artificial Neural Networks (BNANNs), which
is formed by applying Artificial Neural Networks (ANNs). In the second phase, the
simulation model Evidential Reasoning Artificial Neural Networks (ERANNSs) is
constructed. The final phase in this section integrates the BNANNs and ERANNSs that
can predict the risk magnitude for HEs and provide a panoramic view on the risk inference
in both perspectives, locally and globally. Section 3: Risk Control Options is the last link
that finalises the risk management based methodology cycle in this study. The Analytical
Hierarchal Process (AHP) method was used for determining the relative weights of all
criteria identified in the first phase. The last phase develops a risk control options method
by incorporating Fuzzy Logic (FL) and the Technique for Order Preference by Similarity
to Ideal Solution (TOPSIS) to form an FTOPSIS method. The novelty of this research
provides an effective risk management framework for OSP in container terminals and
maritime ports. In addition, it provides an efficient safety prediction tool that can ease all
the processes in the methods and techniques used with the risk management framework

by applying the ANN concept to simulate the risk models.
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Chapter 1 — Introduction

Summary

This chapter introduces the research background analysis followed by the discussion of
the research aim and objectives. The challenges of conducting the research, the research
methodology, and the scope of the thesis are also described. The objectives and
hypotheses of this thesis set out a logical platform aimed at addressing the outlined
problems. The structure of the thesis is outlined to show how the study addresses the risk-
based methodologies for decision support of maritime ports and risk management of

maritime container terminals’ operations.
1.1. Background

The impact of maritime activities on the economy is significant for any coastal state.
Container terminals are critical and costly engineering systems that enable economic
development through the transfer of goods and services between national and
international destinations (Vis & de Koster, 2003). Ports are gearing up to meet the
challenge of handling mega-vessels capable of carrying 10,000-12,000 Twenty-Feet
Equivalent Unit (TEU) and above (Baird, 2006). Accordingly, a container terminal must
advance its operational and managerial technology basis (Kang et al., 2008) in order to
cope with such progressive developments. Container terminal infrastructure is
characterised by large investments, tight time schedules, and evolving technology,
sometimes through unproven conditions (Koster et al., 2009). These challenges result in
high-risk exposure along with more opportunities to be exploited in terms of risk
management. Inland container terminals are, due to their operational business and
environmental conditions, exposed to several risks having different consequences

(Stahlbock & Vof3, 2008).

Research and subsequent improvements in related areas including operational,
organisational, economic, business, and natural conditions that affect seaports and marine
terminals have been carried out for many years, which is evident in major maritime
academic journals such as the Journals of Maritime Policy and Management, Marine
Science and Technology, Marine Policy, Offshore Engineering, Offshore Technology,
Maritime Economic, Maritime Economic and Logistics, Marine Pollution Bulletin,

Transport Management, Transportation Research, Research in Transportation Economics,



and Environmental Impact Assessment Review. Improvements based on research can
also be seen in other academic journals such as the Journals of Operational Research,
Hazardous Materials, Reliability Engineering System Safety, Business Continuity and
Risk Management, Economics and Business, World Development, Productivity Analysis,
Industrial Economics, Industrial Engineering, Fuzzy Sets and Systems, and Expert
Systems with Applications. In addition, international bodies involved in the maritime
industry such as the International Maritime Organization (IMO), United Nations
Conferences on Trade and Development (UNCTAD), World Bank, European
Commission, and Asian Development Bank have been contributing towards the
improvement within the five major areas mentioned previously. Current risk assessment
methods for maritime container terminals are gradually taking into account dramatic
events in security issues such as terrorist attacks. However, the impact on safety aspects

has not been addressed adequately in research (Lois et al., 2004; Shang & Lu, 2009).

The IMO as a regulatory body since 1958 has proposed many instruments, guidelines and
codes related to the maritime industry such as the use of a risk assessment method,
including offshore operators, in order to mitigate the risk (Trbojevic & Carr, 2000). This
method contributed to the adoption of a Formal Safety Assessment (FSA) (IMO, 2002).
Since the adoption of FSA, many parties have been encouraged to contribute evolving
developments to perform risk assessment such as maritime ports, and classification
societies (HSE, 2001) because risk assessment emerges as an important engineering

discipline in the maritime and port industries (Wang & Ruxton, 1998).

The FSA methodology can provide desirable results by mitigating risk and enhancing
maritime safety because it has a systematic mechanism that enables decision-making
based on risk assessment and, more importantly, the cost-benefit analysis of the risk
controlling option (Wang & Trbojevic, 2007). The FSA principles have been widely used
by many maritime related industries (Pillay and Wang, 2003a; Bai and Jin, 2016) and
other industries involved with risk management. Therefore, in this study, the FSA method
will be adopted towards container terminal infrastructure and transportation systems
safety to offer a clear and justifiable rationale for a risk management based methodology.
Moreover, this research is an in-depth investigation of the risks associated with container
terminal infrastructure and transportation systems on operational safety aspects, as well

as a description of how to effectively implement the risk management based methodology.



Risk assessment techniques in general are a creative practice which benefits the decision-
making mechanism (Wang, 2002). Decision makers often encounter the problem of
selecting a solution from a given set of alternatives. The chosen alternative is the one that
meets certain predefined objectives/goals (Liu et al., 2008a). The criteria of container
terminal infrastructure and transportation systems’ decision making are slightly more than
alternative choices of risk mitigation options; these criteria also exist to evaluate the
resilience and flexibility of strategies aimed at dealing with any disturbances throughout
the systems’ lifecycle. Therefore, the challenge for decision-makers is to select the most
suitable set of alternatives based on reliability, availability and cost-benefit criteria
(Martorell et al., 2010). This research classifies decision problems that arise in container
terminal infrastructure and transportation systems in order to develop a risk management
framework that applies systemic thinking, logic, and a variety of approaches and tools to

frame and potentially solve complex safety issues.
1.2. Justification for the Research and Statement of the Problem

This research is motivated by the lack of an appropriate risk management framework
addressing the Operational Safety Performance (OSP) in container terminals and
maritime ports that are linked directly to the business functions and decision-making
processes within marine ports, especially for the purpose of their operations and
management. Furthermore, the problem facing container terminal stakeholders is a lack
of research upon which to base safety measures for the stakeholders’ complex terminal
activities; a general lack of a model that approximates the risk management realities of
the terminal; and confusion over uncertainty, terminology, approaches, and methods in
the discipline. There is an imperative need to form a generic model that can highlight the
safety issues facing container terminal stakeholders including risk managers, human
resource managers, site control managers, safety officers, and port facility security

officers.

A gap in knowledge exists concerning the applications of risk management in container
terminals and marine port operations. Similarly, there is a need for more practical research
at the academic level to improve the best practice of risk management methods, to ensure
proper implementation of the methods in these logistics infrastructures, and to cope with

potential requirements in the future.



The following guiding questions have been generated to ensure that the objectives of this

research are met and to provide a base for conducting this research.

%+ What are the hazards or risk sources with uncertainties associated within container
terminals and maritime ports affecting safety performance, and how can they be

identified?

Hazard, risk, and uncertainty are different terms that need to be distinguished. There are
different types and categories of hazards that can endanger a container terminal and/or a
maritime port, including personnel, facilities technologies, and environment. While there
are different methods and techniques for hazard identification, there are a number of

common features of importance.

¢ What are the risk parameters that each hazard would have the greatest impact upon?
How would the impact affect the performance safety of container terminals and

maritime ports operations, and how can these risk parameters be identified?

Risk (R) is a simple value of Likelihood or occurrence probability (L), the Consequences
(i.e., severity) (C), and Detection incapability (D) that can be presented as follows
(O'Connor, 2001; Braglia et al., 2003; Berg, 2010):

R = LXCXD (1.1)

The higher the R for any hazard, the more important it is that corrective action should be
taken. However, are there any other risk parameters that can be included for the container

terminals and maritime ports operations to improve safety performance?

+¢ What are the most appropriate and useful tools for evaluating each risk factor
individually (i.e., locally) and for evaluating all risk factors aggregated
collectively (i.e., globally) with associated uncertainties for container terminal and

maritime port OSP in real practises, and how can these tools be applied?

In any risk-based model application (i.e., risk factors identified and ranked accordingly),
human judgement is inevitable, especially when uncertainties are involved. Each risk
factor should be evaluated individually for its specific risk estimation locally and its Risk
Influence (RI) to a port’s safety system globally. There is a variety of techniques and
tools-based software for analysing knowledge-based decision support systems that can be

used.



% How can the identified hazards or risk factors be prioritised and ranked?

The prioritisation of hazards or risk factors is a fundamental step of any safety analysis.
All risk factors are ranked locally and globally. Accordingly, there are various approaches
that can be used depending on the risk factors under consideration and the particular

methodology being employed.

% What are the most effective tools to analyse the causes and effects of the most

significant identified risk factors, and how can they be employed?

Each risk factor needs to be investigated individually by carrying out a cause and effect
analysis, and that analysis should not be limited to known causes; it should also address
the potential causes that have not happened yet but that may lead to total or partial loss in
the future. All the effects should be identified, taking into account the ones that have
occurred. Therefore, a careful analysis is required to ensure that all the potential causes
and effects for each risk factor are listed and acknowledged. There are numerous tools

and techniques to perform such an analysis.

®,

¢ How can a risk management based methodology and strategy be mapped and

implemented for the most significant risk factors locally and globally?

Risk management based methodologies and approaches can be implemented on any
system or organisation including container terminals and maritime ports. However, an
effective and efficient risk management based methodology and strategy can be applied
if an appropriate and detailed safety analysis is done at each step of the process and

properly conducted with sufficient knowledge of the system or organisation.
¢ How can the identified hazards or risk factors be mitigated and controlled?

The last link to close the risk management based methodology cycle is assigning a proper
decision-making tool or technique to select the best available strategies in order to
mitigate and control the risk factors. There is no single correct technique for a particular
decision problem, but some techniques are more suitable than others based on a wide
range of elements related to infrastructural design, planning, and management that help

to optimise the operational efficiency of the system or organisation.



1.3. Research Objectives and Relevant Hypothesis
1.3.1. Aim of the investigation

This study aims to develop a risk management framework with uncertainty treatment
based decision-making analysis methodology that can support the selection of cost
effective risk measures for container terminal infrastructure and transportation systems at

both the operational and managerial levels on a safety basis.
1.3.2. Research objectives
The main objectives are defined as follows:

[.  Analyse the complex activities in the lifecycle of container terminal operations in
order to identify the Hazard Events (HEs), (i.e., failure modes in which an
equipment or machine failure can occur, also, human error including managerial
and container handling procedures). While Hazard is the basic material or

behaviour that results in failure.

II.  Review the risk assessment and decision-making techniques (quantitative and
qualitative) that have been widely developed and applied in safety analysis and
engineering design systems, particularly those capable of dealing with uncertainty

and incompleteness of risk data records.

III.  Develop a risk management framework and the associated supporting modelling
techniques to solve complicated safety aspects in container terminals with various

types of uncertainties.

IV. Design a risk-based decision-making support system that offers a systemic
approach to improve the OSP and decision-making process of container terminals

and their implementation in the port industry.
V.  Demonstrate the above framework using real test cases.
1.4. Research Achievements

The research hypothesis develops an advanced, novel framework for the assessment of
risks and vulnerability within container terminals on a safety basis that enables industrial

stakeholders to identify, assess, and mitigate the risk factors with uncertainties that affect



container terminal and maritime port OSP. In addition, this research is directed towards
a risk-based decision-making analysis methodology for container terminal infrastructure
that demonstrates the theory of the strategic risk management approach and reveals the
effective implementation of the risk management principle and integration into all

functions and processes in complex container terminal and maritime port operations.

The objectives of the hypothesis rely on widely used application for uncertainty treatment
such as Fuzzy Logic (FL), Bayesian Network (BN), Evidential Reasoning (ER),
Analytical Hierarchy Process (AHP), FL and Technique for Order Preference by
Similarity to Ideal Solution (FTOPSIS), and Artificial Neural Networks (ANNs). The
proposed models are intended to provide practical tools in the application and study of

container terminal and maritime port OSP.
1.5. Research Methodology and Scope of the Thesis

The Research methodology formulates the course for solving the research problem in a
systematic and rational manner. A Risk management based methodology is an ongoing
process to identify, assess, and mitigate risk factors for any system or organisation by
setting plans and strategies to control all potential sources of risks associated with
uncertainties. The proposed framework affects the effectiveness of risk management
based methodology by its ability to re-evaluate the system or organisation and to adjust
the mitigation strategy in order to determine the best practice and implementation, even
with changed circumstances or environment. Therefore, various methods and techniques
to be used throughout the implementation of the methodology are consistently taken into

account.
The detailed research methodology is as follows:

Section 1: Risk Assessment

Phase 1: Identify hazards through an appropriate literature review and brainstorming

session with various experts involved in container terminals and maritime port operations.

Phase 2: Develop a Fuzzy Rule Base (FRB) in order to assess the most significant HEs
identified.

Phase 3: Develop a generic risk-based method by incorporating an FRB and BN to form
an FRBN method using Hugin software. The FRBN method should be capable of helping



container terminals and maritime port stakeholders to assess each risk factor (i.e., HE)

individually for its specific, local risk estimations.

Phase 4: Develop a generic risk-based method by incorporating an FRB and ER to form
an FRBER method using the /DS software to assess all risk factors (i.e., HEs) aggregated
collectively for their global Risk Influence (RI). More importantly, the new sensitivity
analysis method was developed and carried out to rank HEs by taking into account their

specific local risk estimations and their RI to a port’s system safety.

Section 2: Risk Models Simulations

Phase 1: Construct a simulation model BNANNSs based on the generic risk method FRBN

by employing the ANNSs concepts using Matlab software.

Phase 2: Construct a simulation model ERANNs based on the generic risk method

FRBER by employing the ANNs concepts using Matlab software.

Phase 3: Construct the AnBnEvVR model by integrating BNANNSs and EVRANNs models
that enable the prediction of the risk magnitude for HEs locally and globally.

The complexity of handling a large amount of data dealing with two different
methodologies (i.e., FRBN and FRBER) with reference to its software would burden the
stakeholders with non-user-friendly processes to measure, predict, and improve their
system safety and reliability performance, motions, and planning of actions. Therefore,

two models simulating FRBN and FRBER are constructed.

The constructed models in the simulation section present a high-quality representative
model in terms of accuracy and reliability assurance that can provide a favourable solution
in the risk evaluation process. The model can help to predict the risk magnitude, explain
the real safety performance, and develop a continuous risk management strategy for
complex systems such as container terminals and maritime ports. More importantly, it
can significantly overcome the mathematical complexity involved in the algorithms of

the fuzzy BNs and ER in Section 1 and realise the integrity of BN and ER using ANN.

Section 3: Risk Control Options

Phase 1: Use the Analytical Hierarchy Process (AHP) method for determining the relative

weights of all criteria identified.



Phase 2: Develop a risk control options model (FTOPSIS) by incorporating Fuzzy Logic
and TOPSIS.

The best risk mitigation strategies were introduced and evaluated in the form of ideal
solutions for mitigating the identified risk factors by offering the preferred safety control
measures. These measures, such as automation solutions, had to be capable of addressing

both operational efficiency and risk reduction in container terminals.
1.6. Structure of Thesis

Figure 1.1 gives a visual model of the thesis structure that leads the reader to the stated
research methodology in Section 1.5. A brief description of each chapter presented in the

thesis is as follows.

Chapter 1 corresponds to the research background and justifies conducting this research.
Research questions are generated to ensure that the research objectives are met. At the

end of the chapter, the risk management framework and structure of the thesis are

described.

Chapter 2 reviews the maritime container terminals market to exhibit the impact
magnitude of containerisation on container terminal operation. The operational lifecycle
of'a container terminal operation is described, followed by a careful analysis of the widely
applied risk management based methodologies with reference to container terminal safety
legislations introduced by national and international parties. Risk, hazard, and uncertainty,
all three of which are important terms in the risk management process, are defined and

distinguished.

Chapter 3 starts with the first phase of section 1, Risk Assessment, by identifying the
most significant HEs in container terminal operation followed by the development of an
FRB as the second phase. The third phase is the end of this chapter, where a generic risk-
based method (FRBN) is developed in order to assess the most significant HEs identified

individually for their specific risk local estimations.

Chapter 4, as the last phase in section 1, concludes the risk assessment process by
developing a generic risk-based method (FRBER) to assess all risk factors (i.e., HEs)
aggregated collectively for their RI for container terminals and maritime port safety

system globally. In addition, a new sensitivity analysis method is developed and carried



out to rank the HEs by taking into account their specific risk estimations locally and their

RI globally.

Chapter 5 is the first phase of section 2, Risk Models Simulations, and the chapter
includes the construction of the simulation model BNANNS for the FRBN method. This
simulation model is followed by the second phase of the construction of the simulation
model ERANNSs for the FRBER method using Artificial Neural Networks (ANNs). The
final phase in this section entails integrating the BNANNs and ERANNSs in order to
construct AnBnEvR, which enables the prediction of the risk magnitude for HEs locally
and globally.

Chapter 6 uses the AHP method for determining the relative weights of all criteria
identified in the first phase of section 3, Risk Control Options. It is followed by the last
phase, which develops a risk control options model using FTOPSIS.

Chapter 7 draws the conclusions and contributes to the knowledge concerning risk
management for container terminals and maritime port safety systems. Additional

suggestions for further research are recommended.
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Section 1 Section 2 Section 3

Risk Assessment Risk Models Simulations Risk Control Options
Ch3 4 Chs Ché
Chapter 1: Introduction
Chapter 2: Literature Review

Chapter 3: Container Terminal Risk Evaluation

Hazard Identification

Fuzzy Rule Base (FRB) + Bayesian Network (BN)
Prioritise HEs Locally

I

Chapter 4: Container Terminal Operation Safety
(CTOS)

FRBN + Evidential Reasoning (ER)

Prioritise HEs Globally

Artificial Neural Networks (ANNs)+BN
ANN +ER
ANN + BN + ER

mcmmer 5: Integrated Container Port System Risk Analysis and Probabilistic Safety Assessment

Analytical Hierarchy Process (AHP)
Fuzzy Logic (FL) + Technique for Order Preference by Similarity to Ideal Solution (FTOPSIS)

[ﬂChapter 6: Decision Support System for Optimal Container Port Safety Performance Plan Selection

[ Chapter 7: Conclusion ]

Figure 1.1: Research methodology
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Chapter 2 — Literature Review

Summary

This chapter reviews the fundamental elements that influenced and contributed to this
research. It commences by highlighting the impact of containerisation growth on
maritime container terminals operation taking into account the direct and indirect effects
on terminal operation safety including container ships, terminal facilities, technology
overview, rules and regulations, and handling equipment interfacing. Also discussed is
the range of the comprehensive literature related to container terminal safety and a

critical analysis of risk management process in maritime ports.
2.1. Introduction

Containerisation was first introduced in the 1960s, and has subsequently become the most
common method for transporting industrial and consumer products seaborne.
Consequently, the containerisation development process has cause major transformation
among port terminals. Container transportation began in the United States in 1920 with
Pennsylvania Railways. Then container transportation expanded to Europe, where
McLean Industry Ltd established and developed a connecting system of piggyback and
marine transport in 1955. Pan Atlantic Shipping Lines began the first container shipping
transportation between New York and Houston in 1956 and later launched Gateway City,
the first full container vessel, into operation for the route in 1957 (Inamura et al., 1997).
Container shipping is performed by companies that operate frequently scheduled liner
services with pre-determined port calls, using a number of owned or chartered vessels of
a particular size to achieve an appropriate frequency and utilisation level for each service

(Heejung et al., 2015).

Maritime container transportation occupies an increasingly important position in world
trade and is the fastest growing sector of international shipping, benefiting from a shift
towards unitisation in cargo transport, as well as from world trade developments. The
share of containerised trade in the total volume of global trade steadily rose from 11% in

2000 to 14% in 2010 (Drewry, 2009).

Containerisation has a number of advantages compared with other shipping methods,

including:

12



e Less cargo handling: once the contents of a container are loaded into secure con-

tainers, they are not directly handled until reaching the final destination.

e Efficient port turnaround: container ships are loaded and unloaded in significantly
less time and at a lower cost than other cargo vessels, using quay cranes and other

terminal handling equipment.

e Highly developed intermodal network: the intermodal industry has developed so-
phisticated and intelligent modes to support container transportation, such as
physical integration of the container with other intermodal transportation equip-

ment, including the staging or storage areas, to final destinations.

As this thesis focuses on container terminal port operations safety, it is necessary first to
review and discuss the existing risks outlined in maritime shipping industry literature as

a whole, then to concentrate on container terminal port operations safety.
2.2. Container Terminal Market Overview

Ports are characterised by their geographical and operational settings. Each port may have
several terminals, and each terminal is operated by one or many operators (Yip et al.,
2011). The advent of global terminal operators is a profound organisational change in the
development of container terminals. Container terminal operators are firms that operate
one or several container terminals at a port. Regulatory requirements, limited land
availability, and steep capital requirements for building container terminal capacity all
impose high barriers on the container terminal market features (Pawlik et al., 2011). The
cost of building infrastructure is highly dependent on the region and type of construction
required. Constructing a new container terminal on existing infrastructure can cost several
tens of millions GBP (British Pound), whereas the construction of an offshore port can

cost several billion GBP.

Many projects involve local governments providing terminal infrastructure, with long-
term concessions delegated to the most attractive terminal operators. The development of
new terminals is often constrained by national planning procedures and legislation,
involving many stakeholders throughout the planning process; this system contributes to
long lead times, and sometimes results in significant implementation and execution delays.

As aresult, global growth in new container capacity lags behind growth in container trade

(Global Ports, 2011).
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Logically, shipping lines are the main customers of container terminal operators. Both of
them (i.e., shipping lines and container terminal operators), consequently, are mainly
dependent on the level of world seaborne trade and the corresponding demand for

container terminal services that the level generates.

Increased participation of private investors in managing container ports and the
establishment of new ports have both increased pressures on port efficiency (Bergantino
et al., 2013). Container terminal operators are compelled to provide high-quality service
levels at competitive prices (Araujo De Souza et al., 2003). They should invest in facilities,
service, and management systems to gain and sustain competitiveness. They should also
increase expenditure to improve crane capacities, information technology efficiency, and
transhipment facilities, as well as shorten vessel turnaround movements (Notteboom,

2002).

In 2013, the global container fleet reached 320.9 million Twenty-Feet Equivalent Unit
(TEU). A variety of container types make up this fleet. Dry containers are the majority;
historically, they comprised about 93% of the fleet, but they decreased to 89% in 2012.
While, the other 7% was split between insulated reefer containers and tanks; the latter
made up approximately 0.75% for transporting various liquids, and the former occupied
the remaining 6.25% of the global fleet. Based on these ratios, the size of the dry container
fleet in 2012 was approximately 290.3 million TEU. Reefer containers filled out about
20.1 million TEU of the global fleet, and tank containers comprised about 9.6 million.
Subsequently, the global container fleet is set to grow another 1.6 billion TEU in 2013,
that made the global container fleet about 421.5 million TEU (WSCa, 2015).

2.2.1. Global containerisation market

Many elements determine terminal performance, including labour relations, numbers and
types of cargo handling equipment, quality of backhaul areas, port access channels,
landside access, and customs efficiency, as well as potential concessions to international
terminal operators. In 2009, terminal operators faced extraordinary challenges posed by
the economic crisis, substantially affecting volumes. However, most of the global
container terminal operators sustained and returned to a healthy volume growth in 2010

(UNCTAD, 2011).

DSC (2012) attested that average terminal utilisation (i.e. increase the transhipments and

the handled container between maritime container ports) grade was generally increasing,
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and operators were increasing their Earnings Before Interest, Taxes, Depreciation, And
Amortisation (EBITDA) compared with 2009; also, EBITDA margins in percentage
terms were largely maintained, as shown in Table 2.1, with percentage forecasting up to
2016. As an example, Hutchison Port Holdings (HPH) was the most profitable global
container terminal operator, with an EBITDA of over 2 billion U.S. dollars, up from 1.8
billion in 2009. Port of Singapore (PSN) achieved an EBITDA of around 1.3 billion U.S.,
and Dubai Ports International (DP) World achieved an increased EBITDA of 1.24 billion
U.S. compared with 1.1 billion the previous year. International Container Terminal
Services (ICTSI), PSN, HPH, DP World, and Hamburger Hafen und Logistik AG (HHLA)
achieved an EBITDA margin in excess of 40% in 2010. Arnold Peter Moller — Maersk
Group (APM Terminals), meanwhile, increased its margin to just over 20%.

Table 2.1: Average regional container terminal utilisation 2010 and 2016 forecast
Source: Drewry Shipping Consultants (2012)

Region 2010 Actual Utilisation | 2016 Forecast Utilisation
Far East 69.3% 97.8%
South East Asia 72.2 % 93.5%
South America 66.3% 87%
Middle East 76% 88.6%
Central America 67.3% 83.2%
Africa 70.4% 78.9%
North America 54.1% 67.1%
North Europe 60.2% 66.2%
South Asia 76.4% 61.2%

World 66.5% 84.2%

The main international terminal operators broadly maintained their TEU positions in 2010,
and those with significant interests in Chinese ports achieved particularly high growth.
The international terminal operators’ EBITDA margins remain in a 20-45% range, and
the 2014 financial performance was similar to that in previous years, showing the
consistency and reliability of container terminal operators’ profitability. However, it is
difficult to maintain these margins in the face of the demands from larger container ship
deployments, combined with the creation of larger shipping line alliances. These

interrelated factors are stimulating significantly greater demands on ports and terminals
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and have far-reaching consequences, driving up operating costs and capital expenditure

requirements (Drewry, 2015).

As a result, by 2013, most shipping companies increased orders of large vessels to
improve efficiency and reduce operational costs per TEU. The containership order book
grew from 41 million dwt at the beginning of 2013 to 43 million at the beginning of 2014,
representing about 20% of the fleet in service (UNCTAD, 2014).

DSC (2012) analyses, as shown in Table 2.2, nominated PSN as the leading global
container terminal operator in 2010, with an equity adjusted throughput of 51.3 million
TEU, approximately 14% higher than in 2009. Hutchison Ports is ranked second, with 36
million TEU, followed by DP World with 32.6 million TEU, APM Terminals with 31.6
million TEU, and Shanghai International Port Group (SIPG) in fifth with 13.6 million
TEU. This shows a steady upward worldwide trend among the leading container operators.

Table 2.2: World container terminal ownership ranking, 2010
Source: DSC (2012)

No. Operator Million Share
TEU | percentage

1. | PSN 51.3 9.4%

2. | HPH 36 6.6%

3. | DPW 32.6 6%

4. | APMT 31.6 5.8%

5. | SIPG 19.5 3.6%

6. | China Merchants Holding International 17.3 3.2%

7. | COSCO 13.6 2.5%

8. | MSC 9.9 1.8%

9. | SSAMarine/Carrix 8.6 1.6%

10. | Modern Terminals 8.3 1.5%

An additional 168 million TEU of port traffic will bring the global total to nearly 850
million TEU in 2019; this assumes that Asia accounts for more than 60% of the forecast
global demand growth and that the deployment of ultra large container ships with new
mega alliances is adding to capacity pressures on international terminal operators. The
predicted average global container port demands a growth of 4.5% per annum through to

2019 (Drewry, 2015).
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The growing vessels and increase in demands for global maritime container ports are
forcing terminal operators to make significant investments in additional capacity.
According to DSC (2015), APM Terminals and DP World are most actively developing
new projects in the pipeline, but PSN International is adding the most capacity in the port
of Singapore. Hutchison, CMA CGM, TIL, and ICTSI also have significant plans, with
the latter’s expansion representing a 40% increase over the current capacity of its portfolio,
as shown in Figure 2.1. The primary expansion focus of international terminal operators
is greenfield developments in emerging market locations, with acquisition and divestment

activity decreasing from last year.
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Figure 2.1: Project capacity expansion for major global terminals operators by 2019
(DSC, 2015)

2.2.2. Global containerisation growth

World container traffic comprised 38,9 million TEU container movements in 1980. That
figure increased to 88,1 million TEU in 1990, to 236,7 million in 2000, and to 419,8
million in 2010. The Compound Average Growth Rate (CAGR) of world container traffic
from 2000 to 2010 is estimated at 8.6% compared with a global real gross domestic
product (GDP) CAGR of 2.6% for the same period. After a decline of approximately 9%
in 2009 caused by the global economic crisis, global container shipping throughput
increased by 13.8% in 2010, exceeding pre-downturn volumes. The 2011 world container
movements are estimated to reach approximately 439,2 million thousand TEU (Global

Ports, 2011).

In the recent years, the use of containers for intercontinental maritime transport has

dramatically increased. Between 1990 and 2008, container traffic has grown from 28.7
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million to 152.0 million TEU, an increase of about 430% (Drewry, 2007). Figure 2.2
displays world container traffic and throughput from 1980 to 2010.
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Figure 2.2: The world container traffic and throughput (DSC, 2007)

In 1998, Rayan observed that “the growth in containerized trade continues as more and
more cargo are transferred from break-bulk to containers.” Today, more than 60% of the
world's deep-sea general cargo is transported in containers, and some routes, especially
those between economically strong and stable countries, are containerised up to 100%

(Drewry, 2015).

The growth rate of container flows from 2002 to 2020 is still expected to be 7.5% per
year. Every major port is expected to double and possibly triple its cargo by 2020 (Liu et
al., 2002). At the same time, existing and newly planned terminals are trying to attract as
much volume as they can handle, making the container-handling sector very competitive.
Furthermore, since globally acting industrial companies have considerably increased their
production capacities in Asian countries, the container traffic between Asia and the rest

of the world has steadily increased (Wang, 2005).

Ports are crucial in interfacing sea and land transportation systems, and by extension the
economy, leading to a high share of imports in GDP and worldwide economic growth.
Asian ports continue to dominate the league table for port throughput and terminal

efficiency, as shown in Table 2.3.

18



Table 2.3: Top 10 world container ports
Source: (WSC, 2015b; Alphaliner, 2015)

Volume | Volume | Volume | Volume
Rank Port 2011 2012 2013 2014
(Million | (Million | (Million | (Million
TEU) TEU) TEU) TEU)
1 Shanghai, China 31.74 32.53 33.62 35.29
2 Singapore 29.94 31.65 32.6 33.87
3 Shenzhen, China 22.57 22.94 23.28 24.04
4 Hong Kong, S.A.R., China 24.38 23.12 22.35 22.23
5 | Ningbo-Zhoushan, China 14.72 16.83 17.33 19.45
6 Busan, South Korea 16.18 17.04 17.69 18.68
7 Guangzhou Harbor, China 14.42 14.74 15.31 16.63
8 Qingdao, China 13.02 14.50 15.52 16.62
g | Jebel Ali, Dubai, United 13.00 | 1330 | 13.64 | 1525
Arab Emirates
10 | Tianjin, China 11.59 12.30 13.01 14.05

The leading global container ports are mostly from China which ranks among the top five
along with 7" and 8™ place from 2011 to 2014. Singapore placed in the second place of
the leading global container ports ranking, while Busan in 6 and Jebel Ali in the 9™
(WSC, 2015b; Alphaliner, 2015). The leading global container port is Shanghai, with an
equity-adjusted throughput of 35.29 million TEU, approximately 5% higher than in 2013.

Table 2.4 shows the throughput percentage rate for each port.

Table 2.4: Leading global container ports throughput percentage rate

Rank Port Throughput
percentage rate

1 Shanghai, China 5%

2 Singapore 4%

3 Shenzhen, China 3.3%

4 Hong Kong, S.A.R., China -0.6%
5 Ningbo-Zhoushan, China 12.1%
6 Busan, South Korea 5.6%

7 Guangzhou Harbor, China 7.2%

8 Qingdao, China 7.1%

9 Jebel Ali, Dubai, United Arab Emirates 11.8%
10 Tianjin, China 3.8%

Over the last four decades, the container has been an essential part of unit loads; the
concept is now an integral part of international sea freight transportation. With ever-
increasing containerisation, the amount of seaport container terminals and competition
among them has become quite remarkable. As seen in previous industrial statistical

analyses, investments in containerisation continue to grow steadily. Moreover, there is
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evidence of increased privatisation, and the container shipping industry proved in 2009
that it is economically resilient in the face of adversity. Ports, operators, customers, and

investors clearly recognise this advantage.
2.3. Container Terminal Port Operations Overview

Containers entered the market for international conveyance of sea freights almost five
decades ago. Containers are large boxes used to transport goods from one destination to
another. The use of containers has several advantages, namely less product packaging,
fewer damages, and higher productivity (Agerschou et al., 1983). The standardisation of
metal boxes also offers customers many advantages, as it protects against weather and
pilferage and improves and simplifies scheduling and controlling, resulting in a profitable

physical flow of cargo (Steenken et al., 2004).

Container dimensions have been standardised using the term TEU, which refers to one
container with a length of 20 feet. Containers are measured in TEU (i.e., 40 and 45 feet
containers represent two TEUs). Different types of containers are available; the most
common is the standard dry cargo container. Some other types are referred to as special
equipment and include open end, open side, open top, half height, flat rack, refrigerated
(i.e., reefer), liquid bulk (i.e., tank), and modular containers. All are built to the lengths

and widths of standard dry cargo containers.

Every container has a unique unit number, often called a box number, that can be used by
ship captains, crews, coastguards, dock supervisors, customs officers, and warehouse
managers to identify a container’s owner or shipping user; they are even able to track the

container anywhere in the world.

Several modes can be used to transport containers from one destination to another: ships
that carry transport over the sea; trucks or trains over land; and some other special modes,

which will be in Section 2.3.3, used for handling processes within terminal operations.
2.3.1. Container ship-related port operations

Large container ships are being built with the justification that they will produce
economies of scale, as evidenced by the maritime container industry movement towards
capacity expansion and growing container ship sizes. Encounter Bay was one of the first
to be launched in 1968, with 1530 TEU, and 337 ships of 338,627 TEU were delivered
between 1968 and 1973 (Levinson, 2010). In six years, the fleet grew 9.02 times the ship
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amount and 17.97 times carrying capacity. Vessel production increased beyond 1,000
TEU, becoming the largest group with about 95 new ships, totalling 132,172 TEU. The
expansion continued in the 1970s by over 16% per year, delivering 176 ships and totalling
219,072 TEU. The sub-panamax generation also emerged, with 2,000-2,999 TEU, and
grew quickly to deploy 61 ships, totalling 152,167 TEU (Tran & Haasis, 2015).

CSCL Globe was the world’s largest container ship at the end of 2014, carrying over
19,000 TEU. The vessel did not keep this title for long, however, as MSC Oscar
Mediterranean Shipping announced in early January 2015 that its latest vessel had a
nominal capacity of 19,224 TEU (Martin et al., 2015). The container ship revolution is
an on-going process, and ships as large as 22,000 TEU are expected to be in service as

early as 2018. Capacity expansion and container ship growth since 1968 are described in

Figure 2.3.
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Figure 2.3: Container ship size growth and capacity expansion
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In the quest for economies of scale, capacity expansion is being achieved through growth
of ship size rather than the number of ships, because the unit costs of transport service
decrease with vessel size; consequently, the earnings per unit of transport service increase
with vessel size if freight rates hold steady (LIM, 1998). However, the employment of
increasingly large container ships increases the risk of serious overcapacity, especially
when several operators are introducing new vessels to the same trade routes. The operator
with the largest capacity has an early cost advantage, putting pressure on other operators
on mainstream trade routes to move quickly and aggressively for large and economical
containerships to stay competitive. There is a strong tendency toward overbuilding,

reaching far beyond foreseeable needs (Wu & Lin, 2015).

In regards to container ship safety from an engineering perspective, it is always much
easier to increase vessel breadth or width than length in order to maintain ship stability.

On the other hand, emerging torsion problems of ship hulls should be considered.

In addition, and more relevant to this research, ports and terminals have responded to the
expansion of container ship capacity by making large and rapid investments in
infrastructure and handling equipment. These investments could provide adequate service
capacity, but the next ship generation, namely echelon, has elicited great concern from

terminal operators’ points of view (AGCS, 2014).

Operational managers are confronted with issues besides infrastructure: environmental
concerns related to terminal size growth; containership loading problems with an
increased quantity of TEU handling; restrictions on cranes; limited outreach; lack of
qualified workforce; 24/5 or 24/7 customs check availability; hinterland transportation
operations, in which truck route competition is likely to increase; and the most critical

aspects of berth depth and time.

The movement towards larger ships presents port authorities with a number of pressing
issues regarding investing in stronger tugs: deepening and/or widening approach channels,
as larger ships have access to fewer ports due to the limited draught of the ports and
turning basins; environmental and regulatory constraints; expansion projects; traffic

organisation; and environmental, social, and business interruption costs (Sys et al., 2008).

Capacity expansion and container ship size growths have significant impacts, not only on
shipping companies’ businesses, but also on ports and container terminal operators. Ports

and terminals continue responding to size growth by making large capital expenditure
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and investment plans, as the main limiting factors of the water depth in ports, navigable
waterways and the length of the vessel are not breached. In addition, operation of bigger
vessels raises terminal, intermodal, and commercial issues. According to previous
analysis, container ship size growth and optimum terminal operations are interrelated,
both concepts develop similarly regarding transport modes, terminal types, trade lanes,

and technology.
2.3.2. Container terminal port overview

A container terminal is a facility in which containers are transhipped between different
destinations for onward transportation. Transhipment within a terminal is namely
between container ships (seaside), yard (stack), and land transportation vehicles
(landside). Figure 2.4 presents an example of terminal layout at Altenwerder (CTA) in

Hamburg.

Maritime container terminals tend to be part of a larger port, and the biggest maritime
container terminals are situated around major harbours. Inland container terminals tend
to be located in or near major cities, with transportation mode connections to maritime

container terminals.

Both maritime and inland container terminals usually provide storage facilities for both
loaded and unloaded (empty) containers. Loaded containers are stored for relatively short
periods while waiting for onward transportation. Unloaded containers may be stored for
longer periods awaiting their next use. Containers are normally stacked for storage, and

the resulting stores are known as container stacks.

Figure 2.4: Container terminal layout, Altenwerder (CTA) in Hamburg
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In general, container terminals are considered material-handling systems that have two
interfaces for input and output flows. The interfaces are waterside when loading and
unloading containers from ships, and landside for trucks and trains. In the heart of the
container terminal is a stacking area, where containers are temporarily stored. The marine
apron is a space designed for travelling vehicles, located between the stacking area and

berth quay.
2.3.3. Container terminal port operation process

In recent years, methodological advances regarding container terminal operations have
considerably improved. Although container terminals considerably differ in size, function,
and geometric layout, they consist of the same sub-systems (Murty et al., 2005). The ship
operation, or berthing area, is equipped with quay cranes for loading and unloading
vessels. Import and export containers are stocked in a yard, which is divided into a number
of blocks. Special stack areas are reserved for reefer containers that need an electrical
supply for cooling or to store hazardous goods. Separate areas are used for empty
containers. Some terminals employ sheds for stuffing and stripping containers or for

additional logistics services.

The operation process commences when a ship arrives at a port, and the import and

tranship containers have to be unloaded from the ship by the Quay Crane (QC). Next, the

prime mover transfers the containers from the QC to connection units that travel between

the ship and container yard. The containers are stored until the Rubber Tired Gantry (RTG)
crane transports them to their next destination. After another period of time, the prime

mover retrieves and transports the containers to ships or feeder vessels. This process can

be executed in reverse order to load export or tranship containers onto a vessel. The

containers stacked on the yard and vessel can be piled, meaning that not every container

is directly accessible, which limits storage space (Vis & Koster, 2003). The process is

illustrated in Figure 2.5.

The truck and train operation area links the terminal to outside transportation systems.
The unloading and loading process at a typical modern container terminal is illustrated in
Figure 2.6. After the container arrivals at the terminal by truck or train, it is identified and
registered using its major data (e.g., content, destination, outbound vessel, and shipping
line), picked up by internal transportation equipment, and distributed to one of the storage

blocks in the yard (Gtlinther et al., 20006).
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Figure 2.5: Operation areas of container terminal and flow of transports

The respective storage location is given by row, bay, and tier within the block and is
assigned in real time upon arrival in the terminal. Specific cranes or lifting vehicles are
used to store containers at the yard block. Finally, after the arrival of the designated vessel,
the container is unloaded from the yard block and transported to the berth, where QCs
load the container onto the vessel in a predefined stacking position (Stahlbock & Vo8,

2008).
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Figure 2.6: Transportation and handling chain of a container

The operations necessary to handle an import container are performed in reverse order.
Figure 2.7 illustrates sub processes that correspond with the systems of Figure 2.6.
Scheduling the huge number of concurrent operations, as well as the different types of

transportation and handling equipment, is an extremely complex task.
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Figure 2.7: Processes at a container terminal
2.3.4. Container handling operations

Seaport container terminals greatly differ by transportation type and handling equipment
(Giinther et al., 2006). When a ship arrives at port, QCs take the import containers off the
ship's hold or deck. In fact, QCs serve as single or dual-trolley cranes that can move along
the crane arm to transport the container from the ship to the transport vehicle and vice
versa. An example of a QC is given in Figure 2.8. QCs are manned because automating
this process presents practical problems, such as exact positioning of containers (Vis &
Koster, 2003), and QCs are used at both automated and manned terminals. The containers

are picked up with a spreader, a pick-up device attached to the trolley.

Figure 2.8: Quay cranes

The QCs move on rails to the different holds, where they take/put containers off/on the
deck and holds. One QC can unload a container while another simultaneously loads.
Decisions at the operational level, such as which cranes should go where, which
containers should be on the ship, and which containers should be taken out of the hold
first, are in practice made by the crane driver or determined by the loading and unloading

plan. Very little literature studies these types of problems (Stahlbock & Vof3, 2008).
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2.3.5. Yard handling equipment

As aforementioned, containers have to be transported from the ship to the stack and vice
versa. Vehicles like forklift trucks, yard trucks, or straddle carriers can be used when
designing a terminal. Straddle carriers and forklift trucks can pick up containers from the
ground. A crane is needed to put the container on the yard truck (Vis & Koster, 2003).
The most common types of yard cranes are Rail-Mounted Gantry (RMG) cranes, RTG
cranes, Straddle Carriers (SC), Reach Stackers (RS), and chassis-based transporters, as
illustrated in Figure 2.9 (Giinther et al., 2006). It is worth mentioning that only RMG
cranes are suited for fully automated container handling operations, while SCs can both

transport and stack containers in a yard.

%i&
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Figure 2.9: Different types of handling equipment
(Giinther et al., 2006) (Vis & Koster, 2003)

Different types of vehicles can be used for both ship-to-yard transportation and interface
between the yard and hinterland. The most common types are multi-trailer systems with
manned trucks, Automated Guided Vehicles (AGVs), and Automated Lifting Vehicles
(ALVs). The latter two types can load one 40°/45° container or two 20’ containers, as

seen in Figure 2.10.

AGVs are robotic vehicles that travel along predefined paths and can perform multiple

load operations. ALVs are capable of independently lifting containers (Yang et al., 2004).
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Figure 2.10: Automated guided vehicle (AGV)

In terms of operations, a route must be chosen by operation managers, as well as which

vehicle transports which container.
2.3.6. Yard transhipment

A stack stores import and export containers for certain periods of time, as illustrated in
Figure 2.11. A stack is divided into multiple blocks or lanes, each with a number of rows.
Stacking height varies per terminal, ranging between two and eight containers high. A
transfer point is situated at the end of each lane, and the crane takes/places the container
off/on the vehicle transporting the container. Empty containers are usually stored

separately (Steenken et al., 2004).
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Figure 2.11: Schematic top view of the stack area

There are two methods for storing containers: storing on a chassis system in which each
container is individually accessible; and piling containers on the ground, meaning that not
every container is directly accessible. Due to limited storage space, stacking on the ground

is currently more common (Stahlbock & VoB3, 2008).

28



2.4. Maritime Port Safety

Seaport safety is playing an increasingly important role in ensuring supply chain
resilience and sustainability, and is inspiring risk-related research from operational,
organisational, and economic perspectives (Trbojevic & Carr, 2000; Soares & Teixeira,
2001; Marlo & Casaca, 2003; Legato & Monaco, 2004; Garrick et al., 2004; Madni &
Jackson, 2009; Fabiano et al., 2010; Mokhtari et al., 2011;). However, compared to
shipping risk analysis (Hénninen, 2014; Wu et al., 2015; Banda ef al., 2015), studies on
seaport risk and safety management are scarce in the literature. A review by Pallis et al.,
(2010) on 395 port-related journal papers published between 1997 and 2008 discloses
that, despite the criticality of safety and security in efficient supply chains and
international trade, risk analysis persistently occupies a backseat role within port research;
it is overwhelmed by other aspects, such as efficiency analysis, port competition,

geographical analysis, spatial evolution, and policy and governance.

A review of 984 papers published in the Journal of Maritime Policy and Management by
Notteboom et al., (2013) reveals that core themes in seaport studies over the past 40 years
include frameworks and techniques around many fields, including geography,
econometrics, welfare economics, operations research, logistics/supply chain
management, and strategic management. In the last five years, port research has been
dominated by transport and supply chains, port governance, and port competition. During
the first two decades of the Journal of Maritime Policy and Management, research
attention focused on regulatory issues referring to competition, pricing, financing,
environmental, safety, and security-related policy practices. Since then, port terminals,
including container terminals, have developed rapidly and aggressively, creating a

growing interest in examining the prospects and limits of port operation safety.

Over the last decade, the limitations on maritime port safety analysis has been
acknowledged in the existing risk management approaches for port complex systems and
resilience engineering. Therefore, significant effort is ongoing to enhance the port safety
systems by developing a robust, flexible and effective methods to optimise critical

systems operations safety (Wang, 2006; Mokhtari et al., 2011 and John et al., 2014).

Risk management of a maritime port systems is a highly complex task due to the dynamic
interactions among its interrelated components of technical, organisational, operational,

safety and security aspects of their daily operations. US Department of Homeland
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Security described the level of interdependences and complexity of the system’s
operations as: ‘‘all areas and things of, on, under, relating to, adjacent to, or bordering
on a sea, ocean, or other navigable waterway, including all maritime related activities,
infrastructure, people, cargo, vessels and other conveyances.”’ (Moteff and Parfomak,
2004). One logical way to conduct an effective risk management framework of a seaport
is by breaking down the system into functional structure comprising subsystems and
components. The risk-based decision support methodology of the functional structure can
be carried out to examine the interrelationships and then the system safety management
model can be formulated for risk based modelling in all phases of the system’s life, from
its conception and design to its operation, maintenance and decommissioning (John et al.,

2014).

Risk management as a subset of any management system, aims to develop, plan,
comprehend and follow operations processes to implement an effective risk management
framework that provides preventive actions to eliminate and/or mitigate risks related to
the safety of people, environment and property (Hanninen, 2014). Maritime risk
management framework covers several subareas of organizational management that
describing the elements of maritime port operations on how these elements interact to
provide useful information on the functioning of the risk-based decision support
methodology in order to serve as an assessment and monitoring tool that help stakeholders
for continuous improvement and decision making when managing maritime port

operations safety.

The scholarly community has proposed several frameworks to assess the organizational
aspects effects on risk within different domains, to name but a few (Embrey, 1992; Paté-
Cornell & Murphy, 1996; Oien, 2001; Roelen et al., 2003; Mohaghegh, Kazemi, &
Mosleh, 2009), in the maritime transportation field (Trucco et al., 2008; Oltedal &
McArthur, 2011; Ek et al., 2014) and maritime port disruptions and resilience (John et al.,
2014; Zhang et al., 2015; Lam &  Su, 2015; John et al., 2016) However, safety
management have not been adequately addressed and there is not safety management
model based on the established safety management norms or standards have been
published (Hanninen, 2014). in the light of the above facts and arguments, the existing
models are rather limited and don’t have a comprehensive reasoning of the maritime risk
management mechanisms based decision-support. The maritime risk management

subarea interactions seem to be lacking an appropriate risk management framework and
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research upon that approximates the risk management realities for maritime terminals’

and ports’ complex activities, especially on the operational aspects.

In addition, large numbers of regulations and legislations on maritime port safety have
been proposed by various international and professional bodies to enhance the operational
safety and efficiency of maritime ports systems including maritime port terminals which

will discussed in details in Section 2.5.3.

Safety and reliability of maritime ports is important for the protection of human life and
health, the environment, and the economy. Safe port terminal operation has a profound
impact on service quality, productivity cost, and lifestyle. Therefore, system safety
evaluations that include the early detection of hazards are critical in avoiding performance
degradation and damage to human life or machinery. Furthermore, the development and
enforcement of a robust forecasting mechanism can eliminate or reduce the effect of
accidents and/or disasters that jeopardise terminal operations. Many engineering systems
are repairable, and their safety measures are evolving; implementing these changes going
forward can evaluate and improve the growth or deterioration of systems (Hu et al., 2010).
The necessity and importance of evaluating a system safety is dependent on the fact that
decision makers are generally interested in predicting future system failures for resource
planning, inventory management, development of realistic policies for age replacement,

and logistics support.
2.5. Container Terminal Port Safety

Maritime infrastructure, such as container terminals, is critical, as well as costly
engineering systems that enable economic activities through the transfer of goods and
services between national and international destinations. Given the significance of their
operations to the world economy, container terminals face a variety of operational and
environmental uncertainties that make them vulnerable to hazards (Mansouri et al., 2009).
Container terminal operations are conducted by a large number of workers at different
facilities, sites, and workplaces, and safety issues are of significant importance to the
operation of these sites and workplaces. Quantitative research on safety and security
analysis of container terminal operations has not yet been well conducted, but Yang, Ng,
and Wang (2014) have raised the issue. If risks cannot be quantified, industrial
stakeholders may not be motivated to confidently take control measures. A container

terminal safety study by Fabiano et al., (2009) examines the factors that affect
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occupational accident frequency in ports and terminals; it discloses that scientific research

has not properly explored the container revolution’s impact on port safety.

Sea ports and marine terminals (i.e., infrastructures) are essential economic elements of
any coastal state; therefore, recent years have seen research and subsequent improvements
in areas that affect seaports and marine terminals, including operational, organisational,
economic, business, and natural conditions. Researchers have carried out significant work
over recent years. International bodies such as the IMO, UNCTAD, World Bank,
European Commission, Asian Development Bank, and Academic Bodies have been
leaders in marine port and terminal research. Professional and academic bodies aim to

enhance the efficiency and effectiveness of marine ports and terminals.

In regards to container terminal operational safety from a practical point of view,
constantly changing elements can determine the performance of different container
terminals, taking into account a range of internal and external factors influencing the

system’s productivity (Legato & Monaco, 2004).

Growing public concern over supply chain safety and security in the past decade has
stimulated risk analysis of container terminals (often deemed safety-critical
nodes/components in container supply chains); this risk analysis is considered an
effective solution for reducing/mitigating the negative impacts caused by possible
hazardous events (Mokhtari et al., 2011). The risk analysis of large maritime engineering
systems, such as container terminal infrastructure, is affected by many factors related to
transport safety, including shipping efficiency, supply chain distribution reliability, and

loss prevention.

In regards to operational improvement, performance indicators are important factors in
determining the efficiency of the seaports and marine terminals (UNCTAD, 1996; World
Bank, 2001; Marlo & Casaca, 2003). The performance of marine ports and terminals can
be determined by different, constantly changing elements and a range of internal and

external risk factors that influence the system’s productivity (Legato & Monaco, 2004).

Regarding marine port organisational improvement, Shannon et al., (1997) note that the
relationship between different organisational culture including the role of management
style, information technology and the workforce has a great impact on health and safety.
Liu et al., (2002) and Steenken et al., (2004) investigate container terminal optimisation

improvements, including automated equipment, terminal operation-related computer
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technology, and management of various types of activities within ports. In reviewing
technological opportunities for container terminals, Frankel (2001) explains that
advanced technology enables seaports to integrate cargo transfer into individual customer
logistical requirements. Giinther et al., (2006) research recent developments and examine
research issues concerning quantitative analysis and decision support for container

terminal logistics.

In terms of economic improvement perspectives for ports and terminals, UNCTAD (1996)
and World Bank (2001) examine how competitiveness among ports and terminals can
influence different countries’ economies and trade values. Palmer (1999) emphasises the
need for efficient port facilities and operations to improve their competitive positioning.
Goss (1990) expresses that efficient seaports can positively influence a nation’s
economies of scale. Many researchers have studied businesses with respect to individual
ports and terminals and included case studies and reviews of seaport development to

enhance efficiency, as discussed in Section 2.2.

In terms of natural conditions’ impacts on marine ports and terminals, seaports have
demonstrated a high vulnerability to seismic motion, and associated ground failures
severely impact health and the economy (Pachakis & Kiremidjian, 2004). The 1995
Japanese Hyogoken Nanbu earthquake showed that low resilience of port activity in the
wake of natural disasters results in severe economic losses. Past experience shows that
earthquakes can significantly impact port components, including quay walls, piers, cranes,
and warehouses. Natural disasters can severely disrupt terminal operations and negatively

affect a region’s economy (Na & Shinozuka, 2009).

The increasing number of publications in the last decade indicates the importance of the
aforementioned areas of research. However, dynamic and enforced changes occurring in
marine ports and offshore terminals including operational, organisational, economic,
business, and natural factors related to environments have made it imperative to study
safety aspects, including recent risk-management related issues regarding externally and
internally driven elements. Therefore, this study mainly focuses on operational aspects,
including technical and personnel factors, leaving other risk aspects to be addressed in
future work. Other risk concerns influencing port safety—such as management, policy
implications, and natural and political issues—also need investigation in order to provide

a panoramic view on terminal risk analysis.
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2.5.1. Some Noteworthy Accidents

The shipping industry is regulated by a complicated international legal framework.
Basically, it is based on the recommendations and guidelines of more than 50 conventions
with numerous protocols and amendments (Knapp and Velden, 2010). These conventions
are developed mainly by the International Maritime Organization (IMO) and the
International Labour Organization (ILO) with the support of various national and
international bodies. However, there are still some loopholes in their enforcement system,
which can lead to incidents. Shipping incidents tend to carry very high economic costs,

due to the large asset values and the high operational risks involved in shipping.

Despite the efforts being made by IMO*s member states to change this process,
preventive actions are still uncommon, resulting in the creation or amendment of
legislation being reactive and typically following the outcome of a major disaster.
Ultimately in terms of legislation in practice, the maritime ports industry has suffered a
lot in the past and produced some disjointed, conflicting regulations, mainly in response

to disasters involving considerable loss of life, property, and environmental damage.

The American Bureau of Shipping (ABS) analysis showed that 50% of maritime
accidents were initiated by observable erroneous human action, while another 30% of
maritime accidents occurred due to failures of verifiable human actions to avoid an
accident (ABS, 2003). However, the magnitude of damage inflicted by a major shipping
accident increases virtually with the public attention paid to those accidents and their
negative influence on the perceived safety of shipping. Unfortunately, it is a fact of life
that design for safety and safety operational practices are only appreciated after serious

accidents have occurred.
2.5.1.1.  Chicago Port disaster

On the evening of July 17, 1944, the SS Quinault Victory and SS E.A. Bryan, two
merchant ships, were being loaded and packed with 4,600 tons of explosives. Another
400 tons of explosives were nearby on rail cars. At 22:18, a series of massive explosions
over several seconds destroyed everything and everyone in the vicinity. Every building
in Port Chicago was damaged, 320 people were killed, 390 others were injured and fire

with smoke extended nearly two miles into the air. The pilot of a plane flying at 9,000
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feet in the area claimed that metal chunks from the explosion flew past him (Jones et al.,

2006).

The exact cause of the explosion was never revealed. However, the inquiry covered
possible explosion scenarios involving problems with steam winches and rigging,
organizational problems within the management system and lack of handling training, but
it was mainly poor safety procedures and misconducting handling practices that led to the

catastrophe.
2.5.1.2.  Tianjin Port disaster

Late in the evening of 12 August 2015, a series of explosions at a container storage station
at the Port of Tianjin, China was occurred. The first two explosions occurred within 30
seconds of each other at the facility, which is located in the Binhai new Area of Tianjin.
The second explosion was far larger and involved the detonation of about 800 tonnes of
ammonium nitrate. Fires caused by the initial explosions continued to burn uncontrolled
for the next three days, repeatedly causing secondary explosions, with eight additional

explosions occurring on 15 August (Independent, 2015).

One month after the explosion, the casualty report was 173 deaths, 8 missing, and 797
non-fatal injuries. The accident has cost nearly 1bilion GBP. The official report into the
disaster found 123 people, including senior officials, responsible for the illegal storage of
11,300 tonnes of hazardous chemicals. The cause of the explosions was not immediately
known, but an investigation concluded in February 2016 that an overheated container of

dry nitrocellulose was the cause of the initial explosion.

Over the past nine years more than 1,200 accidents occurred in maritime container ports
have been brought to the attention of the Health and Safety Executive, 120 major incidents
which have caused fatal or serious injuries to staff while at work (HSE, 2008). Lack of
compliance with safety practice and misconducting proper inspections has been found as
main root causes for many cases. Still no one has argued strictly for lack of complying
with a generic or any specific risk management based methodology for OSP in container
terminals and maritime ports. The accidents described above together with other disasters
may justify the need for the maritime industry to improve its safety culture and so move

towards a risk-based regime in both design and operations.
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2.5.2. Existing container terminal port safety-related methodologies

The increasing number of container shipments causes higher demands on seaport
container terminal management and logistics, as well as on technical equipment
(Steenken et al., 2004); this heightened demand has led to significant research on logistics
issues that arise from decision-making problems. Academic work has been devoted to the
analysis of security and environmental issues (Yip et al., 2002; Yang et al., 2010; Riahi,
2010) or container terminal optimisation, including management and automated
technology (Liu et al., 2002; Vis & Koster, 2003; Steenken et al., 2004; Giinther et al.,
2006).

Very little research, however, has focused on container terminal safety and transportation.
In a broader scope, few scholars have paid attention to the performance reliability of ports’
transportation systems. Container transportation began five decades ago, and
containerisation has developed rapidly since then; its impact on safety, from ships and

ports to global trade patterns, has not been properly explored in scientific research.

Trade globalisation has led to a rapid increase in container vessel movements in many
seaports. As trade continues growing, most busy seaports face risks related to economic
wealth, operational efficiency, personnel safety, and terminal security. The increasing
number of container shipments put high demand on container terminal management.
While significant academic effort is devoted to port-centred logistics and operational
optimisation (Liu et al., 2002; Vis & Koster, 2003; Steenken et al., 2004; Glintheret et al.,
2000), relatively few studies examine port safety and risk (Yip et al., 2002; Yang et al.,
2010), revealing a major research gap. Safety analysis is broadly defined as the study of
system failure consequences in relation to possible harm to people and/or damage to

environment or property, including financial assets (HSE, 1997).

Safety has been an issue for centuries, from the beginning of the shipping industry, and
will likely remain an issue as industry growth continues. When tracking the industry’s
history, the need for measured risk-control implementation is often recognised after
catastrophic accidents. For instance, the Titanic disaster in 1912 led to the first
International Conference on Safety of Life at Sea (SOLAS). In 1960, following the
capsize of liner Andrea Doria, the United States hosted the International Safety
Conference advocating for ship safety measurement. The International Convention for

the Prevention of Pollution (MARPOL) from Ships was initiated during the 1970s due to
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several oil tanker accidents. The 1990 Exxon Valdez disaster resulted in the mandated
use of double hull tankers. All aforementioned incidents and the subsequent acts from
member states or international bodies indicate the constant necessity for introducing

modern risk management methods to the maritime industry.

A systematic focus on risk-based methodology began in the aerospace sector following
the fire of the Apollo test AS-204 in 1967 as the basic method of probabilistic risk
assessment. The nuclear industry developed probabilistic safety assessments in the 1970s,
introducing the first full-scale application of this method, including the reactor safety
study WASH-1400 which analysed the accident’s consequences (Jensen, 2002). The
chemical industry used Quantitative Risk Assessment (QRA) in the 1970s, which the
Norwegian offshore industry developed and applied in the 1980s after the Alexander
accident (Bai & Jin, 2016). The development of Safety case as a mandatory requirement
in the UK after the Piper Alpha accident in 1988 (HSE, 1992). After Lord Carver’s 1992
investigation of the capsizing of the Herald of Free Enterprise, the UK proposed the FSA,

a safety regime risk management framework, to the IMO in 1993.

Various industries perform risk-based methodologies. Most, if not all, of these
methodologies function in one of three main categories (i.e., quantitative, qualitative, and
a combination of both) to identify, evaluate, and mitigate the impact of risk factors on the
industry. The following subsections briefly describe the most widely applied risk-based

methodologies.
2.5.2.1. Quantitative Risk Analysis (QRA)

QRA, also called Probabilistic Risk Analysis (PRA) or Probabilistic Safety Analysis
(PSA), is being applied to many domains, including transportation, construction, energy,
chemical processing, aerospace, the military, and financial planning and management
(Bedford & Cooke, 2001). Relevant authorities have adopted QRA approaches as part of
the schematic framework for many industries. QRA methodology provides numerical
evidence to other sectors to ensure safety claims or determine the need for further

improvement (Haigh, 2003).

QRA is not a standard practice, as proven by the trend in many domains to support
management decision-making and risk management strategizing. However, QRA varies

in goals, size, complexity, and techniques depending on each sector’s characteristics.
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Essentially, QRA answers the following three questions (Farquharson & McDuffee,
2003):

¢ What can happen? Or, what are the initiators or initiating events (i.e., undesirable

starting events) that lead to adverse consequences?
¢ How likely is it to happen? Or, what are their frequencies?

¢ Given that it occurs, what are the consequences? Or, what and how severe are the

potential determinants?

Risk is defined by identifying possible hazards, quantifying frequencies, and determining
the severity of consequences (Bedford & Cooke, 2001). The analytical process of QRA
is illustrated in Figure 2.12.
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Figure 2.12: Analytical process of QRA

Detailed answers to these three questions are obtained by performing an analytical pro-

cess phase for each question. The first phase requires technical knowledge and specialised
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information on the possible causes of harmful outcomes from a given action or activity.
Rationale techniques and logic tools such as Master Logic Diagrams (MLD) and Failure
Modes and Effects Analysis (FMEA) are useful for focusing on the most important initi-
ating events. The second phase calculates frequency of initiating events using Boolean
Logic methods for model development, as well as probabilistic or statistical methods for
the quantification portion of model analysis. Boolean logic tools include inductive logic
methods like Event Tree Analysis (ETA) and Event Sequence Diagrams (ESD), and de-
ductive methods like Fault Tree Analysis (FTA).

When an event’s frequency is fully defined by historical statistical data, it can be used if
the uncertainty in the data is very low. For some system failures events in which there is
no historical failure data or the data are very sparse, quantitative failure models are de-
veloped with deductive logic tools, such as FTA, or inductive logic tools such as Relia-
bility Block Diagrams (RBD) and FMEA. In the second and third phases, developing and
quantifying accident scenarios tracks the chains of events linking initiating events to the

detrimental consequences (Stamatelatos, 2000).

The third phase requires a deterministic analysis to describe the severity of consequences
that could occur from the accident. Beginning with the initiating events, the chain forms
a risk curve by plotting the frequency of consequence value excess and a function of the
consequence values. The risk curve illustrates the frequency of a certain number of casu-

alties in a given period of time, as shown in Figure 2.13.
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Figure 2.13: Risk curve

As a risk-based method, this may look quite similar to offshore safety case procedures.
However, the process for conducting each step, as well as the use of techniques and tools,

may differ from safety case applications.
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2.5.2.2. Safety case

A safety case aims to ensure an adequate level of safety for a particular facility, based on
management and control of the facility’s associated risks. A central feature of a safety
case is a facility’s designers and operators (i.e., duty holders) assessing the risks
associated with their facility, as well as documenting how the safety management system
appropriately limits those risks (Sutton, 2014b). The document that contains risk
assessment details and the safety management system is called a safety case. The safety
case demonstrates, to duty holders, customers, and society at large, that ship operation

risks are adequately understood and controlled.

A safety case includes a comprehensive description of the facility, its operation, and the
environment within which it operates. Risk assessment is conducted using a number of
established techniques, such as FMEA, Hazard and Operability Study (HAZOP) studies
for hazard identification, FTA, and ETA. Risks are then quantified to the appropriate
extent. Risk criteria are set, relevant to the facility and its operational context, and usually
in accordance with the “As Low As is Reasonably Practicable” (ALARP) principle. The
safety management system includes key elements of safety case concepts for setting
policy, including organising, planning, and implementation, as well as monitoring,
review, and feedback of performance against the policy to ensure that safety objectives
are achieved efficiently and without damaging the environment (HSE, 1992). The key
elements of the case concepts are illustrated in Figure 2.14 and described below (Wang,

2002; Sutton, 2014b).
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Figure 2.14: The key elements of the safety case concepts
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Identify hazards.

Estimate risks for all identified hazards. All hazards can generally be classified in
accordance with the ALARP principle as the intolerable, tolerable, and negligible
risk regions (HSE, 1992), as shown in Figure 2.15.

Reduce risks associated with significant hazards, and institute mitigation

measures should a major incident occur.

Utilise risk control to take the most appropriate action in the event that a hazard
becomes a reality to minimise its effects on operators, facility, and the

environment.

Develop and implement a Safety Management System (SMS) and ensure that it
meets pertinent health and safety rules and regulations. SMS effectiveness is usu-
ally monitored and verified by means of regular audits and inspections to ensure

compliance with safety case requirements.

Risk acceptance — ALARP

RISK MAGNITUDE

INTOLERABLE F ey
Risk cannot be justified
1 inany circumstances
#-
Tolerable only if risk
reduction is impr acticable
or if its cost is greatly
E disproportionate to the :;
W : . W
NPT i gained
As ARREEME <. Ao As
Reasonably ; Reasonably
Practicable APSEARIE 1L OO O Achievable
reduction would exceed
b the improvements gained

MNecessary to maintain
assurance that the risk
remains at this level

BROADLY ACCEFTABLE
REGIOMN

Figure 2.15: The tolerability of risk (HSE, 1992)

2.5.2.3. Formal Safety Assessment (FSA)

FSA as a risk-based methodology is, in some aspects, similar to the safety case regime

used for the UK Continental Shelf. The philosophy of both methods is generally the same,

but while a safety case is applied to specific maritime shipping sectors, FSA is generally
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applied to any maritime shipping sector for common safety issues; the actual content of
each step, however, as well as the techniques and tools used, may differ from offshore
applications. This framework is due to the unique maritime industry structure, which has
no universal regulator, culture, education, or qualification system. FSA is a tool for
decision makers to rationalise their process and achieve a balance between maritime
safety and protection of environment and costs (IMO, 2002). The functional components

in the FSA process are listed below and then illustrated in Figure 2.16.
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Figure 2.16: FSA process and functional components
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FSA’s use in shipping represents a fundamental cultural change, from a largely reactive
approach to a structured and systematic methodology that uses risk evaluation and is
integrated, proactive, and effective (Pillay & Wang, 2003). FSA’s main characteristics

are below.

e FSA is a systematic approach for sociotechnical systems that may consist of
hardware, environment, human organisations, operations, and procedures.

e Hazards are proactively identified through the hazard identification process, and
may apply different hazard identification approaches.

e Risks associated with various hazards are described and analysed. Usually, risk is
a composite of the likelihood and consequences of a potential undesirable event
arising from a hazard; other risk attributes can be assigned to the conventional risk
composition to improve the system’s safety. Risk analysis covers the time span of
operational life, and may involve various quantitative or qualitative tools to
perform risk composition calculations.

e Risk quantification determines risk level and whether it is acceptable or
significant based on predefined acceptance criteria. When risk is significant, it is
necessary to devise regulatory measures to control and reduce that risk.

e The above step may be followed by cost-benefit analysis to compare
preventive/protective measure costs with benefits.

¢ Basic elements are integrated into a risk model with information about the hazards,
their associated risks, and the cost effectiveness of alternative risk control options.
The objective is to recommend the most cost-effective, preventive, and mitigating

measures for a risk management strategy.

FSA was designed as a tool to assist maritime stakeholders and, generally, the entire
shipping industry; it was not intended for application to individual ships. The main
features of FSA are formalised procedure, audible process, communicated safety
objectives, and priorities based on cost effectiveness (Bai & Jin, 2016). These elements
have made FSA a more rational risk management method within the maritime industry in

regards to improving safety aspects by addressing the impact of risk factors.
2.5.2. Risk management process

Various industries have carried out risk management for many years. However, the QRA

approach is increasingly being applied and developed, particularly for its probabilistic

43



approach to risk assessments (EMSA, 2012). The nuclear, aviation, and process industries
have been performing QRA for many years, for instance. These industries are dealing
with equipment whose failures can have catastrophic consequences; therefore, it is
necessary that they operate at very high reliability levels (Haigh, 2003). In such complex
systems and operational situations, qualitative and global assessments alone are unable to
cope with the technical and operational specifics; this has created a need not only for
quantified risk assessments, but also for systematic and transparent risk management

approaches.

Pressure from the public and the scientific community has raised the maritime industry’s
awareness of needing risk-based methodology. FSA is the term most often used to
distinguish new methods from earlier risk management approaches. Although other
industries use different terms, such as QRA, Safety Case, and FSA, the main features of
any risk-based methodology are the same. Beyond their names, risk assessment
procedures consist of similar phases that identify, evaluate, and mitigate the impact of
risk factors affecting an industry and addressing those three phases in different risk-based

Processcs.

Risk management has an important role in many risk-based decisions, as seen through
on-going developments in modern risk-management approaches, particularly for
decisions involving uncertainty and deviation from standard practice, for which
regulations including the maritime sector are less appropriate (HSE, 2002). In fact,
institutional diversity can offer considerable advantages when addressing complex,
uncertain, and ambiguous risk problems, because risk problems with different scopes can
be managed at different levels. Furthermore, an inherent degree of overlap and
redundancy makes non-hierarchical adaptive and integrative risk governance systems
more resilient and therefore less vulnerable; in addition, the larger number of actors

facilitates experimentation and learning (Renn et al., 2011).
2.5.2.1. HAZard IDentification (HAZID)

The first and most important phase in any risk assessment process is HAZID (Sutton,
2015; UNCTAD, 2006; IMO, 2002; HSE, 2000; Jensen, 2002). HAZID should be carried
out to ensure that all situations with the potential to cause harm to people and/or damage
to a system’s environment or property have been identified, and the risk factors as a result

of these causes are defined (Bai & Jin, 2016). In engineering and industrial sectors,
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HAZID is a general term used to describe a practice whose goal is to identify all
significant activities that have the potential to result in significant consequences (Pillay
& Wang, 2003; Wang & Trbojevic, 2007). The HAZID process can differ depending on
evaluated facility/system characteristics (such as an operation’s complexity, activity

magnitude, work force, and equipment) and accessible resources.

A variety of techniques are used to perform HAZID, including qualitative and quantitative
approaches, which in turn include literature review and research, physical inspection,
flow charts, check lists, specialist brainstorming, What-If Analysis/Structured What-If
Technique (SWIFT), safety audits, organisational charts, HAZOP, Task Analysis (TA)
and FMEA (HSE, 2000; ABS 2003; Dickson, 2003). These are popular techniques for
identifying conceivable and relevant hazards, although some are complex to perform to
the appropriate standard, and have been used for a long time; these include HAZOP, FTA,
safety audits, FMEA, and TA (HSE, 2000). Many reviews contain information on more
than one technique, and where possible, have not been used as a basis to describe the

technique.

The literature reviews as one of the HAZID can provide a high quality analysis where the
hazard based data has been searched and justified for related topic which can be used in
conjunction with the other qualitative and quantitative methods (ABS, 2003; Saunders et
al., 2007). In addition, HAZID is more efficient and less costly than other techniques.
HAZID brainstorming sessions are generally used to analyse technical systems and
thereby generate main qualitative results. These sessions are conducted by a team of
specialists to determine potential consequences of a deviation. Teams should represent a
cross section of disciplines and functions—including operations, engineering,
maintenance, management, and process design—to ensure that all hazard scenarios are
detected and discussed (Sutton, 2015; Bai & Jin, 2016). Hazards usually have multiple
causes, and the collaboration among team members helps uncover the hazards that may
be caused by miscommunication or misunderstandings between departments (Sutton,
2015). For instance, QC breakdowns may be caused by management miscommunication,
operating errors, or equipment malfunction. Redundancy can also be important; as
common failure modes, can affect several parts of a system at once. These sessions should

therefore list and acknowledge as many hazard causes as possible.
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2.5.2.2. Risk evaluation

Risk evaluation develops a total risk estimation by consolidating all information for
specific hazards, including events/scenarios, frequencies/likelihoods, and consequences.
Risk estimation uses gathered information to identify affected parts of a high-risk system
and the main risk contributors (Bai & Jin, 2016). The key element related to risk
evaluation is predefined acceptable risk levels. After obtaining total estimation, risk can
be evaluated according to risk levels. The results of any risk evaluation are conditional
based on evaluation background knowledge, including phenomenological understanding,

models, data, and expert statements (Berner & Flage, 2016).

Many techniques can be used in the risk evaluation process, including qualitative, semi-
quantitative, and quantitative methods (HSE, 2000; Krishna et al., 2003). In general,
qualitative techniques are easiest to apply because they require the least resource demands
and additional required skill sets, but they also provide the least amount of insight.
Conversely, quantitative techniques are the most demanding techniques in terms of
resources and skill sets, but they often deliver the most detailed understanding and
provide the best basis if significant expenditure is involved. Semi-quantitative approaches
lie between these extremes (HSE, 2000). However, due the potential sources’ highly
subjective nature, lack of information, or simplistic assumptions, it is usually difficult to
accurately determine risk attributes (i.e., frequencies/likelihoods and impact). The most
practical and common way to express these attributes is through qualitative verbal
expressions (i.e., linguistic terms), especially using expert judgments; this makes it easier
for experts to provide input (Borek et al., 2014). Often, this method is a combination of
empirical data, technical/engineering knowledge of the system, comparison with similar
phenomena, and other expert sources (Luko, 2014). For instance, to evaluate
frequency/likelihood, the method may use such linguistic terms as low, medium, and high.
The same linguistic terms and variables may be used with consequence evaluation,

including slight, minor, moderate, critical, and catastrophic.

A variety of risk evaluation techniques have been introduced by the Academic Bodies
and used by the industries, including ALARP, FMEA, Failure Mode Effects and
Criticality Analysis (FMECA), BN, ER, FTA, ETA, Preliminary Hazard Analysis (PHA),
Cause-Consequence Analysis (CCA), and Human Reliability Analysis (HRA), all of
which use either qualitative or quantitative techniques (HSE, 2000; Dickson, 2003; Luko,
2014; Borek et al., 2014; Alyami et al., 2014, 2016; Sutton, 2015; Bai & Jin, 2016). These
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techniques have been developed in different industrial settings, usually in response to
practical system problems. The project manager or safety officer needs to choose the right
approach for the system, which can be difficult given the different risk evaluation
techniques and many different specific methods involved. While there is no single correct
approach for a specific activity or system features, some approaches are more suitable

than others, and a decision framework is helpful in the selection process.
2.5.2.3. Risk mitigation

Once the risks have been evaluated, the next phase is to identify the options available for
controlling them. These can range from doing nothing to introducing risk control options
in order to eliminate the cause of the risk altogether or reduce the cause to secure certain
benefits to a system’s people, environment, and property, with the confidence that the risk

is under control and worth taking. There are two methods for controlling risk:

e Reactive approach to reduce the severity of failure

e Proactive approach to reduce the frequency of an initiating event

A reactive approach, or a mitigating option approach, refers to risk mitigation actions
initiated after risk events occur, and can be seen as a contingency plan initiation. A pro-
active approach, or preventive approach, refers to actions initiated based on the probabil-
ity of a risk event occurring, such as marine insurance domains that use risk mitigation
option strategies (Kartam & Kartam, 2001; Bai & Jin, 2016). Risk management can apply
a combination of these two approaches to reduce the likelihood and consequences of risk;
this can be extended further to risk avoidance, transfer, or retention (RMS, 2005). The
basic goal is risk reduction, and the key test is one of reasonable practicability; that is, the
cost of further risk reduction is grossly disproportionate to benefits gained which involves

cost benefit analysis.

Risk events jeopardise and disrupt system objectives/operations when harmful effects are
realised due to unexpected circumstances. Systematic and detailed risk management at-
tempts to cover all aspects of system activities so that all controllable events have a risk
control plan (Ahmed et al., 2007). Strategies for risk control include applying engineering
practice and implementing regulatory procedures. Reanalysing the risk and comparing
these results to the can be determined the effectiveness of risk control actions; if they

were ineffective, utilised strategies must be changed (Bai & Jin, 2016). Available courses
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of action are varied, and they are chosen depending on the need for a reactive or proactive
approach during the risk mitigation phase. For instance, Functional Safety and the IEC
61508 series, Safety Integrity Level, Protection layers include Basic Process Control Sys-
tem, Critical Alarms and Human Intervention, and Safety Instrumented Functions. Phys-
ical protection and emergency response were used for risk control measure in the process
industry and all mitigate the frequency of occurrence or mitigate the severity consequence
(Lassen, 2008). In addition, all statutory regulations introduced by international bodies
including classification society rules and IMO Conventions and Codes are typical exam-

ples of strategies used for risk control.

In this phase, the risk management objective is to avoid accidents, and can be measured
by evaluating the avoidance of harm to people and damages to property, environment,
and other costs. To achieve a balance, risk control action benefits must be compared to
implementation cost using a cost benefit analysis (Bai & Jin, 2016). Risk control meas-
ure’s costs are estimated by taking into account both enforcement cost, such as personnel
work force which includes inspection, auditing and installation and regulatory capital and
compliance costs (EUC, 2013). Similar to how cost estimation process estimates benefits,
each option’s net worth value can be calculated by deducting cost benefits. Sensitivity
analysis estimates the level of confidence attached to calculated net worth value of each
option; then, risk control options are ranked based on cost effectiveness (HSE, 2001; Ah-
med et al., 2007). Risk control options are selected based on cost effectiveness and by
using ALARP to judge the level of acceptable risk; regardless of costs, intolerable risk
must be controlled. Several methods analyse benefit analysis, usually referred to as
MCDM techniques. Among these techniques, and widely used in academic research, are
TOPSIS (Kahraman et al., 2007), AHP (Golec & Taskin, 2007), Analytic Network Pro-
cess (ANP) (Yuksel & Dagdeviren, 2007), ELECTRE (Wang & Triantaphyllou, 2005),
PROMETHEE (Dagdeviren, 2008), and Axiomatic Design (AD) (Kulak & Kahraman,
2005). There is no single correct technique, but some are more suitable than others

(Mergias et al., 2007).
2.5.3. Container terminal port safety-related legislation

Seaports and maritime terminal infrastructures face risk challenges from various
perspectives, including economic, operational, technical, and environmental perspectives.
As discussed in Section 2.5.1, the scholarly community has intensively researched

logistics and operational optimisation in order to improve terminal productivity; along
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with this, some leading International Bodies are involved in the maritime shipping sector.
However, the paradigm has been steadily shifted. The latter (i.e. leading International
Bodies) took initiative to direct this shift. For instance, between 1971 and 2007, the
perspective at UNCTAD changed from focusing on the development of ports and
terminals, management efficiency improvements, commercial challenges, and
organisational issues to initiating descriptions and developing a systemic strategy for

safety and security risk assessment and management framework.

Another example is the United States Government Accountability Office (USGAO),
which recently focused on ports’ risk management strategy, identifying hazards,
prioritising protective measures at marine ports, and other critical infrastructures that need
to be refined and assessed (USGAO, 2005; 2007). In addition, in 2009, the UK’s
Department of Transport (DFT) required all marine ports to perform risk assessment of

marine operations to implement a safety management system.

The IMO, a specialised agency of the United Nations, has set a global standard for safety,
security, and environmental performance of international shipping, aiming to create a fair
and effective regulatory framework for the shipping industry. Other International Bodies
that have close relationships to the shipping industry represent different maritime interests
concerning regulatory, operational, and legal issues. These bodies work to ensure safety
either through their own firm or through a joint effort with other International Bodies
whose main purposes are also to avoid and prevent potentials for different hazards or risk

factors and/or to take preventive and corrective actions.

Recently, the International Chamber of Shipping (ICS) and the World Shipping Council
(WSC) have developed guidelines on Industry Best Practices, including Safe Transport
of Containers by Sea. In 2010, they issued a joint statement calling on the IMO Maritime
Safety Committee (MSC) to establish an international legal requirement that all loaded
containers should be weighed at the terminal port facility before being stowed aboard a
vessel for export (ICS, 2011). Miss-declared container weights have contributed to severe
consequences related to container loss at sea and other terminal operational safety
problems. On November 21, 2014, the MSC 94 officially adopted the new SOLAS
requirement for vessel loading that container weights be verified before the shipper
boards them on ships. The SOLAS container weight verification requirement became

legally binding on July 1, 2016 (IMO, 2014).
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In 2008, the ICS and the WSC published Transport of Containers by Sea, an industry
guide for shippers and container stuffers when loading containers, as proper handling is

very important to the safety and stability of the containers, ships, trucks, and trains (ICS,

2008).

The Marine Safety Agency (MSA) emphasised the necessity of safe operational practice
and qualified duty holders by proposing FSA to the IMO for the purposes of improving
safety of and pollution prevention within ports to reduce and mitigate the negative impacts
caused by possible risk factors and to ensure strategic safety oversight (Trbojevic & Carr,
2000). However, there is no evidence of international safety standards addressing safety

performance in container terminals operation.

The IMO and the United Nations Economic Commission for Europe (UNECE) have
updated the Code of Practice for Packing of Cargo Transport Units (CTU), which outlines
specific procedures and techniques for safety improvement, including equal weight
distribution within containers and proper positioning, blocking, and bracing according to
cargo type. The code was published in 1997 and needed revisions. Following
recommendations from an IMO-organised 2011 Global Dialogue Forum, IMO, ILO,
UNECE, and ILO developed a joint code for packing intermodal CTU, which received
final approval in November 2014 (IMO, 1997).

In May 2012, the Port Equipment Manufacturers Association (PEMA) published new
industry recommendations on equipment protection and human safety in container yards,
addressing minimum safety specifications for quay container cranes. PEMA’s
compilation of its initial publications regarding safety standards for QCs was published
in June 2011 as a joint initiative with the Through Transport Mutual Insurance
Association Limited (TT Club) and the International Cargo Handling Co-ordination
Association (ICHCA). It was prompted by results of a TT Club global analysis showing
that 34% of asset-related insurance claims were directly related to QCs (Stiehler, 2012).

Several individual contributions worked toward safety practice in container terminals in
respect of offshore terminals’ operations. For instance, the Health and Safety Executive
(HSE) focused on health, safety, and environmental issues for offshore terminal

operations, particularly after the 1988 Piper Alpha disaster (Mokhtari et al., 2011).

In October 2010, the HSE cooperated with the UK ports industry to publish the Guidance

on Container Handling (GCH) to help container terminal industry workers under the
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health and safety legislation to identify relevant risk sources in various terminal
operations. However, the impact of containerisation appears to have advantages regarding
the expense of safe terminal operations. The application of safe operational practice and
qualified duty holders is essential, but these requirements are not widely recognised by
many in the container terminal industry, and it is a matter of individual choice (Soares &
Teixeira, 2001). In addition, the UK Department of Transport required all marine ports to
perform risk assessment of their marine operations in order to implement the Port Marine

Safety Code (DFT, 2009).

In terminal sectors, risk-based process activities and operation safety are discussed mainly
under integrity management, safety, reliability management, or engineering (Sutton,
2014). Most aforementioned international and/or local bodies are trying to manage
existing hazards by using guidelines and/or codes of conduct-related terms and applying
risk mitigation methods to justify that they were involved in a risk management-related
processes. None are using a generic risk management framework or methodology to

address container terminal operation safety.
2.6. Conclusion

This chapter reviewed the maritime container terminals market to exhibit the expansive
impact of containerisation on container terminal operation. Container terminal
operational processes, including container ships, terminal facilities, and equipment
interfacing handling were described, followed by a careful analysis of the widely applied
risk management-based methodologies. The impetus for this study lies in the
comprehensive literature review related to container terminal safety and the critical
analysis of risk management processes in maritime ports. Furthermore, the literature
review concerning the methods and modelling techniques for FL, BN, ER and ANN are

carried out in related technical chapters.

Publications focusing on the maritime container terminal sector are very comprehensive
and consistent in how they employ managerial strategic efficiency and logistics
optimisation concepts, but they fail to address tactical safety aspects related to operational
issues—a research gap that must be addressed. The increasing number of publications in
the last decade indicates the importance of operation research methods in the field of
optimising container terminal operations. However, most publications deal with logistical

issues that arise from decision-making problems at manned container terminals and
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automated container terminals. The lack of research on safety compared to optimisation
makes it imperative to examine safety issues in order to protect lives and resources, as
well as increase efficiency on the operational and managerial levels, which will reflect

negatively or positively on revenue.
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Chapter 3 — Modelling Container Terminal Risk Evaluation (CTRE)

Summary

Risk analysis plays an increasingly important role in ensuring port operation reliability,
maritime transportation safety, and supply chain distribution resilience. However, the
task is not straightforward given that port safety is affected by multiple factors related to
its design, installation, operation, and maintenance and that traditional risk assessment
methods such as quantitative risk analysis cannot sufficiently address uncertainty in
failure data. Further, a careful literature search has also disclosed that safety is not often
primary within port research, being overwhelmed by other aspects involving efficiency
evaluation, port competition, geographical analysis, policy, and governance.
Furthermore, among the studies addressing port safety, many have focused on policy
issues based on descriptive or qualitative approaches which, together with the above
challenges, critically point out the need for developing a robust and efficient quantitative
risk analysis approach to prioritise hazards. This chapter adapts a novel FMEA approach
incorporating Fuzzy Rule Base Bayesian Network (FRBN) to evaluate risk criticality of
the HEs in a container terminal. Compared to conventional FMEA, the new approach
integrates FRB and BN in a complementary way, in which the former provides a realistic
and flexible way to describe input failure information while the latter allows easy update
of Risk Estimation (RE) results and facilitates real time safety evaluation and dynamic
risk-based decision support in container terminals. The proposed approach can also be
tailored for wider applications in other engineering and management systems, especially
when instant risk ranking is required by the stakeholders to measure, predict, and

improve their system safety and reliability performance.
3.1. Introduction

Traditional QRA methods such as FMEA can be used to identify high-risk hazards in
situations in which objective failure data is available. However, a careful literature search
reveals that a high level of data uncertainty and incapability of FMEA to address such
uncertainty exists in port risk analysis. Novel risk approaches are needed. To overcome
such intrinsic drawbacks, many new methods based on uncertainty treatment theories
such as FL, Dempster-Shafer (D-S) theory, grey theory, Monte Carlo simulation, BN,
Markov models, and AANs have been proposed in the literature to enhance the
performance of FMEA, especially when criticality analysis is concerned (Yang et al.,

2008). However, such new methods contribute to the development of more precise failure
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criticality analysis and also render themselves vulnerable by losing visibility and easiness,

which are advances of the conventional FMEA method.

Yang et al., (2008) proposed a new hybrid methodology to explain in a complementary
way the role of Bayesian marginalisation (BN) in FRB risk inference, in which the BN
rule is used to aggregate all relevant IF-THEN rules with belief structures and produce
failure priority values expressed by posterior probabilities of linguistic risk expressions,
while FRB is used as an effective tool to elicit expert judgments for rationalising the
configuration of subjective probabilities. Although attractive, such a method still reveals
a significant application problem, which is the associated with determining how to
incorporate the importance of risk parameters into the establishment of FRB with belief

degrees.

This chapter aims to develop a novel FMEA approach FRBN by incorporating FRB and
BN to rationalise the Degrees of Belief (DoB) distribution in order to evaluate risk
criticality of the HEs in a container terminal. To achieve the aim, this chapter is organised
as follows. An analytical overview of ports and container terminals risk analysis and
FuRBaR proposed by Yang et al., (2008) in FMEA particular concerning its application
in port risk analysis is carried out in Section 3.2. Section 3.3 describes the novel FMEA
framework capable of incorporating different weights of risk parameters into FRB. A
particular test case regarding container terminal safety evaluation is investigated to
demonstrate the feasibility of the new methodology in Section 3.4. Section 3.5 develops
a discussion based on the results obtained. Section 3.6 concludes the chapter.
Consequently, this study will make a contribution to facilitating the FMEA applications
in risk theoretical research and to enhancing practical safety management for container

terminals.
3.2. Research Background
3.2.1. Fundamental aspects of the notion of risk

Risk as a concept has been researched at all levels from various national and international
industries and governments as discussed in Sections 2.4 and 2.5. Correspondingly,
literature on the subject has expanded, and the words “risk,” “hazard,” and “uncertainty”
are used to refer to many different risks, including safety, business, economic, investment,
social, political, and military. It is important to draw distinctions between these words to

establish a uniform and consistent usage.
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3.2.1.1. The distinction between risk and hazard

Scientific literature includes few empirical studies that distinguish between hazard and
risk (Wiedemann et al., 2010). Moreover, language dealing with risk assessment is mainly
grounded in English, where there is a clear linguistic distinction between “risk” and
“hazard.” However, this crucial linguistic distinction is not the same in Arabic, Swedish,
German, or Dutch (Lofstedt, 2011) leading to greater confusion. Arabic and Swedish, for
instance, do not have specific expressions for risk or hazard; instead, the closest word is

“ k3 (i.e., khatar) in Arabic or fara in Swedish”, meaning danger.

The Oxford English Dictionary defines a hazard as “a potential source of danger” and risk
as “the possibility that something unpleasant or unwelcome will happen.” In terms of
work activities for regulatory control of risk from occupational hazards, HSE (2001)
defines hazard as “something (i.e., an object, a property of a substance, a phenomenon,
or an activity) that can cause adverse effects.” Risk is “the likelihood that a hazard will
actually cause its adverse effects, together with a measure of the effect.” This is a two-
part concept, and both parts should be considered to make sense of the term. Likelihoods
can be expressed as probabilities (one in one hundred), frequencies (10 cases per year),
or qualitative terms (negligible, significant). In terms of maritime safety, IMO (2002)
defines hazard as “a potential to threaten human life, health, property or the environment,”

and risk as “The combination of the frequency and the severity of the consequence.”

In the light of these definitions, information about a hazard is different from that of a risk,
even if this difference is not always made clear. Hazard as the potential for harm arising
from an intrinsic property or disposition of something to cause detriment, and risk as the
chance that someone or something that is valued will be adversely affected by the hazard.
Hazard, therefore, exists as a source. Risk includes the likelihood of conversion of that
source into delivery of loss, injury, or some form of damage. This is the sense in which

these words should be used.
3.2.1.2.  The distinction between risk and uncertainty

The understanding and definitions of uncertainty vary substantially between different
academic disciplines involved in risk assessment. The term “uncertainty” is used to
describe a wide variety of attributes in an investigation, ranging from quantitative to
qualitative, and even unquantifiable ignorance (Walker et al., 2003). Discussions about

uncertainty and risk are complicated by the varying ways in which these concepts are
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defined and applied, both within and between disciplines (Brown & Damery, 2009).
Numerous classifications of uncertainty have been proposed in recent years, especially in
economics (Alessandri et al., 2004; Alvarez & Barney, 2005; Liesch et al., 2011). These
include many types of classifications for uncertainty, such as imperfect knowledge, error,
indeterminacy, and ignorance (Suter et al., 1987; Smithson, 2012; Regan et al., 2002). As
the major sources of uncertainty vary between cases, it is common for detailed studies to
employ different terminologies (Brown & Damery, 2009). However, there is a similar
pattern in strategic management that treats risk and uncertainty synonymously (Alvarez
& Barney, 2005). Furthermore, a trend in this research is that many container terminal
stakeholders, including managers, safety officers, and workers, struggle to identify and
define whether they are dealing with risk or uncertainty, as seen in questionnaires and
narrative expositions. This section therefore distinguishes risk and uncertainty involved

in risk assessment.

Frank Knight and John Keynes originally distinguished between risk and uncertainty in
the 1920s, and their definition remains fundamental today. Economist Knight drew the
first conceptual distinction between decisions under risk and uncertainty. Risk refers to
situations in which the decision-maker knows with certainty the mathematical
probabilities of possible outcomes of choice alternatives; uncertainty refers to situations
in which the likelihood of different outcomes cannot be expressed with any mathematical
precision (Weber & Johnson 2008). However, the notion of risk involves both uncertainty
and some kind of potential loss or damage (Kaplan & Garrick, 1981). Risk and
uncertainty have different implications on decision-making, although the concept of
uncertainty is not always consistently applied. For instance, uncertainty may refer to
situations with either unknowable futures or futures that are knowable but not measurable.
Risk refers to decisions in which the consequences of a given outcome are subject to

known probability distributions (Knight, 2012).

Based on the above analysis, the first distinction between risk and uncertainty depends
on the probability of occurrence. Risk involves a situation with known possible outcomes
for which a numerical probability distribution can be defined, whether objective or
subjective. An uncertain situation occurs when either the set of outcomes is unknown or
the probability distribution cannot be calculated. Uncertainty exists due to the limitedness
or even absence of adequate knowledge (data and information from qualitative or
quantitative approaches), which makes it difficult to precisely assess the probability and

possible outcomes of harmful effects (Renn et al., 2011; Aven & Renn, 2009; Filar &
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Haurie, 2010). In the context of risk assessment, it is essential to acknowledge that human
knowledge is always incomplete and selective, and thus contingent upon uncertain

assumptions, assertions, and predictions (Functowicz & Ravetz, 1992; Renn, 2009).

The other distinction between risk and uncertainty lies in the definition of uncertainty,
which is a lack of precise knowledge or confidence of the truth, whether qualitative or
quantitative (NRC, 1994; Brown, 2004). Risk refers to a lack of confidence, in which the
precise outcome is unknown but one or more possible outcomes of action may cause harm.
Uncertainty here is a lack of confidence about human knowledge. Human confidence may
vary from being certain that something is correct, incorrect (i.e., in error), or irrelevant;
this extends the concept of uncertainty to decision making where the potential for loss is
known (e.g., in terms of time, money, property, handling machinery, or human life), but
the precise nature of the loss, including the probability of occurrence, is unclear (Brown

& Damery, 2009).

Risk and uncertainty both affect the nature and content of decisions or actions, based on
the fact that the future can never be accurately predicted; therefore, using expectations
and assumptions about the future has varying degrees of confidence and uncertainty when
planning safety measures and assessing hazard events, exposure, and consequent risks to
human health (Liesch et al., 2011); (Ramsey, 2009). Classifying risk in relation to
complexity, uncertainty, and ambiguity is not a trivial task. Some risks might look simple
early in an analysis, then turn out to be more sophisticated, uncertain, or ambiguous than
originally assumed; therefore, a group of interdisciplinary experts, stakeholders, and risk
managers should make judgments at the beginning of the assessment process and reassess
them later, particularly during the evaluation phase (Dreyer et al., 2009; Renn et al., 2011).
Other scholars, including Hertz & Thomas (1983), expand this distinction to include
strategic and tactical risk. Strategic decision-making situations involve strategic
uncertainty or uncertainty about the structure and outcome of the problem, and strategic
risk is therefore particularly pertinent to the public decision-making process. Another
dimension to distinguishing between risk and uncertainty is that the uncertainty does not
imply risk if there are no direct consequences to the individual or decision-maker.
Uncertainty is therefore a necessary condition for risk, but it is not sufficient, and reducing

uncertainty in a system does not necessarily reduce risk (Gough, 1988).

57



3.2.2. A brief review of fuzzy FMEA

FMEA is one of the most widely applied hazard identification and risk analysis methods
due to its visibility and simplicity (Braglia et al., 2003). The traditional FMEA method
has three fundamental attributes, namely failure occurrence likelihood (L), consequence
severity (C), and probability of failures being undetected (P). These three attributes are
used to assess the safety level of failure modes and to calculate their Risk Priority

Numbers (RPN) (Wang et al., 1996).

The classical RPN approach suffered from some critical drawbacks (Yang et al., 2008).
The method has therefore incorporated advanced uncertainty modelling techniques such
as fuzzy sets, grey theory, ER, and BNs to facilitate its practical applications in maritime
and offshore engineering safety (Sii et al., 2001), system reliability and failure mode
analysis (Braglia et al., 2003) and engineering system safety (Liu et al., 2005), and
maritime and port security (Yang et al., 2009).

Among the quantitative development of FMEA (through incorporating advanced
uncertainty modelling techniques), a hybrid Fuzzy Rule-based Bayesian Reasoning
(FuRBaR) methodology was proposed by Yang et al., (2008) to delineate the role of
Bayesian Reasoning in FRB risk inference in a complementary way and to achieve
sensitive failure priority values without compromising the simplification of the
traditional RPN approach. All steps required for developing criticality analysis using the
FuRBaR approach are outlined in Yang et al., (2008):

1. Establishment of FRB with belief structures in FMEA;

2. Failure estimation and transformation;

3. Rule aggregation using a Bayesian reasoning mechanism;
4. Development of utility functions for failure ranking; and
5

. Validation using benchmarking and sensitivity analysis.

Compared to the RPN approach, FuRBaR used domain expert knowledge to develop FRB
with a structure of DoB and to establish the connections between the three risk parameters

L, C and P. For example,

IF L is very low, C is negligible and P is highly unlikely
THEN the safety level is good with a 100% DoB.
IF L is very low, C is negligible and P is unlikely
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THEN the safety level is good with 91% DoB and average with a 9% DoB.

The approach uses the Bayesian marginalisation rule to accommodate all relevant IF-
THEN rules with belief structures and calculates failure priority values in posterior
probabilities. An FRB is employed as an effective way to elicit expert judgments for
rationalising the configuration of subjective probabilities. Although showing much
potential, the approach still has a significant applicable problem. This problem is
associated with the establishment of an FRB with a rational structure of DoB; the problem
needs to be appropriately addressed in order to stimulate the implementation of FuRBaR

in real safety critical systems.

This work aims to develop an advanced safety analysis FRBN approach to evaluate the
criticality of the HEs in a container terminal. The new method rationalises the DoB
distribution and develops a new risk-based decision support tool for effective seaport risk

evaluation.

An FRB with belief structures is more informative and realistic than the traditional /F-
THEN rule because of its high effectiveness in functional mapping between antecedents
and the conclusion, particularly in view of vague knowledge representation (Yang et al.,

2008).

The BN mechanism is a simple mathematical formula for calculating conditional and
marginal probabilities of a random event. Conditional probability is the probability of an
event given the occurrence of an influencing event whereas marginal probability is the
unconditional probability of an event. BN is used as a tool to perform FRB risk inference
to model uncertainty in a domain or system. It also deals with subjective probability that
may represent the degree of belief from an expert and applies it in a precise and relevant

manner (Jones et al., 2010).
3.3. Methodology for modelling CTSE

Due to the lack of objective failure data, a subjective knowledge-based fuzzy IF-THEN
rule-based approach is proposed to model CTRE in this section. A rule-based method
consists of IF-THEN rules and an interpreter controlling the application of the rules,
which in FMEA risk analysis is described as the relationship between risk parameters in
the IF portion and risk levels in the THEN portion. These IF-THEN rule statements are

used to formulate the conditional statements that comprise the complete knowledge base.
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The steps for developing novel FMEA analysis for modelling CTRE based on the
proposed FRBN approach are outlined as follows:

1. Establish a FRB with belief structure in FMEA for CTRE.

2. Identify HEs (i.e., failure modes) in container terminals.

3. Prioritise the HEs using the new approach with rational distribution of DoBs in
FRB.

4. Validation by using sensitivity analysis techniques.
3.3.1. Establishment of an FRB with belief structure in FMEA of CTRE

In traditional FMEA, three risk parameters, L, C, and D, are used to evaluate the safety
level of each failure mode. However, when conducting CTRE, the impact (I) of a failure
to the resilience of port operational systems is crucial and is being taken into account in
this study. Consequently, the four risk parameters (L, C, D, and I) are constructed to form
the IF portion while the Risk Evaluation (RE) of failures is presented in the THEN portion
in an FRB. To facilitate subjective data collection, a set of linguistic grades of High,
Medium, and Low is employed to describe L, C, D, I, and RE (Tah & Carr, 2000; Wang
etal., 2008). The degrees of the parameters estimated for each HE is based on knowledge
accumulated from past events, and their definitions are presented in Table 3.1, taking into

account domain experts’ judgements.

Table 3.1: The linguistic grades for each HE

Parameter Linguistic Grades Definition
HE occurrence High (H) Occurs more than once per month
probability Medium (M) Occurs once per quarter
(L) Low (L) Occurs less than once per year

Death or permanent total disability;
High (H) loss/damage of major facilities; severe
environmental damage

HE . o . . . o
Minor injury; minor incapability of
consequences/ systems, equipment or facilities that
severity Medium (M) Y , equip

disrupts operations over 3 hours; minor
damage to the environment.
©) =

Minor medical treatment; slight
equipment or system damage but fully

Low (L) functional and serviceable; little or no
environment damage.
Probability of HE Impossible or difficult to be detected
being undetected High (H) through intensive or regular checks or

maintenance
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P) Medium (M) Possible to be. detected through intensive
checks or maintenance
Low (L) Possible to be. detected through regular
checks or maintenance
HE impacts on Loss of ability to accomplish the
the resilience of High (H) operations or operation failure in
port operational the port
systems . Degraded operations capability or
Medium (M) readiness of the port
@ Little or no adverse impact on operations
Low (L) capability of the port

A belief structure is introduced to model the incompleteness in the THEN portion. It has

been formed as follows (Yang et al., 2008).

Ry: IF A¥ and A and A% and -+ and AX,, THEN R* 3.1
where, the k™ rule is defined as a multiple-inputs and single-output rule and
m' represents the number of the antecedent parameters.

It is noted that the subjective judgements from multiple experts identify all the parameters

and the DoB of the rules at the knowledge acquisition phrase. For example,

Rule 1: If L is Low, Cis Low, P is Low and I is Low,

Then R is Low with a 100% DoB, Medium with a 0% DoB and High with a 0% DoB.
Rule 2: If L is Low, Cis Low, P is Low and I is Medium,

Then R is Low with a 75% DoB, Medium with a 25% DoB and High with a 0% DoB.
Rule 3: If L is Low, Cis Low, P is Low and I is High,

Then R is Low with a 75% DoB, Medium with a 0% DoB and High with a 25% DoB.

Such rules suggest that a proportion method is used to rationalise the DoB distribution.
Specifically, the DoB belonging to a particular grade in the THEN portion is calculated
by dividing the number of the risk parameters, which receive the same grade in the IF

portion, by four.

For example, in Rule 1, the number of the risk parameters receiving the Low grade in the
IF portion is four. The DoB belonging to Low in the THEN portion is therefore computed
as 100% (4/4 = 100%). In Rule 2, the numbers of the risk parameters receiving the Low

and Medium grades in the IF portion are three and one, respectively. The DoBs belonging
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to Low and Medium in the THEN portion are therefore 75% (3/4 = 75%) and 25% (1/4

=25%). It can be formed as follows.

where, h'" represents the linguistic terms number (h = 1, ...,3),

DOBh =

Z;:l DOBhX

r

r represents the total number of the inputs attributes, and

x represents individual inputs attribute.

3.2

It can be further expressed for the benefit of this model application as follows.

DOBh =

Y1DoBp, + DoBj, + DoBp; + DoBp,

4

3.3

Similarly, the FRB used in CTRE containing 81 rules (3x3x3x3) with a rational DoB

distribution can be obtained and partially shown in Table 3.2, and fully presented in

Appendix [-1.
Table 3.2: The established FRB with a belief structure for CTRE
Rules Four risk parameters in the IF part DoB in the THEN part
Low | Mediu | High
No @0 © (P) @ ®RD | m®2) | ®3)
1. Low (L1) Low (C1) Low (P1) Low (I1) 1 0 0
2. Low (L1) Low (C1) Low (P1) Medium (12) 0.75 0.25 0
3. Low (L1) Low (C1) Low (P1) High (13) 0.75 0 0.25
4, Low (L1) Medium (C2) | Low (P1) Low (I1) 0.75 0.25 0
5. Low (L1) Medium (C2) | Low (P1) Medium (12) 0.50 0.50 0
77. High (L3) Medium (C2) | High (P3) | Medium (12) 0 0.50 0.50
78. High (L3) Medium (C2) | High (P3) High (I3) 0 0.25 0.75
79. High (L3) High (C3) High (P3) Low (I1) 0.25 0 0.75
80. High (L3) High (C3) High (P3) | Medium (I2) 0 0.25 0.75
81. High (L3) High (C3) High (P3) High (13) 0 0 1
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3.3.2. Identification of the HEs in container terminals

Container terminals are often described as open systems of container flows within a
quayside for cargo loading and/or unloading and a landside where containers are moved
from or to trucks and/or trains. A stacking area for storing containers normally between
the quayside and landside is equipped with various facilities for the decoupling of the
quayside and landside operations. The hazardous events investigated in this study are
those that occurred in the terminal areas defined above. The risks associated with the
external interfaces of the terminals such as berth and port waters are not taken into

account as depicted in Figure 3.1.
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Figure 3.1: Scope of container terminal operations

In terms of container terminal operations conducted by a large number of workers and
equipment in a variety of activities at different sites, safety issues are of significant
importance. Regarding container terminal operational safety, the performance of
different container terminals can be determined by different elements that are
continuously taking into account a range of internal and external factors influencing the

productivity of the system (Legato & Monaco, 2004).

The HEs associated with container terminal operations including cargo handling
equipment and transport facilities were identified through a careful literature review
which allowed for identification of the sources of significant hazards in container

terminals and provides a good view on possible solutions to some hazards.

Therefore, the investigated HEs were taken into account from a literature review of the
major HEs associated with container terminal operations in terms of consequences or

severity, while others HEs were taken into account from several domain experts involved.
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For example, one of the most significant HEs in terms of severity is moving the crane
without raising the boom of the gantry crane, which can result in damage to the

accommodation superstructure (Shang & Tseng, 2010).

Christou (1999) analysed many accidents related to fire, explosions and release of toxic
materials, indicating that risk factors connected with the handling and storage of
dangerous goods in port areas mainly originates from the complicated nature of the
activities taking place. Darbra and Casal (2004) observed an increasing trend in the
occurrence of fires, explosions, and gas cloud accident frequency during the period 1941—
2002, which included 471 accidents in seaports. They concluded that the trend could be
attributed to the increase in port activity and the growth of hazardous substances moving

through seaports.

The HSE in 2010 identified more than fifty risk factors to help workers of the container
terminal industry in various duties in GCH. According to the Pacific Maritime
Association, from 2008 to 2009 the total of coast wide container terminal tonnage
declined 16%, yet the injury rate increased 19%. The top eight categories of the accidents
were placed in the container yard area (PMA, 2010).

The next step is the process of determining the investigated HEs is conducted by using a
“What-If Analysis” technique in a brainstorming meeting with several domain experts
involved. There are seven steps in performing a “What-If Analysis” technique (Golfarelli

& Rizzi, 2009) as follows:

[. Define the activity or system of interest.
II. Define the problems of interest for the analysis.
III. Subdivide the activity or system for analysis.
IV. Generate what-if questions for each element of the activity or system.
V. Respond to the what-if questions.
VI. Further, subdivide the elements of the activity or system (if necessary).

VII. Use the results in the decision-making process.

The preliminary study of determining the investigated HEs took place in July 2012 in the
UK with seven safety and security officers, port managers and scholars. Further, in
September 2012, another meeting took place in the Kingdom of Saudi Arabia (KSA) with

five safety and security officers and port managers to further study the investigated HEs.
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The experts selected, based on their experience in Table 3.3, have been actively working

in container terminals and/or researching on container terminals for over 20 years.

During the meetings, they identified the major threats and impacts posed by 76 risk

sources and hazard events in container port operations. Consequently, a hierarchy of 24

significant hazards and the origin of their types in terms of container terminal operations

is constructed and presented in the following list. The graphical presentation of the

hierarchal structure is depicted in Figure 3.2.

Table 3.3: Experts’ knowledge and experience

Experts Position Company Working Experience
1
Senior operational A leading port | Involved in port safety and
2 managers in the UK operational services
A professor, Head of ) .
Involved in maritime safety, port
port management . . .
3 . . A university | operational management and
studies and Director of ) ] ]
. in the UK container supply chain
maritime research
L management
institute
A senior lecturer in ) o )
. i ) i Involved in maritime port/ship
4 maritime transportation, | A university .
. ) i i operations and port safety and
marine engineering and in the UK .
. . . security management
qualified chief engineer
5 A senior safety and A leading port | Involved import safety and
security officer in the UK operational services
6
. . A leading port | Involved in container customs
Senior security officers . )
in the UK and border protection
7
. Head of safety department in
8 Head of safety A leading port : .
) several container terminals
department in the KSA .
worldwide
9 A leading port .
Deputy safety manager . Fleet safety and security officer
in the KSA
) . ) Operations manager in UAE and
10 An assistant terminal | A leading port
. employed as vessel planner, and
manager in the UAE

vessel operations manager
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A harbourmaster and ) Safety officer in a number of
11 A leading port

qualified master container terminals worldwide

i in the UAE e .
mariner and some shipping companies
Involved in container terminal
12 A leading port | safety operations and assigned in

A safety officer ) ) .
in the KSA | many leading ports in KSA as a

safety officer

1) Collision between Rail-Mounted Gantry (RMG) crane and Trailer (CRMGT).
2) Collision between Rubber-Tired Gantry (RTG) crane and Trailer (CRTGT).
3) Collision between Straddles Carriers (SC) and Rubber-Tired Gantry crane CRTGSC).
4) Collision between the Quay Crane and the Ship (CQCS).
5) Collision between two Quay Cranes (CQC’s).
6) Crane Breakdown due to human error (CBD).
7) Moving the Crane Without Raising the Boom (Lifting Arm) of the Gantry Crane
(MCWRLAGC).
8) Leakage/ Emission of Dangerous Goods from a Container (LEDGC)
9) Ignition Sources from Equipment near Dangerous Goods premises (ISEDG).
10) Person Falls from height due to being too Near to Unprotected Edges (PFNUE).
11) Person falls from height due to Non-Provision or Maintenance of safe access between
adjacent Cargo Bays (PFNMCB).
12) Person Slips, trips, and falls whilst working on Surfaces that are Not Even (PSNE).
13) Person Slips, trips, and falls whilst working on surfaces with Presence of Leaking
Cargo (PSPLC).
14) Person Slips, trips, and falls whilst Working on surfaces with presence of water or Ice
(PSWI).
15) Person Slips, trips, and falls whilst working on Surfaces with presence of Oils (PSO).
16) Person Struck by Falling Object(s) (PSFO).
17) Person handling Dangerous Goods in containers that have Not been Declared
(PDGCND).
18) Person Struck by Quay Crane (PSTQC).
19) Person Struck by Straddle Carrier (PSTSC).
20) Person Struck by Chassis-Based transporters (PSTCB).
21) Person Struck by Truck (PSTT).
22) Person Crushed against a Fixed object and Ship or terminal structure (PCFS).
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23) Person Crushed against a Fixed object and stacked containers and Suspended contain-

ers (PCFC).

24) Person crushed against a fixed object and closing the twin lift container spreaders

(PCB).

Technical Hazards /

1

( :Terminal Internal Safetyt )

-

|
personal Hazards /
|

1

{

rail-mounted gantry cranes(RMG) and trailers

-
[ rubberired gantrycranes (RTG) and trailers
collisions between mobile equipment/s I straddle carriers (SC) with rubber-tired gantrycranes (RTG)

Transportation circumstances | | quay crane with ship

\_Storage Premises circumstances ,

\ \_auay cane wih anatner

\
' crane break down due to human error

"-\ maving the crane without raising the lifting arm (Boom) of the gantry crane

leakage / emmision of dangerous goods from container

Handling circumstances |

falls from height -

ignition sources from equipment near dangerous goods premises

due to near to unprotected edges

. due tofailuer to provide and maintain safe access between adjecent cargo bays

on surfaces that uneven

i X with presence of leaking cargo
slips,trips and falls whilst working -

\__on surfaces contaminated | with presence of water /ice

\ _ with presence of oils

\_ struck by falling object/s

handling dangerous goods in containers have not been declared

by the quay crane

. ;" by the straddle carriers (3C)
struck by mobile equepment on the quay ,—— ————
e - —__ bythe chassis-based fransporters

\_Transportation circumstances |/ \_bytruck

ship Iterminal structuer

"-.\ crushed aginst a fixed object |  stacked containers and susbended containers

\__closing twinlift container spreaders

Figure 3.2: Hierarchy of 24 significant hazards of container terminal operations

3.3.3. Development of FRBN model

3.3.3.1.

Rule aggregation for prior probability of HEs

Due to the possible uncertainty involved, some HEs inputs may be fed to the FMEA

modelling using the defined linguistic grades with DoBs, such as High with a 50% DoB

and Medium with a 50% DoB. That means that multiple rules will be employed in risk

evaluation of a particular HE, requiring a powerful tool capable of synthesising the

associated DoBs in the THEN portions of the different rules involved. The ability of BN

to capture non-linear causal relationships, and modelling DoBs in the THEN portion of

FRB, has been widely known (Yang et al., 2008). To use BN, the FRB developed in

Section 3.3.1 needs firstly to be represented in the form of conditional probabilities. For

example, Rule 2 in Table 3.2 can be displayed as follows:

Rulex: IF Low (L1), Low (C1), Low (P1) and Medium (1),

THEN {(0.75, Low (R1)), (0.25, Medium (R2)), (0, High (R3))}.
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It can be further expressed in the form of conditional probability as follows:

Given L;, and Cy, P; and I2, the probability of the risk evaluation for each linguistic
term (Rh) where Rh (R1 = Low, R = Medium, R3 = High) is (0.75, 0.25, 0) or

p (Rh|L1, C1, P1, I2) =(0.75, 0.25, 0) 34

where

C‘|9’

symbolises conditional probability.

Port risk analysts can evaluate a HE using their subjective judgments based on real
observations with respect to the four risk parameters and their associated linguistic grades.
Averaging the DoBs assigned by multiple experts to the linguistic grades of each
parameter enables the calculation of the prior probabilities p(L:), p(C)), p(Px) and p(1;) of
the four parent nodes, NL, NC, NP and NI.

3.3.3.2. Bayesian reasoning mechanism

Using a BN technique, the FRB constructed in FMEA of CTRE can be modelled and
converted into a five-node converging connection that includes the four parent nodes Ny,
Nc, Np, and N; (Nodes L, C, D, and /) and the child node Nz (Node R). Having transferred
the rule base into a BN framework, the rule-based risk inference for the failure criticality
analysis will be simplified as the calculation of the marginal probability of the child node

Nr from the four parent nodes, Nz, Nc, Np, and Ni.

To marginalise R, the required conditional probability table of Nz, p (R|L, C, D, I), can be
obtained using Table 3.2. It denotes a 3x3x3x3 table containing values p (Rh|Li, Cj, Dk,
I (h, i, j, k [=1, ..., 3). The marginal probability of Nz can be calculated as

p(RW)=Y ¥ ¥ D p(Rh|Li,Cj, Dk, II) p(Li) p(Cj) p(Dk)p(Il)

=1

=1 j=1
Rh (R1 = Low, R2 = Medium, R3 - High) 3.5
3.3.3.3.  Utility functions for HEs ranking

The overall belief structure provides a panoramic view that shows the ratings and
intervals for each HE assessment with the DoBs assessed. However, in practical reality,
the risk priority of HEs cannot be easily determined by analysing their overall belief

structures. Thus, the overall belief structures need to be converted into expected risk
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scores.The main aim of using a utility function is to prioritise the HEs and Rh (h =1, ...,
3) requires the assignment of appropriate utility values Ugrs. The utility values can be
defined as Urs = 1, Ur2 = 10 and Urs = 100. A new HE priority/Ranking Index (R/) can

be developed as

3
RI=Y p(RR)U,,
h=1 3.6

where the larger the value of R/ is, the higher the RE of potential HE.
3.3.3.4. Prioritisation of the HEs using the new FRBN

Based on the results of the HE priority/Ranking Index (R) it can be easily nominating
the most significant HE that have great impact on the safety of the container terminal
operations. The higher the value of RI for HE the higher the risk on container terminal
safety performance. Therefore, an effective measure should be applied to reduce or

mitigate the risk.
3.3.3.5. Model validation process

A new proposed engineering model requires testing to ensure its reliability and sound
applicability for applications. Testing is important, especially in the involvement of
subjective elements in the generated methodology (Yang et al., 2008). One of the most
popular mechanistic validation methods available for a methodology that has not been
broadly used in practice is sensitivity analysis, which is conducted to test the accuracy of

the belief structures based on subjective judgments.

Testing the sensitivity in the FRBN method provides an analytical value judgment for
the conclusions risk estimate RI or the safety index. Parameter sensitivity is usually
performed as a series of tests in which the modeller sets different parameter values to
measure the changes caused by a change in the risk parameter (Lucia & Mark, 2001).
There are two possible axioms that can be used as a mechanism for validating the
proposed BN model (Yang et al., 2008; Jones et al., 2010), which are listed below. Denote
that the axiom can vary depending on the study of interest and universally accepted as a
principle or rule of statements that are taken to be true within the system of logic defined

and self-evident truth that requires no proof.
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Axiom 1. A slight increase or decrease in the prior subjective probabilities of each input
node should certainly result in the effect of a relative increase or decrease of the posterior

probability values of the output node.

Axiom 2. The total influence magnitudes of the combination of the probability variations
from x attributes (evidence) on the values should be always greater than the one from the

set of x — y (v € x) attributes (sub evidence).
3.4. Red Sea Gateway Terminal Company (RSGT) case study

This section will demonstrate the applicability and the visibility of the FRBN method,
along with the selected RSGT to conduct the CTRE. In order to evaluate the internal
container safety as related to transportation issues, the five-step methodology presented

in Section 3.3 is used.
3.4.1. Establishment of fuzzy rule base with belief structure

The FRB established in Section 3.3.2 is used in this study. The FRB provides a rational
distribution of the DoB as well as transparency and low complexity in the risk parameters.
It has the advantage of increasing flexibility in the definition of the DoB distributions in
individual rules to enable an easy validation by experts and the possibility of inserting
additional rules based on the experts’ experience, especially in areas that have not been

covered by measurements.
3.4.2. Identification of the HEs in RSGT

Five sufficiently experienced safety officers and managers of the RSGT contributed their
ideas and opinions on developing a scientific model and determining the HEs in their
terminal. The experts selected are actively working at RSGT. Their knowledge is

described in the following summaries:

Expert A has been working in container terminal industry for over twenty years. He is
primarily involved in container terminal risk analysis. He became the head of the safety
department in several container terminals worldwide including in the United Kingdom,

Ghana, India, and Saudi Arabia.

Expert B has been working in the container terminal industry for over twenty years. He

started his career as a management trainee at the Islamic Port of Jeddah in 1985. He
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worked in a number of shipping companies as a fleet safety and security officer from
1986 to 2000. Since 2000 he has been working as the deputy safety manager in container

terminal companies.

Expert C has been working in the container terminal industry for over forty years. He was
an Operations Manager at the Dubai World Container Terminal until 1994. Since 1995,
he has been employed by the Gulf Shipping as an assistant terminal manager, a vessel
planner, and a vessel operations manager and in the past three years as the head of the

security department of RSGT.

Expert D has been working in the container terminal industry for over fifteen years. He
worked in a number of container terminals worldwide and some shipping companies from

1990 to 2005. He is a qualified master mariner.

Expert E has been working in the container terminal industry for over fifteen years. He is
primarily involved in container terminal safety operations and has been assigned in many

Saudi Arabian ports as a safety officer.

A questionnaire is designed to identify the HEs. Noted that some of the existing HEs
identified in this study were audited specifically for RSGT characteristics, listed as

follows:

—_—

Collision between Terminal Tractor (TT) and trailer.

Collision between Rubber-Tired Gantry (RTG) crane and trailer.
Collision between TT and RTG.

Collision between quay crane and ship.

Collision between two quay cranes.

Crane break down due to human error.

Moving the crane without raising the Boom of the gantry crane.

Leakage or emission of dangerous goods from a container.

e A R

Ignition sources from equipment near dangerous goods premises.

—_
o

. Person falls from height due to being too near to unprotected edges.

—
—

. Person falls from height due to non-provision or maintenance of safe access be-
tween adjacent cargo bays.

12. Working on surfaces that are not even.

13. Person slips, trips, and falls whilst working on surfaces with presence of leaking

cargo.
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14. Person slips, trips, and falls whilst working on surfaces with presence of water or
ice.

15. Person slips, trips, and falls whilst working on surfaces with presence of oils.

16. Person struck by falling object/s.

17. Person handling dangerous goods in container that has not been declared.

18. Person struck by quay crane.

19. Person struck by Terminal Tractor (TT).

20. Person struck by rubber-tired gantry (RTG) crane.

21. Person struck by truck.

22. Person crushed against a fixed object and ship or terminal structure.

23. Person crushed against a fixed object and stacked containers.

24. Person crushed by closing the twin lift container spreaders.

In the questionnaire, the experts are requested to evaluate each of the 24 significant HEs
identified with respect to the four risk parameters using their associated linguistic grades

and DoBs.
3.4.3. Development of FRBN model
3.43.1. Rule aggregation for HEs prior probability

The feedback received from the five experts is first combined (by conducting an average
calculation) to produce HEs input values in terms of the four risk parameters. The
averaged HEs input is then used in the new FRBN in Section 3.3 based on the new FRB
with rational DoBs in Section 3.3.1 to rank the 24 HEs.

Given the Equation 3.4, the prior probabilities of the four nodes in BN based FMEA can
be obtained. For example, to evaluate HE1, Collision between Terminal Tractor (TT) and
Trailer (CTTT), the HE input values in terms of the four risk parameters are obtained
from the experts then the prior probabilities of the four nodes can be calculated, as shown

in Table 3.4.
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Table 3.4: Prior Probabilities of NL, NC, NP, and NI when evaluating CTTT

Attributes Impact of the
Probability of Probability of Consequences/ HE on the
failure/ failures being resilience of port
Likelihood undetected Severity operational
Experts
systems
HE H ML H | M| L|H|M|L|H]|M]| L
A 100 | O 0 40 40 | 20 80 20 0 30 30 40
Collision B 9 | 5| 5 | 50 | 50| 0 | 70 | 20 | 10 | 40 | 40 | 20
between C 100 0 | 0 | 40 | 40 | 20 | 85 | 10 | 5 | 40 | 40 | 20
Terminal
D 95 5 0 50 40 10 90 10 1] 50 50 0
Tractor (TT) E 80 20 0 | 55 | 25| 20| 95 | 5| 0 |50 |50 0
and trailer .
Prior
93 6 1 47 39 14 84 13 3 42 42 16
Probability

3.4.3.2. Bayesian reasoning mechanism

Once the previously identified probabilities of the four nodes in BN based FMEA are
obtained in Table 3.4, it can be converted to obtain p (RA|Li, Cj, Pk, I]) and the RE of
CTTT can be calculated by the Equation 3.5 as p (Rh) = {(8.5% Low, 25% Medium,
66.5% High)}. The calculation can be computerised using the Hugin software (Anderson

et al., 1990), as shown in Figure 3.3.

Impact_of HE to_the reshence of
8 FE—

Consequences_Frobability

Frobability_of_failure Consequences_severity

Impact_of_HE_to_the_resilience_of_por_operali

Risk_Evaluation_for_interal_Container_Terminal

- Uility_Value "> fori _Value

Risk_Evaluation_for_Internal_Containe| Utiity_value [ prioritization_Value
] 8.50 Low [— iG] [T —
- 25.00 Medi
IS S0 High

Figure 3.3: Risk evaluation of CTTT using Hugin software

3.4.3.3.  Utility functions for HEs ranking

The result can be explained as the RE of CTTT being low with an 8.5% DoB, medium
with a 25% DoB and high with a 66.5% DoB. Next, the Equation 3.6 is used to calculate
the risk ranking index value of CTTT as 69.1 (= 8.5% x 1 +25% x 10 + 66.5% % 100).
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Similarly, the ranking index values of all the 24 HEs can be obtained and presented in

Table 3.5.

Table 3.5: Risk ranking index values of HEs

Risk evaluation Ranking
HE# HEs
Low | Medium | High index
1. Collision between Terminal Tractor 85 25 66.5 69 1
(TT) and trailer.
2. Collision between Rubber-Tired Gantry 17.75 595 57 507
(RTG) crane and trailer.
3. Collision between TT and RTG. 19.56 18.12 62.32 64.3
4. Collision between quay crane and ship. 13.25 13.25 73.5 75
5. Collision between two quay cranes. 18.75 8.5 72.75 73.8
6. Crane breakdown due to human error. 23.5 3.5 71 71.8
7 Moving the crane without raising the 24.75 9.75 65.5 66.7
Boom of the gantry crane.
g Leakage/ emission of dangerous goods 41 11.25 4775 493
from a container.
9. Ignition sources from equipment near 35 275 375 406

dangerous goods premises.

10, Person falls from height due to being 255 2775 51.75 543

too near to unprotected edges.

Person falls from height due to non-
11. provision / maintenance of safe access 19 21 60 62.3

between adjacent cargo bays.

12. Working on surfaces that are not even. 23 18.5 58.5 60.6

Person slips, trips, and falls whilst
13. working on surfaces with presence of 22 11.25 66.75 68.1

leaking cargo.

Person slips, trips, and falls whilst
14. working on surfaces with presence of 25 15.25 39.75 61.5

water / ice.
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Person slips, trips and falls whilst

container spreaders.

15. working on surfaces with presence of 23.25 8.5 68.25 69.3
oils.

16. Person struck by falling object/s. 28.5 22.5 49 SLS

17, Person handling dangerous goods in 435 125 44 457
container that has not been declared.

18. Person struck by quay crane. 44.5 7.75 47.75 49

19. Person struck by Terminal Tractor 4594 16 3875 408
(TT).

20. Person struck by rubber-tired gantry 435 15.75 4075 49
crane (RTG).

21. Person struck by trucks. 38.5 22 39.5 42

2. Person crushed against a fixed object 41 16.25 4275 44.8
and ship / terminal structure.

23 Person crushed against a fixed object 3775 2395 39 417
and stacked containers.

24. Person crushed by closing the twin lift 53 16.25 30.75 329

3.4.3.4. Prioritisation of the HEs using the new FRBN

Based on the results shown in Table 3.5, the most significant HEs can be prioritised as

follows:

Collision between the quay crane and the ship (HE4).

Collision between two quay cranes (HES).

Crane break down due to human error (HE6).

Person slips, trips and falls whilst working on surfaces with presence of oils

(HE15).

Collision between Terminal Tractor (TT) and trailer (HE1).

Person slips, trips and falls whilst working on surfaces with presence of leak-

ing cargo (HE13).

Moving the crane without raising the Boom (lifting arm) of the gantry crane

(7).
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3.4.3.5. Model validation process

The model of an engineering problem needs to be verified. The accuracy of the previous
analysis result and the reliability of the model can be tested using validation techniques.
A sensitivity analysis has been carried out to validate the reliability of the developed
approach. In this chapter, the model with its simulation as illustrated in Figure 3.4 would
be verified with the aim of satisfying the two axioms involved in the process described

in Section 3.3.3.5. The examination of the model is conducted for CTTT as follows:

By setting the prior probability value of the node “ consequences severity ”
100% “High”, the posterior probability value of the output “Risk Evaluation = High”

increases from 66.5% to be 70.5% respectively as shown in Figure 3.4.

Prnbablht of_faiure Conse uentes Probabilit Consequences_severit: Chance_of_operation_being_Disrupte |
1 nn  E— e JE 2 I — e 0.00 [T 0.00]Low 16.00 [ el | Low
[ — s Medl 39.00 [ T E24s] Med 0.00 [ T 0.00] Med 4200 [ T edEe] Med
93 DD I ngh 47.00 [ T84 High I e tHig 4z.00 [ T @ed8] High

Risk_Evaluation_for_Internal_Containe| Utility_value [ prioritization_Valug
7.75 Low
2175 T med ) | | SO [
¥0.50 To0.00] High

Figure 3.4: The evaluation of RE given a piece of evidence to “C=100% High” to HE1

The change that took place in Figure 3.4 and further change to the node
“The impact of the HE on the resilience of port operational systems” when set to 100%
“High” resulted in a further increase of the posterior probability value of the output

“Risk Evaluation = High” from 66.5% to be 81% respectively as shown in Figure 3.5.

Probabiity_of_faiure Consequences_Probahilit Cansequences_saverit Chance_of_operation_being_Disrupte
L.on [ e Low 1400 [ TEGE] Low 3.00 B L] Lov 000 T 0,00 Low
6.00 [ [RLED] Medi a9.00 [ [F8FE] Med 13,00 BEES | Medi 0.00 [ [ 10,00 Med
o3imn [ [TTRENE] High 47.00 [ [0 High B4H00 18] High I [ s *Hig

Prabability_of_Tailure Canseguences_Probakility

hance_of_operation_being_Disrupted_due_to_fa...

Risk_Evaluation_for_Internal_Container_Terminal prioritization_Walue

sk Evaluat\?‘nsnfn;m?\ci?rg Low Utility_Walue [] pricritization_Yalue
14.50 [ T 1n.00] Med 100.00 BZEmF|
&fl.on [ 10/ High

Figure 3.5: The evaluation of RE given evidence to “C=100% High and R=100% High” to HE1
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Incorporating the changing of the previous probability values described in Figure 3.5
with the additional change of the node “Probability of failure” to 100%“High” also
resulted in yet a further increase of the posterior probability value of the output

“Risk Evaluation = High” from 66.5% to 86.75% respectively as shown in Figure 3.6.

Probability_of_failure Consequences_Probabilit Consenuences_severit Chance_of_operation_being_Disrupte,

000 T (00 Low 1400 [ TFEws]Low 000 [ 0.00] Lowe o000 [ T .00 Low

000 [ T _0.00]Medu 39.00 [ TTFREN] Med) ool [ T o.00] Med ggg mmd
I [ [ i 47.00 [ TIN.00 High I [ D g —

Probability_of_failure
Le]

prioritization_Yalue

Risk_Evaluation_for_Internal_Contain ity value [ rioritization Value
==t T ————
Figure 3.6: The evaluation of RE given evidence to “C =100% High, R =100% High and D =100%
High” to HE1

The three figures described in this step suggest that the output node is sensitive to the
change of the previous probability values of the input nodes. Furthermore, explanations

of the model validation process are described as follows:

Axiom 1: The output value of “Risk Evaluation=High” in Figure 3.4 is greater than the
posterior probability value in Figure 3.3, which suggests that a slight change in the prior
probability value of each input node resulted in the effect of the relative increase or

decrease of the posterior probability values of the output node.

Axiom 2: The output value of “Risk Evaluation=High” in Figure 3.5 is higher than the
output values in Figures 3.3 and 3.5, suggesting that the total influence magnitude of the
combination of the probability variations from two attributes on the values is always

greater than one attribute.

Axiom 3: The output value of “Risk Evaluation=High” in Figure 3.6 is higher than the
output values in Figures 3.4 and 3.5, indicating that the total influence magnitude of the
combination of the probability variations from three attributes on the values is always

greater than two attributes and one attribute.
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3.5. Results and Discussion

The HEs associated with container terminal operations may vary, depending on the
unique safety characteristics of an individual container terminal. For the investigated
container terminal, the new FRBN method delivers the result as shown in Table 3.6,
through which the HE4 of a collision between a quay crane and a ship is the most
significant, followed by HES (collision between two quay cranes), HE6 (crane break
down due to human error), HE15 (person slips, trips, and falls whilst working on surfaces
with presence of oils), HE1 (collision between Terminal Tractor (TT) and trailer), HE13
(person slips, trips, and falls whilst working on surfaces with presence of leaking cargo)

and HE7 (moving the crane without raising the Boom (lifting arm) of the gantry crane).

Table 3.6: Most significant HEs in Red Sea Gateway Terminal

Risk Evaluation Ranking
HE # HEs
Low | Medium | High | Index
4. Collision between quay crane and 13.25 13.25 735 75
ship.
5. Collision between two quay cranes. 18.75 8.5 72.75 73.8
6. Crane breakdown due to human 235 55 7 718
error.
Person slips, trips, and falls whilst
15. working on surfaces with presence 23.25 8.5 68.25 69.3
of oils.
1 Collision between Terminal Tractor 35 75 66.5 69
(TT) and trailer.
Person slips, trips, and falls whilst
13. working on surfaces with presence 22 11.25 66.75 68.1
of leaking cargo.
Moving the crane without raising
7. the Boom (lifting arm) of the gantry | 24.75 9.75 65.5 66.7
crane.

3.6. Conclusion

System safety analysis often requires the use of domain experts’ knowledge when risk
records are incomplete. The combination of fuzzy set modelling and BNs, notably FRBN,

provides an effective tool to incorporate subjective judgments for characterising a
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criticality analysis on prioritising failures in FMEA under uncertainty. The new
mechanism proposed to rationalise the DoB distribution of FRB by employing the same
set of input and output data and facilitate its implementation in CTRE in practice.
Compared to the conventional FMEA, this chapter also shows that the new method is
capable of presenting sensitive and flexible risk results in real situations by simplifying
the description of fuzzy failure information, improving both the accuracy and visibility

of FMEA.

More importantly, it provides a powerful risk evaluation tool for port safety management.
The proposed method highlights its potential in facilitating risk analysis of system design
and operations in a wide context when being appropriately tailored to use in other
container ports. Managerial, policy implications, and natural and political factors can also
be investigated in a similar way in order to provide a panoramic view on terminal risk

analysis.
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Chapter 4 — Modelling Container Terminal Operation System (CTOS)

Summary

Globalisation has led to a rapid increase of container movements in seaports. Risks in
seaports need to be appropriately addressed to ensure economic wealth, operational
efficiency, personnel safety, and terminal security. As a result, the safety performance of
the CTOS plays a growing role in improving the efficiency of international trade,
maritime safety, and environmental protection. This chapter proposes a novel method to
facilitate the application of FMEA in assessing the safety performance of CTOS. The new
approach is developed through incorporating an FRBN developed in chapter 3 with ER
in a complementary manner. The former provides a realistic and flexible method to
describe input failure information for risk estimates of individual HEs at the bottom level
of a risk analysis hierarchy. The latter is used to aggregate HEs safety estimates
collectively, allowing dynamic risk-based decision support in CTOS from a systematic
perspective. The novel feature of the proposed method, compared to those in traditional
port risk analysis, lies in a dynamic model capable of dealing with continually changing
operational conditions in ports. More importantly, a new sensitivity analysis method is
developed and carried out to rank the HEs by taking into account their specific risk
estimations (locally) and their RI to a port’s safety system (globally). Due to its generality,
the new approach can be tailored for a wide range of applications in different safety and
reliability engineering and management systems, particularly when instant risk ranking
is required to measure, predict, and improve the associated system safety performance.
In addition, the stakeholders should realise that a CTOS value depends on many variables.
Therefore, in order to correct any deviation on time, it has to be evaluated appropriately

and regularly.
4.1. Introduction

Maintaining safe and reliable operations in container terminals is of great significance
for the protection of human life and health, the environment, and the economy. The
adequate and correct functioning of container terminal operations has a profound impact
on productivity, cost, and quality. Therefore, a system evaluation that includes the early
detection of hazards is critical in avoiding performance degradation and damage to
human life or machinery. Furthermore, accidents or disasters that would jeopardise the
terminal operations will be avoided if a robust evaluation system forecasting mechanism

is developed and effectively enforced.
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In practical situations, most engineering systems are repairable and their safety measures
change with time; by considering these changes as a time-series process, the “growth” or
“deterioration” of the system can be evaluated and improved (Hu et al., 2010). The
necessity and importance of evaluating the system safety lies in that decision makers are
generally interested in estimating future occurrences of system failures for resource
planning, inventory management, development of realistic policies for age replacement,

and logistics support.

The IMO aims to enhance maritime operation safety, including protection of life, health,
marine environment, and property. As a result, the FSA was approved in 2002 and used
as a rational and systematic process for assessing the risks associated with shipping
activities and for evaluating the costs and benefits. Furthermore, the World Economic
Forum (2014) also emphasised the need towards a structured evaluation of risks on
critical maritime systems in order to ensure the safety, security, and resilience of their
operations. An accurate risk management system can not only monitor safe operation
performance and reliability but also offer valuable information for decision makers to
use to take the correct actions in order to improve the quality and reduce the cost of their

systems (Hu et al., 2010).

The incapability of traditional quantitative risk analysis methods such as FMEA in
addressing uncertainty in data in many contexts has stimulated the development of new
methods based on uncertainty treatment theories such as fuzzy logic, D-S theory, grey
theory, Monte Carlo simulation, BN, Markov model, and artificial neural network (Yang
et al., 2008). Most of the current modelling schemes in FMEA were developed using
linear or nonlinear multiple regression which is comparatively reliable. However, in
many circumstances they may not perform well in terms of accuracy or speed, and suffer
from a number of drawbacks such as lack of suitable models, exceptional assumption
used in analysis due to the lack of applicable safety related data/records and a high level
of uncertainty involved in the available failure data (Sii et al., 2001). The incapability of
traditional FMEA in addressing uncertainty in data in particular contexts has stimulated
the development of new methods based on uncertainty treatment theories such as fuzzy
logic, ER, grey theory, Monte Carlo simulation, BN, Markov model, and artificial neural
network (Yang et al., 2008). Safety evaluation and risk analysis involving MADM have

also been developed by a large community of researchers.
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Many decision problems in engineering and management systems involve multiple
attributes of both a quantitative and qualitative nature with uncertain or missing
information that causes complexity in multiple attribute assessment (Yang & Xu, 2002).
Researchers have paid increasing attention to MADM models in a wide variety of
practical applications that have evolved the assessments process. Examples of practical
applications include urban and community planning; resource allocation; supplier
evaluation; employee/organisation evaluation; marketing strategies; credit analysis; and
engineering design evaluations including safety management (Eom, 1989; Eom & Lee,
1990; Eom et al., 1998). Specific applications of MADM can found in the functional
assessment for disability index and the ergonomics consultation (Jen & Min, 1994), the
restoration planning for power distribution systems (Chen, 2005), the evaluation of the
suitability of manufacturing technology (Chuu, 2009), expert systems (Beynon et al.,
2001), and motorcycle evaluation (Yang & Xu, 2002b). In recent years, different risk
analysis models involving MADM have been proposed to evaluate and predict system
safety and reliability. Examples of such models include a marine system safety
assessments approach (Wang et al., 1995, 1996), a belief function model (Srivastava &
Liu, 2003), a model for strategic research and development project assessments (Liu et
al., 2008), a nonlinear programming model (Zhou et al., 2010) and failure mode and
effects analysis using fuzzy evidential reasoning approach and grey theory (Liu et al.,

2008b). Thus, MADM has been increasingly used in safety management and risk analysis.

In engineering risk analysis practice, safe operation is a fundamental attribute of system
reliability for any modern technological system. Focusing on container operation safety,
evaluation process and risk analysis aims at the quantification of the probability of the
failure of the system. However, the task is not straightforward given the challenges,
including that container operations are affected by multiple factors related to their
capacity, workforce, machinery, management, and geographical location that deal with
both numerical data and qualitative information with uncertainty. Therefore, rational
decision analysis is essential to properly represent and use uncertain information in the

aforementioned factors to enhance container terminal safe operation.

In container terminals as such and for a similar complex engineering system, safety
evaluation and risk analysis problems involve quantitative data and qualitative
information, as well as various types of uncertainties such as incompleteness and

fuzziness. As a result, under these circumstances, there is an urgent need to develop a
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new safety management method for container terminals that can efficiently deal with

various types of uncertainties and overcome the aforementioned drawbacks.

This chapter aims to develop a novel method to facilitate the application of the FMEA
approach in port safety analysis through incorporating MADM approaches (i.e. ER with
FRBN) to prioritise each HE’s safety level individually in a container terminal and then
to aggregate them collectively to evaluate the safety performance of CTOS as an entity
and quantify the HE’s safety impact to the system accordingly. The True Risk Influence
(TRI) for each HE is assessed taking into account their specific local risk estimations and
their RI to a port’s safety system is then prioritised accordingly to facilitate the subjective
safety based decision-making modelling for container terminal safety. The novelty of this
method, compared to the relevant studies in the literature, primarily lies in that a) it for
the very first time incorporates risk impact of components to the whole system into risk
quantification of ports; b) it combines various uncertainty models, such as fuzzy
Bayesian for HEs’ risk estimate and ER for risk synthesis from components to system
levels, in a systemic way and c) it newly uses a “max and min” DoB (degree of belief)
allocation approach to measure the risk reduction of a port system due to the best and
worst safety performance of the investigated HE so as to test the sensitivity of the model
and to prioritise hazards from both their own risk as well as their impacts on the system
safety. From a theoretical perspective, the proposed hybrid method can be tailored for
risk prioritisation of any large engineering system of similar features (i.e. a hierarchical

risk structure).

This chapter develops a novel method to facilitate the application of the FMEA approach
in port safety analysis through incorporating MADM approach (i.e., ER) with FRBN
(Alyami et al., 2014) developed in chapter 3 to prioritise each HE’s safety level
individually in a container terminal and then to aggregate them collectively to evaluate
the performance of CTOS as an entity and quantify the HE’s safety impact to the system
accordingly. To achieve this aim, this chapter is organised as follows. An analytical
overview of MCDM methods including ports and container terminals risk analysis is
carried out in Section 4.2. A brief review of ER in MADM in particular concerning its
wide application in academia including risk analysis and safety management and an ER
algorithm explanation is conducted in Section 4.3. A novel modified FMEA framework
capable of integrating different weights of risk parameters into ER and the aggregation
process is described in Section 4.4. A particular test case regarding CTOS of RSGT is
investigated to demonstrate the feasibility and applicability of the proposed methodology
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in Section 4.5. Section 4.6 develops a discussion based on the results obtained. Section
4.7 concludes the chapter. Consequently, this study contributes to facilitating FMEA
applications for enhancing container terminals risk management in a situation where
uncertainty in historical failure data is high and traditional probabilistic risk analysis

methods relying on complete data are not applicable.
4.2. Research Background
4.2.1. A brief review of research on Evidential Reasoning

The theory of evidence first presented by Dempster (1967) went through many
modifications and improvements by Shafer (1972, 1976); often it is referred to as
Dempster - Shafer theory of evidence or D-S theory. Originally, it was used for
information aggregation in expert systems as an approximate reasoning tool (Buchanan
& Shortliffe, 1984; Lopez de Mantaras, 1990). Thereafter it has been used in decision-
making under uncertainty (Yager, 1992; 1995).

ER was developed in the 90s to deal with MCDM problems under uncertainty based on
the D-S theory. The use of ER (Evidential Reasoning) as a decision making tool has been
widely reported in the literature and has been developed by a large community of

researchers.

The major advantage, and perhaps the most important for applying ER to decision
analysis, is to incorporate ER into traditional MCDM methods (Beynon et al., 2001). One
realistic way to analyse unavailable data is to employ subjective assessment using the
combination of fuzzy logic and an ER. The ER approach developed particularly for
MCDM problems with both qualitative and quantitative criteria under uncertainty utilises
individual’s knowledge, expertise, and experience in the forms of belief functions (Riahi,
2010). In the ER approach, evidence is represented by DoB and then all pieces of
evidence are aggregated to obtain the results. Unlike the traditional MADA methods, ER
approach as a combination of the D-S theory (Dempster, 1967; Shafer, G., 1976) with a
distributed modelling framework can provide engineering precision and logic on

modelling complex MADA problems.

In respect to traditional weighting MCDM methods, compared to ER, the criteria
aggregation process is generally a non-linear process that is decided by the weights of

criteria and the way each criterion is assessed. In other words, ER employs a belief
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structure to represent an assessment as a distribution instead of as a single numerical

score and it aggregate degrees of belief rather than scores (Yang et al., 2001).

Furthermore, the ER frameworks not only provide flexibility in describing a MCDM
problem, but also prevent any loss of information due to the conversion from a

distribution to a single value in the modelling process (Guo et al., 2009).

In addition, ER can handle the incomplete information by establishing the utility intervals
to describe the impact of missing information on decision analysis, which provides a
basis for improving the quality of original data and for conducting sensitivity analysis

(Riahi, 2010).
4.2.2. The applications of Evidential Reasoning

A careful literature review has disclosed that there are many ER applications in risk areas
(Wang et al., 1995, 1996; Yang & Sen, 1996; Yang, 2001; Yang et al., 2005; Yang et al.,
2009). Some other typical studies have made a useful contribution towards the
applications of ER for representing and managing uncertainty (Yen, 1990; De Korvin &
Shipley, 1993; Sonmez et al., 2001; Yang et al., 2004; Zhang et al., 2005; XU et al.,
2006a; XU et al., 2006b; and Riahi et al., 2012). ER developed particularly for MADM
problems with both qualitative and quantitative criteria under uncertainty utilises an
individual’s knowledge, expertise, and experience in the forms of belief functions (Riahi,
2010). Therefore, it, together with other uncertainty modelling methods such as BNs
and/or fuzzy logic, has shown superiority in tackling the diversity and uncertainty of the
subjective information in general and effectively handling linguistic evaluations for risk
analysis in particular. The ER algorithm, which was generated by Yang and Singh (1994)
and later updated by Yang (2001) and further modified by Yang and Xu (2002b), has

been applied in various domains.

Sonmez et al., (2001) presented the process of building a multiple-criteria decision model
of a hierarchical structure with both quantitative and qualitative criteria to show the

process of converting lower-level criterion assessments to upper-level criterion.

Tang et al., (2004) assessed the condition of a transformer by the use of ER and combined
ER with a diagnosis technique to provide a meaningful and accurate diagnosis. The result

showed that ER is capable of determining the condition of a transformer.
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Chin et al., (2009) used the group-based ER approach to develop a risk priority model
that included the assessment of the risk factors using belief structures. Thereafter, they
converted the overall belief structures into expected risk scores and then ranked them
using the mini-max regret approach. ER was used to model the diversity and uncertainty

of the assessment information.

Hu et al., (2010) proposed a reliability prediction model based on ER to forecast
reliability in turbocharger engine systems. The proposed method allows the identification
of the appropriate internal representation between basic attributes associated with system
prediction output to define the relationships between past historical data and the
corresponding targets, which allows future output values to be predicted if the new inputs

become available.

Deng et al., (2011) introduced a fuzzy evidential reasoning-based approach for risk
analysis. It is assumed that the proposed method can efficiently deal with the linguistic
evaluations of experts and uncertain data or information. Similarity measures between
linguistic evaluation and a predefined fuzzy scale are used to derive basic probability
assignments. The system risk score has been obtained using the Dumpster rule of

combination based on the risk values calculated for each component of the system.

With respect to the above literature review, the major benefits of using the ER approach

are listed as follows (Yang & Xu, 2002a; Riahi, 2010):

e [tis capable of handling incompleteness, uncertainty, and vagueness data, as well
as complete and precise data in MADA problems.

e [t is able to provide the users with unlimited flexibility by allowing them to ex-
press their judgements both subjectively and quantitatively.

e [t is capable of accommodating or representing the uncertainty and risk inherent
in decision analysis for multiple-factor analysis.

e [t is able to offer a rational and reformulated methodology to aggregate the data
assessed based on its hierarchical evaluation process.

e [t transforms mature computing software, and uses the Intelligent Decision Sys-
tem (IDS) to obtain the assessment output, which relieves the users from the
lengthy and tedious model building and result analysis process using window-

based click and design activity.
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4.3. Methodology for Modelling CTOS

The FMEA as a hazard identification and risk analysis methods is widely applied due to
its visibility and ease (Braglia et al., 2003). The method has incorporated advanced
uncertainty modelling techniques such as fuzzy Sets, grey theory, BN and ER to facilitate
its practical applications in maritime and offshore engineering safety (Sii et al., 2001),
system reliability and failure mode analysis (Braglia et al., 2003), engineering system

safety (Liu et al., 2005), and maritime port security (Yang et al., 2009).

The traditional FMEA method has three fundamental attributes, namely failure
occurrence likelihood (L), consequence severity (C), and probability of failures being
undetected (P) that are employed to assess the safety level of a failure (Wang et al., 1996).
Among the quantitative development of FMEA, FRBN approaches using a Bayesian
Network mechanism to conduct FRB risk inference in order to achieve sensitive failure
priority values based on domain expert knowledge has been proposed in chapter 3

(Alyami et al., 2014).

In Alyami et al., (2014), a new risk-based decision tool for effective seaport HEs risk
evaluation was developed. The development was on the rational distribution structure on
DoB with the connections established between the four risk parameters and risk
evaluation of the identified HEs in a container port operational system (i.e., failure
occurrence likelihood (L), consequence severity (C), probability of failures being
undetected (D), and the impact of a failure to the resilience of port operational systems

(I)) as described in chapter 3.

The steps that are required for developing FRBN (Alyami et al., 2014) are described in
Section 3.3. In this study, the risk analysis was only constrained for HEs that are located
at the bottom level of a hierarchy of a port safety system. It has not really addressed the
risk and safety analysis from a systematic perspective, revealing a significant research

gap to fill.

The ER approach in this chapter is used for aggregating risk estimations of all the HEs
based on a DoB decision matrix and the evidence combination rule of D-S theory. It uses
a distributed modelling framework, in which the RE of each HE is accessed using a set
of collectively exhaustive and mutually exclusive assessment grades obtained from a

FRBN method.
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The proposed methodology for modelling CTOS using the integrated FRBN and ER
approaches can not only model the diversity and uncertainty of the assessment
information in complex FMEA, but also incorporate the relative safety importance of
HEs into the determination of risk priority values in a precise and logical way by
conducting a sensitivity analysis. More importantly, by incorporating ER with the FRBN
analysis, the RE of each HE can be investigated from both local (i.e., its own risk level)

and global (i.e., its RI to the system safety) perspectives.

In order to write this chapter, a combination of different decision-making techniques,
such as FRB and an ER approach (FRBER) was used. FRB technique and its
mathematical background are presented in chapter 3 Section 3.3.1 while the ER technique

and its mathematical backgrounds are presented later in this chapter.

The first part of evaluating the safety performance of CTOS is to prioritise HEs
individually in a container terminal using the FRBN approach from chapter 3. It provides
a realistic and flexible way of describing input failure information with easy update of
RE and facilitates risk evaluation of HEs individually. The second part is to aggregate
the HEs’ REs collectively by using the ER approach, and then quantifying the HEs for
risk-based decision support of CTOS as an entity (i.e., as a system). More importantly, a
new sensitivity analysis method is carried out to analyse the safety importance of each
HE in a whole port operational safety system. Having carefully analysed the RE of each
HE locally in a port safety system using the FRBN in chapter 3, this work focuses more
on the application of ER for risk aggregation and sensitivity analysis for evaluating the

risk contribution of each HE globally.
4.3.1. Risk assessment for collective HEs using the ER approach

The steps for incorporating ER in FMEA in this study are described in a stepwise manner

as follows.

1. Develop a hierarchical structure to describe the CTOS safety perfor-
mance.
1I.  Use the ER algorithm to synthesise the risk result of each HE for the safety
estimate of the whole system.
IIl.  Evaluate the risk impact of each HE on the system by using sensitivity

analysis.
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1. Develop the hierarchical structure

The HEs investigated in this study are those identified through the combination of
surveys, field investigation, and literature search. In Alyami et al., (2014) the 24 HEs at
the bottom level were identified, while in this chapter, the hierarchy presenting their
positions and relations is the focus. It is presented in Figure 4.2. The HEs identified in
the hierarchical structure are those associated with container terminal operations
including cargo handling equipment and transport facilities while other risk aspects such
as managerial, policy implications, environmental and political issues are to be addressed
in future work. During the investigation, it was found that the risk attributes used to
evaluate environmental HEs such as sea level rise, flooding, and storm surge are different
with those relating to operations. For instance, a key risk attribute used to estimate
environmental HEs is timeframe, which is less relevant in this study. It is noteworthy that
the main contribution of this research is to continue the FRBN model for the safety
estimate of a whole container operational system and the risk impact analysis of each HE

on the whole system.
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Figure 4.1: Hierarchy for the risk factors during terminal operations

11. System safety estimate by synthesising the risk result of all HEs using ER method

The REs of all the HEs can be presented in both linguistic variables with DoB and
numerical values based on utility values, as the output of applying the FRBN model in
Alyami et al., (2014). The result expressed by linguistics variables will be used as the
input value in the ER for calculating the RE of CTOS.
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The ER scheme adapted and applied in this study was first generated from Dempster
(1967) and subsequently developed by Shafer (1976) to form D-S theory. The
combination of D-S theory and fuzzy rule bases is an appropriate way to solve MADM
problems that include fuzzy information from multiple sources. One direction is to extend
D-S theory to include the feature of fuzzy set theory so that its capability can be enhanced

to process both crisp and fuzzy information.

In D-S’s rule of combination, suppose subsets B and C defined on 0 are associated with
confidence estimates m; and m, , respectively, that were obtained from two independent

sources. The orthogonal sum of m; and m, is defined as follows:

_ XBnc=am1(B)xm,(C)
(my © m,)(A) = 5 <) © 1)

ER algorithm based on the D-S theory has been developed, improved, and modified
towards a more rational way by a large community of researchers by continuously

researching and practicing the processes (Yang & Xu, 2002b).

The algorithm can be analysed and explained as follows. The 24 HEs identified are going
to be synthesised in order to obtain the safety estimation of CTOS. Taking two HEs as
an example, let S represent the set of the three safety expressions (i.e., “High”, “Medium”,
and “Low”) and be synthesised by two subsets S; and S, from different assessors. ThensS,

"S; and S, can separately be expressed by:

S = [(DoBy, Low), (DoB, , Medium), (DoB, , High)] 4.2)
Sy = [(DoBs, , Low), (DoBs, , Medium), (DoBs, , High)| (4.3)
S, = [(DoBs, ,Low), (DoB, , Medium), (DoB;, , High)] (4.4)

where " Low ", " Medium ", " High " are assessed with their corresponding DoB.

Suppose the normalised relative weights of safety assessors in the safety evaluation
process are given as wyand wowhere (w; + w, = 1) and w; and w, can be estimated
by using established methods such as simple rating methods or more elaborate methods
based on pair-wise comparisons (Yang et al., 2001). However, Alyami et al., (2014) in
the FRBN approach (chapter 3) considered the equally important weight of the safety

assessors, and the weights of all HEs identified at the same level in the hierarchy were
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evenly distributed to minimise the subjective influence on their risk impact on the whole

system.

Suppose M{*and M3*(m = 1,2 ... 3) are individual degrees to which the subsets "S;" and
"S,"support the hypothesis that the safety evaluation is confirmed to the four safety

expressions. Then, M{"* and MJ* can be obtained as follows (Riahi et al., 2012):
M3 = w,B5" (4.6)

where (m = 1,2, ... 3). Therefore,

M11 = W1ﬁ11 le = Wzﬂz1 4.7)
M12 = W1ﬁ12 Mzz = Wzﬁz2 (4.8)
M; = w,B? M3 =w,B;5 (4.9)

Suppose H; and H, are the individual remaining belief values unassigned for
M{" and MJ*(m = 1,2, ...3). Then, H; and H,can be expressed as follows (Yang & Xu,
2002; Riahi et al., 2012):

H1 == H1 + H1 (4.10)
H2 :H2+H2 (4'11)

where H,,(n = 1 or 2) represents the degree to which the other assessor can play a role
in the assessment and H,(n = 1 or 2) caused by the possible incompleteness in the

subsets "S;"and "S,", can be described, respectively, as follows (Riahi et al., 2012):

H=1-—w =w, (4.12)
H=1-w,=w (4.13)
Hy = wi(1 =51 B = wi[1 = (B + B + B)] (4.14)
Hy = wy(1 = X521 B39 = wo[1 — (B3 + B3 + B3)] (4.15)

Suppose ,Bm'(m = 1,2 ...3) represents the non-normalised degree to which the safety

evaluation is confirmed to the four safety expressions as a result of the synthesis of the
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judgments produced by assessors 1 and 2. Suppose H ;s represents the non-normalised
remaining belief unassigned after the commitment of belief to the four safety expressions

because of the synthesis of the judgments produced by assessors 1 and 2.

The ER algorithm can be stated as follows (Yang & Xu, 2002; Riahi et al., 2012):

B™ = K(MM™MDM + MI"H, + H,MJ") (4.16)
HU, = K(H]_Hz) (4.17)
HU’ = K(ﬁlﬁz +H1H2 +H1H2) (4.18)
-1
K = |1 = 3oy They M] M| (4.19)
R#T

After the above aggregation, the combined degrees of belief are generated by

assigning H ;s back to the three safety expressions using the following normalisation

process (Riahi et al., 2012):
p™=pm/1— Hy (m=12,3) (4.20)
Hy=Hy/1— Hy (4.21)

where Hy; refers to the unassigned DoB representing the extent of incompleteness in the

overall assessment.

The above is the process of combining two fuzzy sets. If three fuzzy sets are required to
be combined, the result obtained from the combination of any two sets can be further
synthesised with the third one using the above algorithm. In a similar way, multiple fuzzy
sets from the judgements of multiple assessors or the safety evaluations of lower level

risks in a hierarchy (i.e., components or subsystems) can also be combined (Riahi et al.,
2012).

The synthesised result will be presented in the form of linguistic terms with their
associated DoBs for all HEs levels in the CTOS from the bottom level to the highest-
level criterion. Therefore, in order to evaluate the CTOS safety improvement, the
synthesised result is converted into a single crisp value for CTOS final risk score (i.e.,

highest-level criterion) and can be further used with the sensitivity analysis to verify the
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safety importance of each HE from a systematic perspective. The utility value can be

calculated by a utility-based technique as follows:

RI :Z3 p(RWU,, (4.22)

h=l1

where p(Rh) is the marginal probability of each grade of “High”, “Medium”, and
“Low” in RE. Rh= (1,2,3) and Ur; = 1, Ur2 =10 and Urz = 100

1II. Sensitivity analysis to quantify the impact of HEs on the system

Sensitivity analysis is required to evaluate the HE’s risk impact by obtaining the risk
magnitude of each HE on the entire system through sensitivity tests. The sensitivity tests
carried out in this study have been developed on the analysis process of the proposed

methodology validation in order to quantify the risk impact of each HE on the system.

The proposed new sensitivity analysis approach allows us to evaluate the risk impact of
each HE on the system safety and rank them accordingly by taking into account their
specific risk estimate (locally) and their RI to a port’s safety system (globally) through
three steps applied on each HE. First, increase the DoBs associated with linguistic term
“High” to 100% and obtains the High Risk Inference (HRI). Secondly, increase the DoBs
associated with linguistic term “Low” to 100% to obtain the Low Risk Inference (LRI).
Lastly, the average between HRI and HLI (i.e., risk inference values) will show the True

Risk Influence (TRI) of each HE on the entire system and can be described as follows:

TRI = w (4.23)

In addition, the proposed methodology is validated by another sensitivity test. The
sensitivity analysis refers to analysing how sensitive the result would be (i.e., outputs) to
a minor change in the inputs. The change may be a variation of the parameters of the
model or may be changes of the DoB assigned to the linguistic variables used to describe
the parameters (Yang et al., 2009). All HEs’ REs assigned to the CTOS in this study were
obtained by applying FRBN in chapter 3. The rest of this section will analyse the
variation effect on DoB of the HEs’ risk parameters introduced in FRBN. The variation
is given to the DoB assigned to the linguistic variables of the HEs’ risk parameters,
namely Probability of HE/ Likelihood (L), probability of failures being undetected (P),

Consequences/ Severity (C) and Impact of an HE to the resilience of port operational
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systems (I). If the methodology is sound and its inference reasoning is logical, then the

sensitivity analysis must at least pursue the following two axioms.

Axiom 1: Given variation to DoB associated with the linguistic variable “High” for a
particular HE risk parameter, or combined simultaneously with the same variation given
to the same linguistic variable (i.e., “High”) for other HE risk parameters will certainly
result in the effect of relative increment/decrement on the RI of the model output (i.e.,

the goal).

Axiom 2: The total influence magnitudes of x factors (evidence) will always be greater
than the one from the set of x-y (y € x) factors (sub-evidence) given a variation in the

HEs’ risk parameters on the RI of CTOS.

The reason behind the selection of the above-mentioned axioms is to use the sensitivity
tests to validate the reliability of the developed approach by measuring the effect of one
criterion over another based on the risk parameters prior probabilities variations. It is

noteworthy that it is possible to define other axioms for further research.

The ER model presented can be described as a hierarchical evaluation process in which
all the decision criteria are aggregated to the highest sole criterion (the goal). Synthesis
may be achieved through manual calculation (Dempster, 1967; Shafer, 1976; Yang et al.,
2001; Yang & Xu, 2002b; Riahi et al., 2012) or through IDS software that is used in this
study. The IDS selection is attributable to its accessibility to other industries and
academia. In addition, it not only has user-friendly interfaces for applying the ER method
but also knowledge management, report generation, and data presentation functions.

Therefore, the CTOS model synthesis and aggregation is supported with IDS in this study.
4.4. Case study of Red sea gateway terminal co. (RSGT)

The RSGT container terminal in Jeddah, Kingdom of Saudi Arabia was selected to
conduct a case study in order to demonstrate the feasibility of the proposed ER method.
The first part is to /locally evaluate the RE for each HE to rank them accordingly by
applying the FRBN introduced in chapter 3. As a result, the outputs for the 24 HEs were

obtained as shown in Table 4.1.
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Table 4.1: Updated risk ranking index values of HEs from chapter 3

Risk Estimation Ranking
HE # HEs
Low Medium High Index

1. Collision between Terminal Tractor (TT) and trailer. 8.5 25 66.5 69.1

7 Collision between Rubber-Tired Gantry (RTG) crane and 17.75 2595 57 597
trailer.

3. Collision between TT and RTG. 19.56 18.12 62.32 64.3

4. Collision between quay crane and ship. 13.25 13.25 73.5 75

5. Collision between two quay cranes. 18.75 8.5 72.75 73.8

6. Crane breakdown due to human error. 23.5 5.5 71 71.8

7. Moving the crane without raising the Boom of the gantry 24.75 9.75 65.5 66.7
crane.

8. Leakage/ emission of dangerous goods from a container. 41 11.25 47.75 49.3
Ignition sources from equipment near dangerous goods

9. 35 27.5 37.5 40.6
premises.

10, Person falls from height due to being too near to unprotected 255 2275 5175 543
edges.

1. Person falls from height due to non-provision / maintenance of 19 1 60 623
safe access between adjacent cargo bays.

12. Working on surfaces that are not even. 23 18.5 58.5 60.6

13. Person slips, trips, and falls whilst working on surfaces with 2 11.25 66.75 68 1
presence of leaking cargo.

14, Person slips, trips, and falls whilst working on surfaces with 25 15.5 5975 615
presence of water/ ice.

15 Person slips and falls whilst working on surfaces with 9325 35 68.25 69.3
presence of oils.

16. Person struck by falling object. 28.5 225 49 515

17, Person handling dangerous goods in container that has not 435 125 44 457
been declared.

18. Person struck by quay crane. 44.5 7.75 47.75 49

19. Person struck by TT. 45.24 16 38.75 40.8

20. Person struck by RTG. 43.5 15.75 40.75 49

21 Person struck by trucks. 38.5 22 39.5 42

2 Person crushed against a fixed object and ship / terminal 41 16.25 4275 448
structure.

23. Person crushed against a fixed object and stacked containers. 37.75 23.25 39 41.7

24. Person crushed by closing the twin lift container spreaders. >3 16.25 3075 329
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The HEs associated with container terminal operations may vary, depending on the
unique safety characteristics of an individual container terminal. For the investigated
container terminal, the FRBN deliveries the results for all HEs” REs /ocally and Table
4.1 indicates that HE4 is the most significant event followed by HES, HE6, HE15, and
HE1, respectively.

Once the REs for individual HEs have been obtained, the second part is assigning the RE
of each HE in the hierarchical structure to evaluate their RI to a port’s safety system
globally. They can be synthesised and aggregated collectively by using the ER algorithm.
The IDS is a general-purpose multi-criteria decision analysis tool implementing the ER
approach. As a result, the RI for CTOS can be described in a form of linguistic grades
with DoB values of 60.37 High, 10.56 Medium, and 28.89 Low, as shown in Figure 4.3,
and the utility value is calculated using Equation 4.22 as 0.6172, which indicates that the
RI of the investigated CTOS is high.

Container Terminal Operation's System (CTOS)

100.00%
00.00%:
S0.00%
T0.00%%
60.00%% 60.37T%
50.00%
40.00%5
30.00% 28.98%
20.00% /
10.00% R /
0.00%%
Low

Belief degree

Medivem
High
Evaluation grades

Figure 4.2: Risk Index of container terminal operation’s system (IDS) software

The next step is to quantify the most significant HEs that influence the risk to a port’s
safety system globally by verifying the safety importance of each HE from a systematic

perspective using the sensitivity analysis methods in Section 4.4.

The RI of the HEs globally on a port’s safety system in the terminal operations is
inevitable. Therefore, as explained in Section 4.4, this step develops a new sensitivity
analysis approach through changing the DoBs of the risk parameters of each HE that
allows us to measure the TRI of each HE risk inference on the container operational
system and rank them accordingly. For instance, to evaluate the RI of HE.1, the DoB
belonging to the linguistic variable “High” is increased to 100%, which leads to the
increase of the utility value of the goal from 0.6172 to 0.6237 (i.e., HRI of 0.0065=
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0.6237 - 0.6172). Then, the DoB belonging to the linguistic variable “Low” is increased

to 100% which results in the goal utility value decreasing from 0.6172 to 0.5972 (i.e.,
LRI 0f 0.02=0.6172 - 0.5972). Next, Equation 4.23 is used to calculate the TRI value of

HE.1 as 0.01325(=

( 0.0065+ 0.02)

and presented in Table 4.2.

Table 4.2: TRI for HEs on the CTOS

. Similarly, the TRI values for the 24 HEs are obtained

ili High Lo
Utility 100% {g . w
HE | value HIG 100% Risk Risk
# LOW | Inferenc | Inferen TRI
H

HEs e ce
Collision between Terminal

1. 0.6237 0.5972 0.0065 0.02 0.01325
Tractor (TT) and trailer.

p. | Collision between Rubber-Tired |  cr56 | (6002 | 0.0086 0017 | 0.0128
Gantry (RTG) crane and trailer.

3. | Collision between TT and RTG. 0.625 | 05992 | 0.0078 0.018 | 0.0129

4, | Collision between quay crancand | crre | 5965 | 00056 0.021 | 0.01333
ship.

5. | Collision between two quay cranes. | 0-6232 | 0.5969 0.006 0.0203 | 0.0132

6. | Cranebreak down due to human 0.6477 | 0.5213 | 0.0305 0.096 0.0624
€rror.

7. | Moving the crane withoutraising | fs> | 05074 | 0.0349 0.0898 | 0.06215
the boom of the gantry crane.

g, | Leakage/ emission of dangerous 0.7044 | 0.5143 | 0.0872 0.1029 | 0.0951
goods from a container.

9, | lgnition sources from equipment | 5147 | (5250 | 0.0975 0.092 | 0.0948
near dangerous goods premises.
Person falls from height due to

10. | being too near to unprotected 0.6392 | 0.5813 0.022 0.0359 | 0.0289
edges.
Person falls from height due to

11, | mon-provision /maintenance of 0.6357 | 0.5766 | 0.0185 0.0406 | 0.0296
safe access between adjacent cargo
bays.

12, | Working onsurfaces thatarenot | (353 | 5773 | 0181 0.0399 | 0.029
cven.
Person slips, trips, and falls whilst

13. 0.6228 0.6013 0.0056 0.016 0.01055

working on surfaces with presence

of leaking cargo.
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Person slips, trips, and falls whilst
14. working on surfaces with presence | 0-6238 | 0.6028 0.0066 0.0144 0.0105

of water/ ice.

Person slips and falls whilst
15. working on surfaces with presence 0.6227 | 0.6012 0.0055 0.016 0.01055

of oils.

16. Person struck by falling object/s. 0.6606 | 0.5598 0.0434 0.0574 0.0504

Person handling dangerous goods

17. | in container that has not been 0.6669 | 0.5684 0.0497 0.0488 | 0.04925
declared.

18. | person struck by quay crane. 0.6472 | 0.5867 0.03 0.0305 | 0.03025

19. | person struck by TT. 0.6512 | 0.5907 0.034 0.0265 | 0.03025

20. | person struck by RTG. 0.6501 | 0.5896 0.0329 0.0276 | 0.03025

21. | person struck by trucks. 0.6498 | 0.5892 0.0326 0.028 0.0303

2. | Person crushed against a fixed 0.6591 | 0.5795 0.0419 0.0377 | 0.0398

object and ship / terminal structure.

93, | Person crushed against a fixed 0.6605 | 0.5808 0.0433 0.0364 | 0.0399

object and stacked containers.

24. Person crushed by closing the twin | 0.6679 | 0.5888 0.0507 0.0284 0.0396
lift container spreaders.

Accordingly, based on the results obtained in Table 4.2 the HEs can be prioritised in order
of the important events in terms of risk impact on CTOS as shown in Figure 4.3 and the

most important events can be listed as follows.

HE.8 Leakage/ emission of dangerous goods from a container.

HE.9 Ignition sources from equipment near dangerous goods premises.

HE.6 Crane break down due to human error.

HE.7 Moving the crane without raising the boom (lifting arm) of the gantry crane.
HE.16 Person struck by falling object/s.

HE.17 Person handling dangerous goods in containers that have not been declared.

In Figure 4.4, the risk magnitude of each HE is reflected by their associated TRIs through
calculating the average of HRIs and LRIs.

In addition, another sensitivity test in the remainder of this section has been carried out
to validate the reliability of the developed approach by investigating the RI magnitudes

of the minor variation given to the DoB of the four risk parameters of HEs. The logicality
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and soundness of the results delivered in the proposed model are validated by the two

axioms introduced in Section 4.4.1.

The HE of the most importance in terms of risk impact on CTOS (i.e., HE8 Leakage/

emission of dangerous goods from a container) is selected for the tests. The DoB

associated with the linguistic term “High” is increased by 10% and simultaneously the

DoB associated with the linguistic term “Low” decreased by 10% for the risk parameter

L (i.e. the risk parameters L, P, C and I have been described in Section 3.3.1) the impact

on the safety level of the CTOS will increase the RI from 0.6172 to 0.6223.

-

HEs' Impact on CTOS
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Figure 4.3: The most important HEs for CTOS

If the same DoB change (i.e., 10% increment in “High” and 10% decrement in “Low”)

is applied to the other risk parameters such as P, C and I will certainly increase the RI of

the CTOS. For instance, the impact of such changes on L and P combined is updated and

the CTOS’s RI increases from 0.6172 to 0.6263. The sensitivity tests continue in the
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same manner. When the risk parameter C is combined with L and P, its impact to the
CTOS’ RI further increases from 0.6172 to 0.6312. When I is combined with L, P and C,
the RI further increases from 0.66172 to 0.6361. The changes on the DoB of the risk
parameters L, P, C and I are described in Table 4.3 for HE8, HE9 and HE®6.

A similar sensitivity analysis was carried out to test “HE.9” and “HE.6” in Table 4.4.

Table 4.3: The DoB variation of the HEs

Impact of an
HE to the resili-
Probability of _
Prior Probability Probability of . Consequences ence of port op
- HE being erational sys-
HE HE/ Likelihood Severity
+10% “High” undetected tems
L P C
I
H M L H M L H M L H M L
Original 0.14 1 024 | 0.62 | 091 | 0.06 | 0.03 | 0.02 | 0.04 | 0.094 | 0.84 | 0.11 | 0.05
HES8
L 024 10241052 | 091 | 0.06 | 0.03 | 0.02 | 0.04 | 0.094 | 0.84 | 0.11 | 0.05
Leakage/
emission of L&D 024 [024052] 1 | 0 | 0 |002]004] 009 | 084] 011|005
dangerous
goods from L&D&C 024 024052 1 [ 0 | o |o012]004] 084 | 084|011 |0.05
a container
L&D&C&I 0.24 | 0.24 | 0.52 1 0 0 0.12 | 0.04 0.84 0.94 | 0.06 0
HE9 Original 024 1028|048 | 0.74 | 0.24 | 0.02 | 0.2 | 0.27 0.53 0.32 | 0.31 | 0.37
Ignition L 034 | 028 038074024 1]002]| 02 | 0.27 0.53 0.32 | 0.31 | 0.37
sources
from equip- L&D 0341028 | 038 | 0.84 | 0.16 0 02 | 0.27 0.53 0.32 | 0.31 | 0.37
ment near
L&D &C 0341028 | 038 | 0.84 | 0.16 0 03 | 0.27 043 0.32 | 0.31 | 0.37
dangerous
goods prem-
L&D &C&I 0341028 | 038 | 0.84 | 0.16 0 03 | 0.27 043 042 | 0.31 | 0.27
ises
Original 0.82 ] 0.15] 0.03 | 005|004 | 091 | 0.82] 0.14 0.04 093 | 0.06 | 0.01
HE®6 L 0.92 | 0.08 0 0.05 ] 004091 | 082 0.14 0.04 0.93 | 0.06 | 0.01
A Crane
L&D 0.92 | 0.08 0 0.15] 004 | 081|082 0.14 0.04 093 | 0.06 | 0.01
breaks
down due to L&D&C 092 008| 0 |0.15]004]081]092]008] 0 |093]006] 001
human error
L&D &C&I 0.92 | 0.08 0 0.15 ] 0.04 | 0.81 | 0.92 | 0.08 0 1 0 0
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The combined variation given to the DoB associated with the linguistic term “High” (i.e.,
10% increment) for the risk parameters of “HE9”, “HES8”, and “HE6” has resulted in 125
RI values for CTOS as shown in Table 4.4. For instance, row#1, shows the values of
HE6, HES and HE9 without any changes in the risk parameters (i.e. L, C, P and I), while
in row#2, the variation is given to the DoB associated with the linguistic term “High”
(i.e., 10% increment) for the risk parameter (L) of “HE9” only which resulted in an
increment from 0.6172 to 0.6223. Next, in row#3, the variation is given to the DoB
associated with the linguistic term “High” (i.e., 10% increment) for the risk parameter (P)
of “HE9” with the given variation to (L) resulted in an increment from 0.6172 t00.6263.
The sensitivity tests continue in the same manner to all DoB associated with the linguistic

term “High” for all risk parameters (L) of “HE6, HE8 and HE9”.

Table 4.4: RI for CTOS and the variation on the HE risk parameters prior probabilities

# HE6 HES HE9 ICTOS RI
L. 0 0 0 0.6172
2. 0 0 L 0.6223
3. 0 0 LP 0.6263
4. 0 0 LPC 0.6312
3. 0 0 LPCI 0.6361
6. 0 L 0 0.622
7. 0 L L 0.627
8. 0 L LP 0.631
9. 0 L LPC 0.6359
10. 0 L LPCI 0.6407
11. 0 LD 0 0.6257
12. 0 LD L 0.6306
13. 0 LD LP 0.6346
14. 0 LD LPC 0.6395
15. 0 LD LPCI 0.6443
16. 0 LDC 0 0.6303
17. 0 LDC L 0.6353
18. 0 LDC LP 0.6392
19. 0 LDC LPC 0.644
20. 0 LDC LPCI 0.6487
21. 0 LDCI 0 0.6345
22. 0 LDCI L 0.6394
23. 0 LDCI LP 0.6433
24. 0 LDCI LPC 0.6481
25. 0 LDCI LPCI 0.6528
26. L 0 0 0.6196
27. L 0 L 0.6246
28. L 0 LP 0.6287
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# HE6 HES HE9 ICTOS RI
29. L 0 LPC 0.6336
30. L 0 LPCI 0.6384
31. L L 0 0.6244
32. L L L 0.6293
33. L L LP 0.6333
34. L L LPC 0.6382
35. L L LPCI 0.643
36. L LD 0 0.628
37. L LD L 0.633
38. L LD LP 0.637
39. L LD LPC 0.6418
40. L LD LPCI 0.6466
41. L LDC 0 0.6327
42. L LDC L 0.6376
43. L LDC LP 0.6415
44. L LDC LPC 0.6463
45. L LDC LPCI 0.651
46. L LDCI 0 0.6369
47. L LDCI L 0.6417
48. L LDCI LP 0.6456
49. L LDCI LPC 0.6504
50. L LDCI LPCI 0.655
51. LD 0 0 0.6225
52. LD 0 L 0.6275
53. LD 0 LP 0.6315
54. LD 0 LPC 0.6364
55. LD 0 LPCI 0.6412
56. LD L 0 0.6272
57. LD L L 0.6322
58. LD L LP 0.6361
59. LD L LPC 0.641
60. LD L LPCI 0.6458
61. LD LD 0 0.6309
62. LD LD L 0.6358
63. LD LD LP 0.6398
64. LD LD LPC 0.6446
65. LD LD LPCI 0.6493
66. LD LDC 0 0.6355
67. LD LDC L 0.6404
68. LD LDC LP 0.6443
69. LD LDC LPC 0.6491
70. LD LDC LPCI 0.6538
71. LD LDCI 0 0.6397
72. LD LDCI L 0.6445
73. LD LDCI LP 0.6484
74. LD LDCI LPC 0.6531
75. LD LDCI LPCI 0.6577
76. LDC 0 0 0.6238
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# HE6 HES HE9 ICTOS RI
77. LDC 0 L 0.6287
78. LDC 0 LP 0.6327
79. LDC 0 LPC 0.6376
80. LDC 0 LPCI 0.6425
81. LDC L 0 0.6285
82. LDC L L 0.6334
83. LDC L LP 0.6374
84. LDC L LPC 0.6422
85. LDC L LPCI 0.647
86. LDC LD 0 0.6321
87. LDC LD L 0.6371
88. LDC LD LP 0.641
89. LDC LD LPC 0.6458
90. LDC LD LPCI 0.6505
91. LDC LDC 0 0.6368
92. LDC LDC L 0.6416
93. LDC LDC LP 0.6455
94. LDC LDC LPC 0.6503
95. LDC LDC LPCI 0.655
96. LDC LDCI 0 0.6409
97. LDC LDCI L 0.6457
98. LDC LDCI LP 0.6496
99. LDC LDCI LPC 0.6543

100. LDC LDCI LPCI 0.6589
101. LDCI 0 0 0.6254
102. LDCI 0 L 0.6304
103. LDCI 0 LP 0.6344
104. LDCI 0 LPC 0.6393
105. LDCI 0 LPCI 0.6441
106. LDCI L 0 0.6302
107. LDCI L L 0.6351
108. LDCI L LP 0.639
109. LDCI L LPC 0.6486
110. LDCI L LPCI 0.6556
111. LDCI LD 0 0.6338
112. LDCI LD L 0.6387
113. LDCI LD LP 0.6426
114. LDCI LD LPC 0.6474
115. LDCI LD LPCI 0.6522
116. LDCI LDC 0 0.6384
117. LDCI LDC L 0.6433
118. LDCI LDC LP 0.6472
119. LDCI LDC LPC 0.6519
120. LDCI LDC LPCI 0.6566
121. LDCI LDCI 0 0.6425
122. LDCI LDCI L 0.6474
123. LDCI LDCI LP 0.6512
124. LDCI LDCI LPC 0.6559
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# HE6 HES HE9 ICTOS RI
125. LDCI LDCI LPCI 0.6605

The first row in Table 4.4 shows the neutral RI for CTOS, and the rest of the table shows
the updated RI by the given variation to the DoB associated with linguistic variable “High”
for HE6, HES8, and HE.9 risk parameters locally and globally. Comparing any updated
RI with the neutral RI can be concluded that the model is validated to be in line with

Axiom 1.

According to Axiom 2, if the model reflects logical reasoning then the RI for CTOS
associated with x factors (evidence) will always be greater than the one from x-y (y €

x) factors (sub-evidence). This can be examined by comparing the RIs of the HEs with
the reassigned DoB associated with linguistic variable “High” in each HE risk parameter
prior probabilities, which can be specifically appointed by following the relationship

between the evidence and sub-evidence.

The neutral RI for CTOS is chosen as the sub-evidence to investigate the accuracy of the
model. All other Rls affected by the variation (i.e., increment) given to the DoB
associated with linguistic variable “High” for HE8, HE9, and HE6 can be identified as
evidence. Comparing the evidence and sub-evidence (i.e., the values in the first five rows
in Table 4.4 are gradually increasing), it can be concluded that the model is validated to

and in line with Axiom 2.
4.5. Results and Discussion

In accordance with the results obtained in Table 4.2 and the graph in Figure 4.3, the most

significant HEs are those having a great risk impact on the CTOS listed as follows.

Ignition sources from equipment near dangerous goods premises (HE9).

e Leakage/ emission of dangerous goods from a container (HES).

e Crane break down due to human error (HE6).

e Moving the crane without raising the boom (lifting arm) of the gantry crane (HE7).
e Person struck by falling object/s (HE16).

¢ Person handling dangerous goods in containers that have not been declared (HE17).

The HEs investigated have been examined and validated for the sensitivity analysis in

this study. Using the FRBN technique, each HE was assessed locally based on unique
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rational distribution of DoBs with linguistic terms and then ranked accordingly to
evaluate the risk preference of the CTOS. While using the ER technique, other aspects
are involved such as the TRI of each HE taking into account their specific risk estimations
locally and their RI to a port’s safety system globally, to facilitate the subjective safety
based decision-making modelling for container terminal risk evaluation. The variations
of TRI of the whole system due to the reallocation of DoB of any investigated HE to a
level of 100% “High” (Max) and of 100% “Low” (Min) are averaged to calculate the
aggregated effect of each HE to the safety performance of the whole system. The case
study results confirm that the proposed method is capable of presenting sensitive and
flexible risk results in real situations by simplifying the description of failure information,
improving both the accuracy and visibility of FMEA, and providing a powerful risk
evaluation tool for port safety management. ER provides a powerful tool for aggregation
calculations, and is used to examine the identified HEs synthesis for the container

terminal safety preferences ranking.
4.6. Conclusion

System safety analysis often requires the use of domain experts’ knowledge when risk
records are incomplete. The FRBN rationalises the DoB distribution of FRB by
employing the same set of linguistic grades in both IF and THEN parts and applying that
set to evaluate the HEs of a container terminal. The FRBN simplifies the communication
between risk input and output based on DoBs and facilitates its implementation in CTOS
in practice. The FRBN is integrated with the ER approach that has the ability of providing
a powerful tool for aggregation calculations to synthesise the identified HEs for CTOS
risk ranking. The FRBN technique is used to assess each HE locally while the ER
approach is employed to take into account the risk impact of each HE to the safety of the
investigated port system when evaluating their TRI globally. As a result, the integration
of FRBN and ER provides an effective tool to incorporate subjective judgements for
characterising a criticality analysis on prioritising failures in FMEA under uncertainty as
well as the functional nonlinear relationship between outputs and inputs in the

hierarchical evaluation process.

The HEs investigated in this study have been examined with new sensitivity analysis
developed in two different approaches. Consequently, the ER technique determines the
analysis of risk impact of each HE on the whole system. The case study results confirm

that the proposed method is capable of presenting sensitive and flexible risk results in
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real situations by simplifying the description of failure information, improving both the
accuracy and visibility of FMEA, and providing a powerful risk evaluation tool for port
safety management. In addition, the proposed method highlights its potential in
facilitating risk analysis of system design and operations in a wide context when the

method is appropriately applied to study other seaports.

Sea ports and maritime terminals (i.e., infrastructures) are facing risk challenges from
various perspectives including economic, operational, technical and environmental. This
study mainly focused on the operational aspects including technical and personnel factors,
leaving the other risk aspects to be addressed in future work. Other risk concerns
influencing port safety, such as managerial, policy implications, natural, and political
issues also need be investigated in order to provide a panoramic view of terminal risk
analysis. Moreover, high quality representative computational modelling tools are
required, not only to provide a user-friendly solution in the risk evaluation process that
helps to predict the risk magnitude, explain the real safety performance, and develop a
continuous risk management strategy for complex systems, but also to simplify the
complex risk inference processes involved in the two steps in the developed methods.
ANNSs seem to be a promising solution to addressing this research problem. In addition,
a risk-control option model can be developed to eliminate and/or mitigate the HEs in

CTOS and to enhance the system operational efficiency.
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Chapter 5 — Integrated container port system risk analysis and probabilistic
safety assessment simulations using ANNSs

Summary

This study proposes a novel, modified FMEA approach using Artificial Neural Networks
(ANNs) to predict container terminal operation risks, which can complement the two
models—Fuzzy Bayesian and Bayesian ER—discussed in Chapters 3 and 4 respectively.
This study proposes three new models based on ANNs to enhance the performance of
FMEA by overcoming its incapability in tackling uncertainty in data and at the same time
ease the evaluation process on the stakeholders from handling a complex large amount
of data to measure, predict, and improve their system safety and reliability performance.
1t simplifies the complex risk inference processes involved in the two developed methods.
The first is Bayesian Network ANN (BNANN) that incorporates BNs with ANNs to
facilitate risk prediction of each HE identified in Chapter 3. The second model is
Evidential Reasoning ANN (EvRANN), which uses ANNs to simulate the FRBER method
from Chapter 4 to ease the aggregation of all 24 HEs. The final model is Artificial Neural
Networks-Bayesian Network-Evidential Reasoning (AnBnEvR) integrates the two ANN
models into a single model,; it simplifies risk prediction, analyses processes, and realises
real-time risk prediction of ports at HE or whole system levels. The proposed ANN based
models produced smaller deviations that exhibited superior predictive accuracy with
satisfactory determination coefficients (i.e., the Regression) (R’) of 0.999 with the
corresponding Minimum Mean Squared Errors (MSE) of 0.000001334 for simulating
BNANNs and R? of 0.997, with the corresponding MSE of 0.0001344 for simulating
EVvRANNSs and forecasting container terminal operation risk evaluation. The proposed
ANN-based approach provides an excellent evaluation and prediction tool for complex
systems, such as container terminal operation activities that could be easily modelled in

a feasible, versatile, and accurate manner.
5.1. Introduction

Technological effort, risk management development, and HE-driven risk mitigation have
resulted in strengthened safety standards, as evidenced by practical applications and
research over the years. New concepts involving efficient operation and design should be
developed and implemented in order to achieve optimum evaluation, control, and safety
management performance in maritime port operation. High quality models of accuracy

and reliability assurance can help risk evaluation predict risk magnitude, explain real
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safety performance, and develop a continuous risk management strategy for complex
systems. Many types of technologies can develop such models, but numerous Artificial
Neural Networks (ANNs) applications have been successfully applied for real-time risk
prediction in various sectors over the past decade, due to their reliable, robust, and salient
capturing of non-linear relationships between complex system variables (i.e., multi-
input/output). On the other hand, FMEA is one of the most widely applied hazard
identification and risk analysis methods, due to its visibility and ease. ANNs, a method
based on uncertainty treatment theory, can enhance FMEA performance by overcoming
its incapability of tackling data uncertainty; at the same time, it can ease stakeholders’
burden of handling a complex large amount of data to measure, predict, and improve
system safety and reliability performance. ANNs are computational modelling tools that
many disciplines use to model complex problems. Research has shown that ANNs have
powerful pattern classification and recognition capabilities. Inspired by biological
systems, particularly research into the human brain as a large-scale nonlinear drive system,
ANNSs offer a computational paradigm that learns and generalises from experience. It also
has many egregious functions, such as adaptive learning, real time operation, self-
organisation, thinking and reasoning, judging and memory, and fault tolerance (Widrow
et al., 1994; Kumar and Ravi, 2007). Since the 1980s, research on ANNs has made
remarkable developments, and has been successfully applied for many different tasks in
a wide variety of domains, such as science, industry, business—including accounting and
finance, marketing, engineering, and manufacturing—and health and medicine to model

complex real-world problems, as evidenced by literature.

In the last decade, however, a few studies examined risk assessment using ANNS,
including medical (Sadatsafavi et al., 2005; Wang et al., 2011; Tsujita et al., 2014),
financial (Lacerda et al., 2005; LIN, 2009; Wang et al., 2011; De Andres et al., 2011;
Oreski etal.,2012; Henry et al., 2013), and civil engineering studies (Gémez & Kavzoglu,
2005; Brack et al., 2005; Chen et al., 2007; Moseley et al., 2007; Ying et al., 2008;
Schuhmacher et al., 2009). However, very few studies use ANN in risk analysis for
maritime-related systems. Ung et al., (2006) applied ANNSs to predict the risk level of sea-
lane navigation within port areas by incorporating fuzzy set theory and ANNs. Although,
showing a unique conception in the idea essence of applying ANNSs in the maritime port
industry, however, the approach has only considered the fuzziness, incapable of
modelling the other types of uncertainties in data, which releases a significant research

gap. In addition, since then the development on ANNSs and its application capability in
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various fields of study is remarkable, in which allow providing a mature risk assessment-

modelling scheme for maritime port industry with high accuracy.

This chapter aims to develop an integrated container port system risk analysis and
probabilistic safety assessment simulations, using ANNs that predict and evaluate the
criticality of hazardous events in a container terminal. The ANN approach is used to
model two methodologies introduced in previous chapters: the FRBN technique from
Chapter 3 and FRBER in Chapter 4. Furthermore, the ANN approach implements
Experimental Data (ED) that is used to train ANNs in rational structure and develops an

applicable, new risk-based decision support tool for effective seaport risk prediction.

The two models simulated in this chapter have proven their ability to evaluate risk in
container terminals. However, the complexity of handling a large amount of data dealing
with two different software methodologies could burden stakeholders who must navigate
non-user-friendly processes to measure, predict, and improve system safety and reliability
performance, motions, and action planning. It is noteworthy to mention that, due to
optimisation required for the five risk assessment attributes with their fuzzy parameters
introduced in Chapters 3 and 4 (i.e., the inputs and outputs) with evaluations tasks applied
cause the amount of calculation to be tremendous in the FRBN and FRBER interface,

however, it can be overcome by applying the ANN approach.

In order to clearly map and explain the proposed models, this study is divided into three
parts that develop a safety analysis approach using a hybrid of fuzzy, BN, ER, and ANNS.
The first part simulates FRBN, evaluating the criticality of each HE for the identified 24
HEs locally in a container terminal (see Chapter 3). The second part simulates FRBER,
evaluating the criticality of risk associated with the most significant HEs of the identified
24 global HEs for a container terminal (see Chapter 4). The final part presents the
integrated AnBnEvR model, which predicts the risk index for each HE and provides a

risk management system on OSP in a container terminal system.

This chapter begins with a broad overview of the history and definition of ANNs history,
particularly concerning their principals, characteristics, and general application as carried
out in Section 5.2. Section 5.3 describes the methodology of a novel ANN framework,
capable of simulating two different models to evaluate the risk associated with the 24
global and local HEs in container terminals. Section 5.4 examines the development of

ANN modelling in maritime ports. Section 5.5 describes the construction of BNANN
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models to simulate FRBN for individual HE risk evaluations. Section 5.6 describes the
construction of model ERANN that simulate FRBER for aggregated HEs. Section 5.7
presents the integrated AnBnEvVR, and Section 5.8 concludes the chapter.

5.2. Artificial Neural Networks (ANNs) Overview
5.2.1. ANN history

In 1942, McCulloch and Pitts proposed modelling neural nets as a single neuron form in
terms of the computational “nervous activity” model; this model describes the neuron as
a linear threshold-computing unit with multiple inputs and a single output to solve
character recognition problems (Basheer & Hajmeer, 2000). In 1949, Hebb built the
missing link between single neurons and network in his classic book The Organization of
Behaviour. Rosenblatt developed a network in 1958 using McCulloch and Pitts’ model,
based on a unit called the “perceptron” (Lippmann, 1987).

Widrow and Hoff (1960), Rosenblatt (1962), and others explored and developed many
types of perceptron-based ANNSs in the 1960s. The topic rapidly faded in the 1970s,
however, because of two main problems: firstly, the practical difficulties of solving many
real-world problems; and secondly, the results of Minsky and Papert’s 1969 study, which
identified serious limitations among perceptrons and could not be solved by simply
adding neuron layers. It was also determined that the perceptron was incapable of
representing simple, linearly inseparable functions, as in the famous “exclusive or” (XOR)
problem (Minsky & Papert, 1987; Marini et al., 2008). However, the primary problem

was the absence of any learning algorithm to train such networks.

Hence, the era of the artificial neural network seemed to come to an end. However,
Hopfield (1982) poured new life into this field by introducing two key concepts that
overcame all of Minsky and Papert’s identified limitations: first, the nonlinearity between
total input received by a neuron and its produced output; second, the possibility of

feedback coupling outputs with inputs (Marini et al., 2008).

Since then, ANNSs have seen an explosion of interest, together with a paradigm change in
recent years. They were intensively and extensively used as problem solving algorithms
for application development, rather than accurate representations of the human nervous
system (Liao & Wen, 2007; Marini et al., 2008). They are successfully applied across an

extraordinary range of domains, in areas as diverse as finance, medicine, engineering,
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chemistry, geology, and physics. More information about the history of ANNs
development can be found in several existing studies (Anderson & Rosenfeld, 1988S;
Pollack, 1989; Nelson & Illingworth, 1990; Eberhart & Dobbins, 1990; Priddy & Keller,
2005; Yegnanarayana, 2009).

5.2.2. ANN concept

ANNs are computational modelling tools with flexible structures that capture and
simulate complex input/output relationships. They are comprised of densely
interconnected adaptive and simple processing elements, capable of performing massive
parallel computations for data processing and knowledge representation (Dawes, 1991;
Schalkoff, 1997; Liao & Wen, 2007). The ANN terminology has been developed from a
biological model that uses artificial neurons to imitate the learning process of the human
brain (i.e., natural neurons) to a system that processes nonlinear and complex data, even
when the data are imprecise and noisy. However, solving complex problems requires
knowledge of biological network functionality rather than a replication of biological

system operation (Basheer & Hajmeer, 2000; Liao & Wen, 2007).

The human nervous system consists of billions of neurons of various types and lengths
relevant to their location in the body (Schalkoff, 1997). Figure 5.1 shows a schematic of
simplified biological neurons with three major functional units: dendrites, cell bodies, and
axons. The cell body has a nucleus that contains information about hereditary traits, as
well as plasma that holds the molecular equipment used for producing material needed
by the neuron (Jain et al., 1996). The dendrites receive signals from other neurons and
pass them to the cell body. The axon, which branches into collaterals, receives signals
from the cell body and carries them through synapses to the neighbouring neurons’

dendrites (Zupan & Gasteiger, 1993).
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DENDRITES

Figure 5.1: Natural neurons

An impulse, in the form of an electric signal, travels within the dendrites and through the
cell body towards the synapse’s synaptic membrane. Next, if the signals received are
strong enough (surpassing a certain threshold), the neuron activates and emits a signal
through the axon that might be sent to another synapse or activate other neurons
(Grossberg, 1982; Rosenzweig et al., 1999). A schematic illustration of the signal transfer

between two neurons through the synapse is shown in Figure 5.2.
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Figure 5.2: Natural neurons signal transfer

5.2.3. ANN principles

The complexity of real neurons is highly abstracted when modelling artificial neurons.
ANNSs consist of inputs (synapses), which are multiplied by weights (strength of
respective signals), and then computed by a mathematical function, which determines the
activation of the neuron; then another function (possibly identity) computes the artificial
neuron’s output. As a result, ANNs’ mechanisms combine all artificial neurons to process

information.
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The greater an artificial neuron’s weight, the stronger its input. A neuron’s computation
depends on weights and differs if the weight changes, because weight is multiplied by
input. By adjusting an artificial neuron’s weights, the output can be obtained as desired
for specific inputs. However, when an ANN consists of hundreds or thousands of neurons,
manually finding all the necessary weights is complicated; algorithm weights can find
and adjust ANN weights in order to obtain desired network output. This process of weight

adjustment is called learning or training (Haykin, 1999).

A complex system may be deconstructed into simpler elements in order to understand and
handle it. Simple elements may be gathered to produce a complex system; networks are

one approach for achieving this (Bar, 2003).
There are many network types, but they all contain the following components:

e A set of nodes: nodes can be seen as computational units. They receive and
process inputs to obtain an output. This processing may be very simple (sum-

ming the puts) or quite complex (a node might contain another network).

e (Connections between nodes: connections determine information flow between
nodes and can be unidirectional, when information flows only in one sense,

and bidirectional, when information flows in either sense.

Node interactions through connections lead to a network’s global behaviour, which
cannot be observed through the network’s elements. This global behaviour is described
as "emergent," meaning that the networks abilities supersede those of its elements,

making networks a very powerful tool (Haykin, 1999).

A neuron is a real function of the input Vector(xl xj). The output y is obtained as

k
f(y;) = f(a +Zi=1wk,-xj> (5.1)

where fis a function (functions will be explained in detail in Section 5.3.1),
X1, X2, X3, ..... x;j are the input signals,
Wki, Wk2, Wk3, ...wikj are the synaptic weights of neuron & , and

a is the bias
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A graphical presentation of a neuron is given in Figure 5.3. Mathematically, a Multi-
Layer Perceptron network is a function consisting of compositions of functions’ weighted

sums corresponding to neurons (Haykin, 1999).

Summation Transfer Function

Figure 5.3: A single neuron

ANNs as a data processing system consist of a large number of simple, highly
interconnected processing elements in an architecture inspired by the brain’s cerebral
cortex structure, and there are several architecture ANN types. Simpson (1990) lists 26
different types of ANNs, Maren (1991) lists 48, and Pham (1994) estimates more than 50.
Some networks are more proficient in solving perceptual problems, while others are more
suitable for data modelling and functional approximation, but feed forward networks (i.e.,
Back-Propagation network (BP) and recurrent networks are the most widely used

(Basheer & Hajmeer, 2000).

In Figure 5.4, the BP information flows in one direction along connecting pathways, from
the input layer via the hidden layers to the final output layer. There is no feedback (i.e.,
all links are unidirectional and there are no same layer neuron-to-neuron connections),
and the output of any layer does not affect that same or preceding layer. These networks
are the most widely used types and are considered the workhorse of ANNs because of
their flexibility and adaptability in modelling a wide spectrum of problems in many

application areas (Widrow et al., 1994).

The recurrent network in Figure 5.5 differs from feed forward network architectures in
that there is at least one feedback loop. Thus, these networks have one layer with feedback
connections; they may also have neurons with self-feedback links (i.e., a neuron’s output

is fed back into itself as input).
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Figure 5.5: Recurrent network

This study uses BP because of three main factors: its ability to learn mapping from one
data space to another using examples; high accuracy in capturing data’s nonlinearity in
(i.e., the relationship between inputs and outputs); and the simplicity in searching,
accelerating, and stabilising the training process. BP is detailed in the next to expand the

understanding of ANNSs, identifying these systems and how to design them.
5.2.4. Characteristics of ANNs

ANNs are very sophisticated, nonlinear computational tools, capable of modelling
extremely complex functions. Specifically, any given functional relation between a set of
inputs and corresponding set of outputs can be represented by an opportunely chosen
ANN architecture (Marini et al., 2008). ANNs have a remarkable result whenever there

are problems of prediction, classification, or control. This sweeping success can be
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attributed to a few key factors listed as follows (Siegel ef al, 1998; Haykin, 1999;
Etheridge et al., 2000; Taha, 2012):

1. ANNSs exhibit can map input patterns to their associated output patterns.

2. ANNSs learn by example. Thus, ANN architectures can be “trained” with known ex-
amples of a problem before they are tested for their inference capability on unknown

instances of the problem, and can therefore identify new objects.

3. ANNSs possess the capability to generalize. Generalisation refers to the ANNs produc-
ing reasonable outputs for inputs not encountered during training (i.e., learning). Thus,

they can predict new outcomes from past trends.

4. ANNSs have flexibility and maintenance ease, as they adapt to environmental changes;
they can also learn by experience and realise the relationship between variables to

improve performance.

5. ANN:Ss are robust, fault tolerant systems. Therefore, they can recall full patterns from

incomplete, partial, and/or noisy patterns.

6. ANNSs can solve new kinds of difficult problems. This has opened new fields for de-
cision support applications that were difficult or impossible to be programmed in

computers.

7. ANNSs can deal with incomplete, confused, or not well-determined data, and can deal
with unexpected conditions (much like the human brain). They can also deal with a
large amount of data to create models in case there are no certain, known rules, and

they provide accurate results when accurately built.

8. ANNSs can process information in parallel and distributed manners at high speed, as
they consist of a large number of processing elements that communicate with each

other.

9. ANNSs do not sufficiently test research hypotheses and give no important input varia-

bles. This makes it difficult to interpret results, and needs a long time to be learned.
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10. ANNSs use past data patterns for future predictions, meaning that they assume the fu-
ture will be as the past. When change occurs in an environment or surrounding cir-
cumstances, network patterns are not better predictors than are statistical conventional

patterns, unless they are reconstructed.
5.2.5. ANNs Applications

The types and uses of ANNs are very diverse; since McCulloch and Pitts’ (1943) first
neural model, hundreds of different ANN models have been developed. They differ in
function, accepted values, topology, and/or learning algorithms (Haykin, 1999).

A review by Liao and Wen (2007), based 10,120 articles about ANN methodologies and
application developments from 1995 to 2005, uses data mining to disclose the wide range
of ANN applications in many fields of study. Other researchers have explored the use of
hybrid ANNs with deferent methods, such as neuro-fuzzy for time series modelling
(Nayak et al., 2004), neuro-fuzzy rule-based for stock market decision support modelling
(Kuo et al., 2001), Bayesian neural networks for medicine (Caballero & Fernandez, 2008),

and Dempster-Shafer neural network for navigation technology (Aggarwal et al., 2013).

In addition, ANNs have been used for a wide variety of applications where statistical
methods or Expert Systems (ES) are traditionally employed. They have been used in
classification problems—such as identifying underwater sonar currents—recognising
speech, and predicting the secondary structure of globular proteins. In time-series
applications, ANNs have been used to predict stock market performance, discriminate
analysis, logistic regression, Bayes analysis, multiple regression, and Autoregressive
Integrated Moving Average (ARIMA) time-series models. It is, therefore, time to

recognise neural networks as a powerful tool for data analysis (Turban et al., 2011).

ANNSs’ success increases as a problem’s dimensionality and/or increases, because
traditional regression statistical methods often fail to produce accurate approximations.
Accordingly, ANNs may be employed for modelling with low data dimensionality or for
approximating simple functions when higher accuracy is desired. Moreover, ES is a
computer program that mimics the human reasoning process, which relies on logic, belief,
rules of thumb, opinion, and experience. However, unlike ANNs, ES suffer from major
limitations, mainly their hypersensitivity to incomplete and/or noisy data (i.e.,

uncertainty), and some human knowledge cannot be expressed explicitly by rules (Fu,

117



1995). As a result, ANNs are more robust and often outperform other computational tools

in solving a variety of problems.

Literature contains many examples of ANNs models, demonstrating that ANNs have a
broad field of successful applications in mapping, regression, modelling, clustering, and
classification. They are flexible, which makes them adaptable to different kinds of

problems and customizable for nearly any data representation design.
5.2.6. ANN software

ANNSs’ software is used for different kinds of problems, and software choice depends on
the problem’s classification and features, the type of learning algorithm, and affordability.

the software’s can be described as follows.
5.2.6.1. Commercial software

Multiple types of neural network software have been developed, and are not limited to
commercial software: Environment for Computer Aided Neural Software Engineering
(ECANSE) (Blasko, 2000); Matlab: Neural Network Toolbar (MATLAB, 2013);
Neuroshell 1 and 2 (WSG, 2007); and Statistica Neural Network (Statistica NN, 1998).

5.2.6.2. Freeware software

Other examples but not limited to the freeware software including: Net II, Spider Nets
Neural Network Library, NeuDC, Binary Hopfield Net with free Java source, Neural shell,
PlaNet, Valentino Computational Neuroscience Work bench, Neural Simulation

language version-NSL, and Brain neural network Simulator.

Among ANN software, Matlab is a high-level language and interactive environment for
numerical computation, visualisation, and programming that allows for analysing data,
developing algorithms, and creating models and applications. Matlab computer language,
tools, and built-in math functions can explore multiple approaches and reach a solution
faster than with spreadsheets or traditional programming languages. It also has the
functions to integrate based algorithms with external applications and other programming

languages.

The proposed Failure Modes and Effects Analysis ANNs (FMEANNSs) approach

constructs two multilayer perceptron neural network models, namely BNANNs and
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EvRANNS, which are independently designed then integrated into the AnBnEvR model.
In order to achieve the goal and based on the aforementioned, the Neural Network
Toolbox Version 7.8 of MATLAB® mathematical software predicts risk evaluation for a

container terminal.
5.3. Methodology

The FRBN and FRBER methods were developed and tested using the 24 HEs identified
in Chapters 3 and 4 respectively. However, their complex inference process has been
criticised in practical applications. The proposed models using ANNs are constructed to
ease the risk inference analysis of ports in both HE and system levels. As a result, it was
found that HE6, HE7, and HE16 greatly influence the risk index on a container terminal,
both locally and globally.

A multilayer perceptron neural network model design is mostly composed of an ED set
collection used for model training and testing, followed by network creation and
configuration based on pre-processing and analysis of the data set. Next comes network

training and validation, and finally, simulations and predictions (Eren et al., 2012).

The three parts for developing novel FMEANNSs and modelling FRBN and FRBER using
the ANN approach are outlined as follows.

1. Design the BNANNs model to simulate the FRBN method in chapter 3 (Alyami
et al., 2014). FRBN has 12 inputs based on the four risk parameters and the lin-
guistic terms for each risk parameter (i.e., each risk parameter; L, C, P, and 1,
have three inputs of High, Medium, and Low). The risk evaluation output for each

HE identified has three linguistic terms (i.e. High, Medium and Low).

2. Design the EVRANNs model to simulate the FRBER method, which has nine
inputs based on three HE risk evaluations resulting from BNANNS (i.e., in each
BNANNS output, each HE has three outputs of High, Medium, and Low), with
only one output processed in FRBER.

3. Construct the AnBnEvR model by integrating the above models, creating a risk
prediction tool that provides a panoramic view of the safety management system

of a container terminal’s operation performance.
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5.3.1. Methodology algorithms
5.3.1.1.  Algorithms of modelling performance criteria

In a typical ANN, the input layer is composed of the ED (X;), which is associated with
the input layer’s neurons (7, 2..., i,... m). The input signals are fed into the input layer,
then transferred to the hidden layers’ neurons (1, 2..., j,... n), where processing takes
place by multiplying connection weights (wj) between two neurons and using the
summation function to deliver output signals to the output layers (7, 2..., k,... p) (Bilgili

et al., 2007).

Each layer’s input data is processed to outputs using an activation (i.e., transfer) function,
a nonlinear mathematical function known as a “transfer function.” The most widely used
transfer functions are tansig, logarithmic sigmoid (logsig), and purelin, described
respectively below and illustrated in Figure 5.6. The fansig activation function offers
slightly better predictions than the others and most commonly used in the hidden layer
with purelin activation function in the output layer (Kaveh et al., 2008; Magharei et al.,

2012; Mashhadi et al., 2013).
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Figure 5.6: Graphical representation for activation (transfer) functions

The data flow process for a single neuron in the network starts with each input streaming

multiplied by a weight (w) and summed using the summation function. Then, this single
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value is processed through a transfer function to produce the output value of a neuron, as

illustrated in Figure 5.7 (Kaveh et al., 2008).
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Figure 5.7: Data flow process in a neuron

Selecting a training algorithm and activation function is of crucial importance for robust
ANN model performance. In general, linear functions are used for input and output layers,

and nonlinear transfer functions for hidden layers (Yetilmezsoy & Demirel, 2008).

Levenberg Marquardt Back Propagation (LMBP) is the most widely used optimisation
algorithm for a variety of ANN problems. It is preferred for its speed and stability in
training the ANN models. Literature discloses that LMBP is the best algorithm, producing
minimum errors between predicted outputs and corresponding targets, and it is associated
with the highest regression (i.e., the relationship between ED and model predictions in
the testing phase) compared to other BP algorithms in several domains (Yetilmezsoy &
Demirel, 2008; Elmolla et al., 2010; Eren et al., 2012; Siit and Celik, 2012; Reynaldi et
al., 2012; Jeffrey et al., 2014; Abushammala et al., 2014). The LMBP network training
function (trainlm) updates weight and bias values according to LMBP algorithm
optimisation and is often the fastest BP algorithm in the MATLAB toolbox; it is highly
recommended as a first choice supervised algorithm, although it requires more memory

than other algorithms (MATLAB, 2013).

The LMBPA optimisation is a standard technique for nonlinear, least square problems,
and was applied in this study to simulate actual risk estimation values for constructing a
risk prediction system. It was independently developed by Kenneth Levenberg and
Donald Marquardt and modified with the Gauss Newton method it is the steepest
descendent method for providing a numerical solution to a problem of minimising a

nonlinear function, and has stable convergence (Haykin, 1999). The LMBPA data
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training algorithm procedure is as follows (Najjar et al., 1997; Basheer & Hajmeer, 2000;
Jeffrey et al., 2014):

1. Initialise the weights and thresholds in the hidden and output layer, often in the
range of [—1, 1].

2. Calculate the hidden layer y value:

i=1

v,(p)=tansig {Z x,(p)w,(p)- 9]1

(5.5)
where tansig is the transfer function
n is the number of neurons in the hidden layer,
xi 1s the number of inputs,
wijj is the weights, and
0 is the threshold value.

3. Calculate the output layer y value:

yk<p>=zansig{ix,«xpm(p)—ek}

Jj=1

(5.6)
where m is the number of neurons in the hidden layer and € is the threshold value.

4. Calculate the output layer error:

5k(p):yk(pll_yk(p)]€k(p) (5.7)

ek(p):yd,k(p)_yk(p) (5.8)
5. Correct the output layer weight w:

Aw,(p)=ay,(p)d(p) (5.9)
Aw,(p+1)=w,(p) +Aw,(p) (5.10)
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6. Calculate the hidden layer error &:

8(p)=y,(pll - y.,-(p)]z_‘, 5.(p)w,(p)

(5.11)

7. Correct the hidden weight w:
Aw,(p)=ax(p)S,(p) (5.12)
w,(p+1)=w, (p)+Aw, () (5.13)

The steepest descendent method has a very fast convergence speed; however, when the
optimal point is reached due to a decreasing gradient, the convergence speed slows.
Therefore, the Newton method is integrated with the steepest descendent method to obtain
excellent convergence effects when approaching the optimal point (Jeffrey et al., 2014).
Accordingly, the performance function has the form of a square sum and represents the

Hessian matrix, which is as follows:

H=J"J (514)

T
g=Je (515

where J is the Jacobian matrix, containing the first order differentiation of the network

error against weight and partial weight, and
e is the network error vector and g is the gradient.
The basic principles of the Newton Method are:

X=X, 4 g, (5.16)

where Ax is the Hessian matrix, namely, the second order differentiation of the

performance function in the weights and partial weights.
A, =V2f(X) (5.17)

g, =Vf(X) (5.18)
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The LMBP Algorithm uses the Hessian matrix the value to correct the Newton method:

1
Xm:Xk—[JTJFﬂIT J'e (5.19)
where parameter ¢ ensures that matrix inversion will always produce a result, and this

parameter will depend on evaluation of sum of squared errors.

The LMBP algorithm has characteristics of the steepest descendent method; consequently,
it has a positive relationship with value, so if the error is large, the value will be also in
order to increase convergence speed, and vice versa (Jeffrey et al., 2014). The complete
derivation of the algorithm can be found elsewhere (Zupan and Gasteiger, 1993; Haykin,
1999; Jeffrey et al., 2014), and a clear systematic derivation is given by Najjar et al.,
(1997).

5.3.1.2.  Algorithms of modelling assessment criteria

Output values (Y1,...Yk,...Yp) are compared with target values (Z1,...7Zk,...Zp) (i.e.,
experimental results) to assess model predictions. The differences between predicted
values and target values are evaluated against the modelling performance criteria
established within the ANN algorithm. Hence, it is necessary to reprocess output values

if modelling performance criteria are not met (Bilgili et al., 2007; Kaveh et al., 2008).

The MSE and the R? value are the most common performance criteria for the ANN model

performance evaluation (Erena et al., 2012).

The optimum number of neurons was determined by the minimum MSE value from the
training and prediction dataset. The MSE represents the difference between an
approximating function F(w,x;) of the adjustable weight (w) for the predicted values and
target values (i.e., the error) with a range from 0 to 1 where the lower values of MSE are
preferable (Kaveh et al., 2008; Elmolla et al., 2010; Siitand Celik, 2012). It is computed

as follows.

Z (ymodel,i - yobs,i )2
RMSE ==

n (5.20)

where n is the number of target values and yopsi and ymoderi are target values and their

corresponding predicted value, respectively.
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R? shows the percentage of variability between ED and predicted data. R? values range

between zero and one, in which R2 value =1 means a greater correlation and stronger
relationship between predicted and actual values (Kaveh et al., 2008). It can be computed

as:

n n
nz]yohs,iymod el,i_( lyobs,ij(zlymod el,ij
i= i=

)2
- n n 2 n n 2
[nglyozbs,i_(glyobs,i) Jx(nglyélodel,i_(glymodel,i) J

The MSE and R? values provide information on general error ranges between predicted

1521

and target values.

The above criteria are commonly used for validating models and their predictions.
Notably, however, the ED quality is an essential requirement for modelling work;
otherwise, the results of statistical tests and model predictions will be inaccurate (Erena,

2012; Hezave et al., 2012).
5.4. Development of ANN Modelling in Maritime Ports

The FRBN introduced in chapter 3 individually evaluates the criticality of the 24 HEs in
a container terminal, using four risk parameters: HE occurrence probability (L), HE
consequences/severity (C), HE impact on the resilience of port operational systems (1),
and the probability of HE being undetected (P). The four risk parameters are constructed
to form the IF part, while the RE of failures is presented in the THEN part associated with
three linguistic grades. DoB of High (H), Medium (M), and Low (L) are employed to
describe L, C, P, I, and R. The degrees of the parameters, calculated by the Bayesian
networks method for each HE, are based on knowledge accumulated from past events,

taking into account domain experts’ judgements. The process is illustrated in Figure 5.8.

LH X LM X LLX
CH x FRBN CM x FRBN CLX FRBN
——>[HX] —)[MX] —)[LX]
By, Py, P,
_IHX_ _IMX_ _ILX_

Figure 5.8: FRBN process
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where (X=1,2...24) is the HE number.

FRBEVR uses the results from FRBN and the evidential reasoning method to aggregate
the 24 HEs and evaluate their collective criticality in a container terminal. The Risk level

of the System (RoS) is a single value for a container terminal, shown in Figure 5.9.

Hl Ml Ll
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Figure 5.9: FRBEVR process with ANNs

Two three-layers ANN models were developed to predict risk evaluation of a container
terminal operation for each HE individually and aggregated collectively. The ANN
architecture simulates the FRBN and FRBER methods. They consist of an input layer,
hidden layer, and output layer. Optimal network architecture was determined as one
hidden layer with 40 neurons using the LMBP algorithm, with transfer function tansig at

the hidden layer and transfer function purelin at the output layer.

Although the two models have the same features, they differ in trajectories concerning
input and the output structures. The number of neurons in the input layer is twelve and
nine, while the number of neurons in the output layer is three and one for BNANNs and
EVvRANNS respectively. As a result, the network architecture for BNANNs and
EVRANN:S is constructed as (12 - 40 - 3) and (9 - 40 - 1) respectively. It is noteworthy
that there are no clear guidelines for choosing an appropriate number of neurons in the
hidden layer; this is generally optimised by trial and error (Bilgili et al., 2007; Dogan et
al., 2008; Yetilmezsoy and Demirel, 2008; Kaveh et al., 2008; Turp et al., 2011; Siit and
Yahya, 2012; Eren et al., 2012; Hezave et al., 2012; Magharei et al., 2012; Sudhakaran et
al., 2013; Mashhadi et al., 2013).

AnBnEvVR is an integration of BNANNs and EVRANNS, and it completes the prediction
of a container terminal operation’s risk evaluation in a panoramic safety performance

view.
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5.4.1. Experimental data processing

The EDs in this study are partially obtained (i.e., actual data for testing) from previous
chapters (i.e., Chapters 3 and 4). As aforementioned, the relationship between the FRBBN
and FRBEVR is that the outputs of the former are used as inputs for the latter.

The total dataset used in this research consists of 24 HEs, although, it was attempt to use
the same dataset in this study. However, as aforementioned, ANNs are constructed based
on risk inference analysis of the FRBBN and FRBER HEs which disclosed that HEG6,
HE7, and HE16 have a great influence on a container terminal’s risk index from both
perspectives, individually and aggregated collectively among other HEs. It is noteworthy
that BNANNSs can process each HE, since the evaluation is individually conducted, while
EvRANNS cannot because the HEs have to be processed collectively due to the ER
technique’s aggregation feature. Therefore, HE6, HE7, and HE16 are used for the
EvRANNSs’ model architecture.

The previous chapters’ EDs are relatively inadequate for training the ANN model, since
the FRBN method’s actual data is classified as 12 inputs, with three outputs for each HE.
The FRBER method is classified as 72 inputs with one output as one set for the aggregated
HESs, which is modified based on the above conditions to be nine inputs with one output;
this is mainly because the ED generated for ANN architecture and training should cover

the region of predicted results.

The ED has to be large, although its size creates a greater computational burden; on the
other hand, it eliminates the ANN model’s propensity for over fitting (Yetilmezsoy &
Demirel, 2008; Dhar et al., 2013). The simulated processes cannot be outside the input
variables’ domain, as ANN modelling is not comprehensive; this is an important aspect

for providing a viable predicting tool (Abushammala et al., 2014).

As ED has a great influence on ANN modelling performance’s accuracy, a generation of
a suitable EDs was conducted for modelling FRBN and FRBER methods. Although it
was challenging to obtain the required EDs for training ANNs due to lack of objective
failure data in container terminals, EDs were created and obtained using the Python
program (Lutz, 1996; Ong et al., 2013). The generated EDs’ objective is to make the
relationship between inputs and outputs maximally informative, while ensuring that the
EDs adequately cover the region between zero and one with plausible inference intervals

and maintaining each model’s characteristics. Above all, the constructed models based
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on generated EDs makes them applicable for any other maritime container terminal for
risk evaluation and prediction. More details on generating EDs, BNANs, and EVRANNSs

are in Sections 5.5.1 and 5.6.1.
5.5. Bayesian Network ANNs (BNANNs) Model Design

The BNANN model consists of 12 inputs representing the four risk parameters—L, C, P,
and [—and three outputs representing the RE in FRBN (i.e., ANN target). The simulation
of FRBN using ANNs uses the following steps.

1. ED analysis
2. BNANNSs model optimisation
3. Results validation
5.5.1. Experimental data analysis

As mentioned in Section 5.4, The four risk parameters are constructed to form the IF part,
while the RE of failures is presented in the THEN part associated with three linguistic
grades. DoB of High (H), Medium (M), and Low (L) are employed to describe L, C, P, I,
and R. Therefore, it can be classified as 12 inputs with 3 outputs for each HE in FRBN.
The actual data obtained from chapter 3, Section 3.4.3.4 for the 24 HEs cannot adequately
train the ANN model as previously concluded in Section 5.4.1, mainly because the ED

set amount is insufficient. As a result, ED needs to be generated.

For the generated ED to train and test the ANN model with the best prediction results, the
simulated processes (i.e., predicted input and output values) should be inside the variables’
domain, meaning that every possible risk parameter assessment should be included. In
other words, if the predicted input and output values are not inside the trained ANN

variables domain, the predicted results will be inaccurate or incorrect.

A 0.2 inference interval is applied among DoB in each risk grade for each risk parameter
and the reason behind that is to cover the region between zero and one (i.e. 0-1); this not
only narrows the range of deviation between input and consequently output values, but

also adequately increases the training dataset.

The number of ED sets depends on the number of risk parameters. Transferring the

inference interval of 0.2 from zero to one resulted in 21 possible combinations between
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the four risk parameters with the associated grades and DoB. Accordingly, the sum of all

possible combinations is calculated as (21x21x21x21=194481).

As aresult, the ED containing 194,481 sets, with 12 inputs and three outputs in each set,
is obtained and partially shown in Table 5-1.

Table 5.1: BNANNS experimental datasets generated

ANNSs Model
BNANNSs Model Inputs Outputs
Risk
L C P I RE
Parameters
Risk Grades
HM|L|H/M|L|H|{M|L|H|M]|L H M L
No.

1 1{ojoj1{ojo|1l01]O0 1 01| 0 1 0 0

2 l1jo|yo0f1f{0]0}1]0|0/08]02|0|095]0.05 0
3 l1joyo0f1f{0j0}1})0|0/08] 0102109 0 0.05

4 l1fojo0o}1]1]0]0(1]0]O01]06|04] 07109/ 0.1 0
194478 oOo(oj1{0j0|1|0|fO0]]1 0 [06]04] 0 |O0.15 0.85
194479 oOofoj1{0j0|1|0|fO0]]1 0 [04]06] O 0.1 0.9
194480 oOo(oj1{0j0|1|0|fO0]]1 0 [{02]08]| 0 |0.05 0.95

194481 oOo(oj1{0j0|1|0|fO0]]1 010 1 0 0 1

5.5.2. BNANN model optimisation

After selecting trainlm as the best training algorithm for the BNANN model and having
analysed the ED set, the optimal BNANN model architecture and its parameter variation
is determined; this is accomplished by selecting the optimum number of neurons in the
hidden layer based on the minimum MSE value and the observed and predicted training

and testing set values.

There is no specific rule regarding the amount or percentage of data for training or testing
and validation. The general guideline is that training data should be more than the testing

and validation data (Kaveh et al., 2008; Sudhakaran et al., 2013).

Hence, out of the total ED set (i.e., 194,481) that was randomly divided by trainim, 70%
(i.e., 136,137) was used for training, 15% (i.e., 291,72) for testing, and 15% (i.e., 291,72)

for validation. In optimising the network, 15 neurons were used in the hidden layer as an
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initial guess, then the number of neurons was changed by increasing 10 neurons in each

trial.

The preliminary trials indicated that the learning and prediction ability of 25 neurons in
the hidden layer networks was better than that of 15 neurons. This was realised after
several attempts to gradually increase the number of neurons and observe their effect on
the predicted value; the training data error decreased, while that of validation data
increased. Six local minimum MSE values were observed at neuron numbers of 15, 25,

35, 38, 40, and 45.

However, the neural network architecture with 40 hidden neurons reached the minimum
MSE when training, validating, and testing the BNANN model. Thus, 40 neurons were
chosen as the optimum number for the hidden layer. The network structure was 12-40-3

(12 neurons in the input layer, 40 in the hidden layer, and three in the output layer).

The optimal BNANNS, together with a flowchart of the LMBP algorithm, are shown in
Figure 5.10, a three-layer ANNs of 12 neurons at input layer with fansig transfer function

at hidden layer with 40 neurons and a purelin transfer function at output layer.

The training ended after 1,000 iterations (zrainlm, Epoch 1000) for the LMBP, because

the differences between training and validation errors started to increase.
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Figure 5.10: Optimal BNANN structure with a flowchart of the LMBP
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5.5.3. Results validation

The network’s MSE was very high, with 15 hidden neurons (MSE 0.0524618), and it
decreased significantly to (MSE 0.0017914) with 25 hidden neurons. The number of
neurons then increased from 25 to 35, and a gradual decrease was observed in the (MSE
0.00002151). Next, the 35 hidden neurons slightly increased to 45 among the (MSE
0.001394). Then, 40 neurons were tested, and the MSE reached its minimum value of
0.000001334. The neural network containing 40 hidden neurons (MSE 0.000001334) was
chosen as the best case. When the number of neurons was less than 40, the MSE showed
a slight increase from 0.000001334 to 0.000002164 at 38 neurons, as depicted in Figure
5.11. This increment can be attributed to the characteristics of this study’s MSE
performance index and input vector, and it shows the dependence between MSE and

number of hidden layer neurons for the LMBP.

45
40
38
MSE 35
25
15

0.000001  0.00001 0.0001 0.001 0.01 0.1

Number of Neurons

Figure 5.11: MSE for BNANN tuning

The training, validation, and test’s mean squared errors for the BNANNSs using the LMBP
algorithm are illustrated in Figure 5.12; it shows that, with 40 neurons, the effect on

training data error decreased while that on validation data increased.

Tor (m:

uared Er

Mean Sq

500
1000 Epochs

Figure 5.12: Training, validation, and test’s mean squared errors for BNANNSs
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The regression analysis of the network response between BNANN outputs and the
corresponding targets was performed. The graphical output of the plotted network outputs
versus the targets as open circles is illustrated in Figure 5.13. Taking into account the
data’s non-linear dependence, linear regression shows a perfect agreement between
BNANN outputs (predicted data) and the corresponding targets (i.e., ED). The solid red,

blue, green, and black lines—which respectively represent test, training, validation, and

combination of all three— indicate the perfect linear fit that R°= 1.
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Figure 5.13: BNANN regressions

The previous statistical analysis shows that BNANN model predictions are very close to
the ED. In addition, to confirm the developed model’s robustness and predictive
capability, the optimal BNANN model’s performance was evaluated using another data
set consisting of the actual data obtained in chapter 3, which was not used in the training
stage. Consequently, a simulink model of the BNANNs was constructed, as shown in
Figure 5.14. Table 5.2 shows that the results, along with the correlation coefficient

between the actual and predicted datasets, provide a high accuracy and a perfect match.
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Figure 5.14: The simulink model of the BNANNSs
Table 5.2: BNANN correlation coefficient

No. FRBN output BNANNS output

High | Medium | Low High Medium Low
1 0.665 0.25 0.085 0.667 0.249 0.084
2 0.57 0.2525 0.1775 0.57 0.2519 0.1769
3 0.5875 0.1625 0.25 0.588 0.1617 0.25
4 0.735 0.1325 0.1325 0.7363 0.132 0.132
5 0.7275 0.085 0.1875 0.728 0.085 0.187
6 0.71 0.055 0.235 0.7099 0.056 0.235
7 0.655 0.0975 0.2475 0.655 0.0977 0.2477
8 0.5975 0.1125 0.29 0.5966 0.1134 0.289
9 0.375 0.275 0.35 0.375 0.275 0.35
10 | 0.5175 0.2275 0.255 0.5172 0.2275 0.2551
11 0.6 0.21 0.19 0.5997 0.2103 0.1898
12 0.585 0.185 0.23 0.5845 0.1854 0.2299
13 | 0.6675 0.1125 0.22 0.666 0.1137 0.22
14 | 0.5975 0.1525 0.25 0.5972 0.1527 0.25
15 | 0.6825 0.085 0.2325 0.6816 0.0855 0.2328
16 0.49 0.225 0.285 0.4896 0.2248 0.2853
17 0.44 0.125 0.435 0.44 0.1248 0.4344
18 | 0.4775 0.0775 0.445 0.4788 0.07729 0.4448
19 | 0.3875 0.16 0.4524 0.388 0.16 0.4521
20 | 0.4075 0.1575 0.435 0.4079 0.1575 0.4349
21 0.395 0.22 0.385 0.3947 0.22 0.3848
22 | 0.4275 0.1625 041 0.4276 0.1628 0.4098
23 0.39 0.2325 0.3775 0.39 0.2321 0.3775
24 | 0.3075 0.1625 0.53 0.308 0.1623 0.5298

Correlation 0.999983 | 0.999961 | 0.999995
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5.6. Evidential Reasoning ANNs (EVRANNs) Model Design

As aforementioned, FRBEVR model inputs are taken directly from the FRBN model. The
previous section’s BNANN model describes the simulation of the FRBBN model.
Therefore, the EVRANNSs model is based on results directly taken from the BNANNs
model. Only taking the top three HEs that influencing the risk index individually and
aggregated collectively on a container terminal. Accordingly, the EVRANNs model
consists of nine inputs representing the risk evaluation R (i.e., BNANN results) for HE®6,
HE7, and HE16, and one output representing the risk evaluation of a container terminal’s

entire system. The ER simulation using ANNS is described as follows:
1. Experimental data analysis
2. EvRANN model optimisation
3. Results validation
5.6.1. Experimental data analysis

The reason for having an insufficient ED set in designing BNANNs applies here;
therefore, the exact criteria and logic for inference intervals were used for generating ED
sets to train and test the EVRANN model as previously conducted in Section 5.5.1.
However, it is three risk parameters instead of four and the sum of all possible
combinations between the three HEs with the associated grades and DoB is calculated as
(21x21%21= 9261). Therefore, the EDs contained 9261 sets with nine inputs and one
output in each set. This is obtained and partially shown in Table 5-3.

Table 5. 3: EVRANN experimental datasets generated

EvRANNs Model Inputs ANNs
Model
No. HE 1 HE 2 HE 3 Outputs
High | Medium | Low | High | Medium | Low | High | Medium | Low RI
1 | 0 0 1 0 0 | 0 0 1
2 1 0 0 0 0 0.8 0.2 0 0.9778
3 1 0 0 1 0 0 0.8 0 0.2 0.9556
4 1 0 0 1 0 0 0.6 0.4 0 0.9529
9258 0 0 1 0 0 1 0 0.6 0.4 0.075
9259 0 0 1 0 0 1 0 0.4 0.6 0.0471
9260 0 0 1 0 0 1 0 0.2 0.8 0.0222
9261 0 0 1 0 0 1 0 0 1 0
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5.6.2. EvRANNs model optimisation

The same training algorithm used for the BNANN model was also used with EVRANNSs
(i.e., trainlm), including the same performance and assessment criteria with typical

process and sequence of neurons number trails selection, which started with 15 neurons.

During several preliminary trial attempts to gradually increase the number of neurons and
observe their effect on the predicted value, the training data error decreased and validation
data error increased; this indicated that the learning and prediction ability of 25 neurons
in the hidden layer networks was better than that of 15 neurons. Six local minimum MSE
values were observed at neuron numbers of 15, 25, 35, 38, 40, and 45. However, the
neural network architecture with 40 hidden neurons reached the minimum MSE when
training, validation, and testing the EVRANN model. Consequently, 40 neurons were
chosen as the optimum number for the hidden layer. Finally, the structure of the network
was 9-40-1 (nine neurons in the input layer, 40 in the hidden layer, and one in the output

layer).

The optimal EVRANNSs, together with a flowchart of the LMBP algorithm, is shown in
Figure 5.15. It shows a three-layer ANN of nine neurons at the input layer with a fansig

transfer function at hidden layer, and 40 neurons and a purelin transfer function at output
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Figure 5.15: Optimal EVRANN structure, with a flowchart of the LMBP
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The LMBP training ended after 51 iterations (¢rainlm, Epoch 51) because the differences

between training and validation error started to increase.

As previously stated, there is no specific rule regarding the amount/percentage of data for
training or testing and validation. The general guideline is that training data should be
more than testing and validation data. Hence, out of the total dataset (i.e., ED, 9,261) that
was randomly divided by trainim, 70% (i.e., 6,483) was used for training, 15% (i.e., 1,389)
for testing, and 15% (i.e., 1,389) for validation.

5.6.3. Results validation

The network’s MSE was very high for the 15 hidden neurons (MSE 0.556) and decreased
significantly from 25 to (MSE 0.0000679). Then, as the number of neurons increased
from 25 to 35, the (MSE 0.0000617) decreased. Next, the (MSE .516) increased from 35
hidden neurons to 45. Therefore, 40 neurons were tested, and the MSE reached its
minimum value of 0.00001344. Therefore, the neural network containing 40 hidden
neurons (MSE 0.00001344) was chosen as the best case. When the number of neurons
was less than 40, MSE slightly increased from 0.000001334 to 0.000019 with 38 neurons,
as depicted in Figure 5.16. This increment can be attributed to the characteristics of this
study’s MSE performance index and input vector, and it shows the dependence between

MSE and number of hidden layer LMBP neurons.
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Figure 5.16: MSE for EVRANN optimisation

The BNANN training, validation, and test’s mean squared errors for using the LMBP
algorithm are illustrated in Figure 5.17. It clearly shows that, with 40 neurons, the effect

on training data error’s effect decreased, while that of validation data increased.
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Figure 5.17: Training, validation, and test mean’s squared errors for the EVRANNs

The regression analysis of the network response between EvVRANN outputs and
corresponding targets was performed. The graphical output of the plotted network outputs
versus the targets as open circles is illustrated in Figure 5.18. Taking into account the
data’s non-linear dependence, linear regression shows a perfect agreement between
EVRANNSs outputs (i.e., predicted data) and corresponding targets (i.e., ED). The solid
red, blue, green, and black lines—which respectively represent the test, training,

validation, and combination of all three—indicate the perfect linear fit that R* ~1.
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Figure 5.18: EvVRANN regressions

The previous statistical analysis shows that the EVRANN model predictions are very close
to the ED. In addition, to confirm the developed model’s robustness and predictive
capability, the performance of the optimal EVRANN model was evaluated using another

data set consisting of the actual data obtained in chapter 4, which was not used in the
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training stage. Consequently, a simulink model of the EVRANN network was constructed,
as shown in Figure 5.19, and the results—along with the correlation coefficient between
actual and predicted datasets respectively—provided a very high accuracy and perfect

match, as presented in Table 5-4.

Input 1 Byl »=
X1} i1}

Neural Network

EvRANM output

0.8a85

0.57

. 0.2525
01775

0.8232
01812
01988

[=]
3
£n

EvRANN inputs
{BNANN outputs for 3 HEs)

Figure 5.19: simulink model of the EVRANN network

Table 5.4: EVRANN correlation coefficient

FRBER EVRANNs
outputs output
0.7668 0.7651
0.8102 0.8126
0.6002 0.6024
0.7011 0.702
0.7443 0.7469
0.55 0.5511
0.4834 0.4837
0.4613 0.4608
Correlation 0.999941

5.7. Integrated ANNs Bayesian Networks Evidential Reasoning (AnBnEvR)

The previous sections described the BNANN and EVRANN models, which can be
integrated to predict risk evaluation of a container terminal operation and provide a
panoramic view on risk inference, either individually or collectively aggregated. The
integration of the simulated Bayesian Networks and Evidential Reasoning using Artificial
Neural Networks was created within dynamic system simulation for MATLAB.
Consequently, the simulink model of the AnBnEvR network was constructed as

illustrated in Figure 5.20.

138



ndino &5 Asdsio

e L T TE=E |

sandu) =3
£°2°1 5Irchnd g pauicwod Aedsig

IIma ]

L CE00 0
SE86 0
IImﬂH_w.-uD o

SEAG 0

|.m_uﬁ_ o0 O
| sees0 |

£ mndu) wE Asdsig

.

B ndino e Aeidsia

Er&r00 O
SEEG O

LT

£3I0MA K [RINEN ME

e}

“ n!.._:__

lzh=

z u\_n_c__

LiRLs

(G358
=)= _ ak O _,._J
z andu| Ng Amdeic
C——1
1
EN
£ wcno Na Asidsia C——1
L
EFE00 0
LFESO0 O
C——1
IR
L—1
 IEI—
— 1 —
" T HIOAIE R IBINEN ME
= [
= _ A (1 feg
| SN ME ARCE0]
C——1
L——1
L o g Aeidsia L
L
EFG00 O
—
C——1
| I
C——
[ L HADMIE N RINEr NG
e el
— {L1A 1

“ [ -_.._r___

link model of the AnBnEvVR network

imu

S

Figure 5.20

139



5.8. Conclusion

This study develops a novel FMEANN approach for evaluating and predicting the
criticality of HEs in a container terminal system; at the same time, it provides a panoramic
view on maritime container terminal safety performances. This study applied an ANN to
container terminal systems to investigate the applicability of ANN as a tool for predicting

risk inference of complex container terminal operation activity systems.

Two three-layer BP neural networks were optimised to evaluate and predict the maritime
container terminals’ operation safety. The configuration of the BP neural network that
giving the smallest MSE is constructed using LMBP training algorithm of fansig transfer
function at hidden layer with 40 neurons and a purelin transfer function at output layer.
The optimal architecture for BNANN and EVRANN models were optimised as twelve
and nine neurons in the input layers with three and one in the output layers. The two three-
layer ANN-based models showed precise and effective predictions with very satisfactory
determination coefficients for testing sets R? of about 0.999 and 0.997, with
corresponding MSE of 0.000001334 and 0.0001344 respectively for simulating BNANs
and EVRANNS. The simulation of FRBN and FRBEVR using ANNSs, with the presented
results, showed that neural network modelling can effectively simulate and predict

container terminal operation safety.

The integration of the two models (i.e., AnBnEvR network) provides an excellent
evaluation and prediction tool for complex systems, such as container terminal operation
activities, in which BNANNSs evaluate and predict individual HEs within the system while
EvRANNS deal with HEs aggregated collectively. Based on these findings, this study
concludes that a highly complex and dynamic system, such as a maritime container
terminal, could be easily modelled in a feasible, versatile, and accurate manner using the
proposed ANN-based approach. Considering the advantages of artificial intelligence
methodology, the present modelling strategy will be expanded to full scale to evaluate
real-time operation activities and control risk in a cost-effective manner from the
viewpoint of safety and security. However, the model cannot be used with different input

values outside the range of trained data.
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Chapter 6 — Decision Support System for Optimal Container Port Safety Perfor-
mance Plan Selection

Summary

This chapter aims to present a fuzzy decision-making approach to tackle the selection of
Risk Control Options (RCOs) and operational safety strategies under uncertainty in
container terminals. The selection of an appropriate strategy to ensure the OSP in
container terminals is a crucial decision for many stakeholders including terminal
managers, ship-owners, surveyors, and safety engineers. In such a process of complex
group MCDM, ambiguous and incomplete data are usually presented in different
quantitative and qualitative forms. AHP and the FTOPSIS have been merged to formulate
a hybrid approach to assess the costs and benefits associated with operational safety
strategies. In order to evaluate the benefits, such as risk reduction, this chapter also
introduces a novel port operational risk analysis technique incorporating Bayesian
Evidential Reasoning (BER). The contributory findings through the application of the
approach in the real world are twofold. First, the newly proposed approach can deliver
results similar to the ones obtained using the existing safety control decision-making
methods when the input data is completed. The new approach can also provide solutions,
while the traditional ones cannot when the uncertainty in decision input data is high.
Secondly, the most preferred safety control measures are those capable of addressing
both operational efficiency and risk reduction in container terminals, such as automation

solutions.
6.1. Introduction

For many decades, containerised trade has been the fastest growing market segment. The
total volume of containers handled per year has steeply increased and is expected to
continue increasing in the future (UNCTAD, 2013). As a result, container terminals are
continuously challenged to increase their throughput capacity, introducing innovations
regarding its design, material handling equipment, and safety research applications on

container terminal safety operations.

Most of the Decision Making Problems (DMP) in container terminal operation are dealing
with optimisation in transport operations: comparing vehicle types; determining the
number of vehicles; routing; dispatching; collision and deadlock avoidance (Héctor et al.,

2014); terminal operation including deriving and comparing dispatching policies
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(Stahlbock & VoB, 2008; Steenken et al., 2004); port efficiency (Gonzalez & Trujillo,
2009; Panayides et al., 2009); operations management (Meredith et al., 1989); logistics
(Mentzer & Kahn, 1995); and supply chain management research (Sachan & Datta, 2005;
Burgess et al., 2006). Hardly any papers focus on OSP within container terminals. This
chapter presents a new classification scheme using FTOPSIS to ensure the optimal OSP
strategy with respect to the following decision problems criteria: (1) Risk reduction; (2)
Actual benefits in term of operational efficiency; (3) Cost; and (4) Technical difficulties

on OSP strategy application, while the weights of all the criteria is obtained by using AHP.

The ratings of various alternatives versus various aforementioned subjective and
objective criteria and the weights of all criteria are assessed in linguistic variables
represented by fuzzy numbers to resolve the ambiguity of concepts that are associated
with human being’s judgments using the application of AHP and FTOPSIS to provide
solutions for effective risk control and safety management in container ports in real-world

practice.

This research aims to ensure that the OSP in maritime container terminals maximise the
safety measures by offering the best risk-control options and strategies through
developing a number of integrated models under high uncertainty. To achieve this aim,
this chapter is organised as follows. A brief review of the AHP technique is provided in
Section 6.2. An analytical overview of TOPSIS and an extended TOPSIS using FL in
several domains is carried out in Section 6.3. The procedures required for developing
these integrated models with various types of information at various stages through
conducting an appropriate literature review, and human knowledge base and expertise
have been explained in Section 6.4. Section 6.5 describes the methodology of MCDM to
cope with the container terminal OSP decision problem and strategies selection using
AHP-FTOPSIS that can define the positive and negative ideal solutions. Moreover, a
brief introduction of a hybrid BER approach to conduct risk analysis of operations in
container terminals has been provided. A particular test case regarding container terminal
safety performance evaluation is investigated to demonstrate the feasibility of the new
methodology in Section 6.6. Section 6.7 develops a discussion based on the results
obtained. Section 6.8 concludes the chapter. The new approach can provide solutions to
rational selection of risk control measures in situations where the relevant data is

incomplete.
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6.2. Research Background
6.2.1. A brief review on MCDM

The MCDM provides a systematic structured approach for a decision-making process
that involves a decision problem with six elements, to the achievement or best
performance of each decision alternative on criteria defined, which is described by

Malczewski (1999) as follows.

1. Value is something a person cares deeply about.

2. Goal is the formulation of values in a given problem context.

3. Objective is the specification of a goal in terms of the desired property of the
problem solution.

4. Decision Maker is a single person or a group of people, or the whole organisation,
responsible for making decisions.

5. Decision Alternatives are the feasible solutions to a decision problem.

6. Criteria are the basis for evaluating decision alternatives. It has two types: attrib-
utes that measure the performance of an objective/s, and an objective that is a

statement for the desired level of goal achievement.

There are two basic techniques to MCDM approach: MADM and Multiple Objective
Decision Making (MODM).

The MADM technique provides a selection to be made among decision alternatives
described by their attributes. It assumes that the problem has a predetermined number of
decision alternatives based on its attributes, while in the MODM technique the decision
alternatives are not given. Instead, MODM provides a mathematical framework for
designing a set of decision alternatives and once the decision alternatives are identified,
each alternative is judged by how suitable it is in satisfying the objective (Malczewski,

1999).
There are three generic types of MCDM problem as follows:

e Selection is finding a set of decision alternatives to be chosen from.
e Sorting is assigning each alternative to one of the predefined criteria based on
relative differences of decision alternatives along a criterion.

e Ranking is establishing a prioritised list of alternatives.
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It is noteworthy to mention that MADM problems require sorting and ranking, while

MODM problems only require selection.

The process of MCDM begins with identifying the problem and then recognising the

decision problem through a series of steps (Malczewski, 1999) as follows and presented

in Figure 6.1.

Set of criteria/attributes is the evaluation criteria that represent the measures for
achieving those criteria.

Set of alternatives is the nature of decision alternatives to choose from, whether
these potential alternatives are feasible or not.

Criterion scores represent the achievement of decision alternatives on evaluation
criteria.

Decision table represents the collection of criterion scores and thus provides the
basis for the comparison of decision alternatives.

Decision maker preferences are expressed in term of weights that express relative
importance of the evaluation criteria under consideration.

Aggregation functions are the decision rule. They compute an overall assessment
measure of each decision alternative by integrating the decision maker’s prefer-
ences with criterion scores.

Sensitivity analysis tests the stability of an assessment measure of each decision
alternative when weights and criterion scores are varied. If small changes in the
weights or criterion scores produce significant changes in the order of ranked de-
cision alternatives, then the ranking of decision alternatives is sensitive.

Final recommendation is the choice of the most appropriate decision alternatives

In respect to the model presented in this chapter, it has been decided to follow the MADM

technique in MCDM approach because the scope of this research is to select from a

predetermined number of decision alternatives on a set of attributes for a defined

objective.

There are some commonly known methods which use the MCDM approach to make

decisions, which are briefly described in the following subsections.
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Figure 6.1: The process of Multiple Criteria Decision Making (MCDM)

6.3. Development of the MADM model

Yoon and Gyutal (1989) defined MADM as “technical decision aids for evaluating
alternatives which are characterised by multiple attributes”. Most critical situations that
use MADM problems in engineering practice are characterised by both quantitative and
qualitative attributes with various types of uncertainties. In many circumstances, the
attributes, especially in qualitative forms, may only be properly assessed by human
judgment, which is subjective in nature and is inevitably associated with uncertainties. It
is mainly caused by two occurrences; first is a human’s inability to provide complete
judgments, or the lack of information that is referred to as “ignorance” (incompleteness);
second, the vagueness of meanings about attributes and their assessments that is referred

to as “fuzziness” (vagueness) (Guo et al., 2009).

For decades, many MADM methods have been developed due to the two aforementioned
phenomena, AHP (Saaty, 1980) and MAUT (Keeney & Raiffa, 1993; Belton & Stewart,
2002) and others mentioned in the previous sections as well as their extensions (Moore,
1979) especially in the weight evaluation process (Arbel &Vargas, 1992; Islam et al.,
1997). In those methods, MADA problems are modelled using decision matrices, in

which an alternative is assessed on each attribute by either a single real number or an
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interval value. However, in many decision situations using a single number or interval to
represent a judgment proves to be difficult and may be unacceptable. This is because the
information may be lost or distorted in the process of pre-aggregating different types of
information, such as a subjective judgment, a probability distribution, or an incomplete

piece of information (Guo et al., 2009).

Fuzziness or vagueness can be well treated using the fuzzy set theory (Zadeh, 1975;
Carlsson & Fuller, 1996). Regarding the fuzziness of MADA problems, a large
community of researchers have proposed fuzzy MADA methods in the literature, such as
fuzzy hierarchical aggregation methods, conjunction implication methods (Laarhoven &
Pedrycz, 1983; Bellman & Zadeh, 1970; Yager, 1981) weighted average aggregation
methods (Baas & Kwakernaak, 1977; Tseng & Klein, 1992) and weighted average
aggregation with criteria-assessment methods (Yager, 1988). Ultimately, these pure
fuzzy MADA approaches are mostly based on traditional evaluation methods and are

unable to handle probabilistic uncertainties such as ignorance (Guo et al., 2009).
6.3.1. A Brief Review of Analytical Hierarchy Process (AHP)

Conventional techniques such as FTA, ETA, Failure Mode, FMECA and Bow-Tie have
been widely used in reliability analysis of critical systems and have vastly enrich the risk
analysis literature. However, most of the aforementioned approaches have prescribed
setbacks which affect their application for quantitative risk analysis and management due
to their inability to account for uncertainties associated with the system operation. As a
result, methods such as the fuzzy set theory, the AHP and other preliminary assessment
methods are nowadays widely used in many industrial sectors to overcome the previously

drawbacks mentioned (John et al., 2014).

In addition, he AHP technique is suitable for dealing with complex systems that require
making a choice from among several criteria, which provides a comparison of the
considered options, first developed by Saaty (1980). The AHP is based on the subdivision
of the problem in a hierarchical structure and helps to organise the rational analysis of the
problem by dividing it into its smaller constituent parts. The analysis then supplies an aid
to the decision makers, who call for simple pair-wise comparison judgements to develop
priorities and who can appreciate the influence of the considered elements in the
hierarchical structure (Saaty & Vargas, 2012). The AHP is a tool that can give a

preference list of the considered alternative solutions and can be used for analysing
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different kinds of social, political, economic, and technological problems using both

qualitative and quantitative variables (Chang & Chen, 2011).

The fundamental principle of the analysis is the possibility of connecting information
based on knowledge to make decisions or previsions. The different contexts in which the
AHP can be applied include the creation of a list of priorities, the process of choosing the
best policy, the optimal allocation of resources, the prevision of results and temporal

dependencies, the assessment of risks, and planning (Nezarat et al., 2015).

Fundamentally, the AHP works by developing priorities for alternatives and/or the criteria
used to judge the alternatives. First, priorities are derived for the criteria in terms of their
importance to achieve the goal, then priorities are derived for the performance of the
alternatives on each criterion. These priorities are derived based on pair-wise assessments
using judgments, or ratios of measurements from a scale if one exists. Finally, a weighting
and adding process is used to obtain overall priorities for the alternatives as to how they
contribute to the goal. Therefore, this chapter proposes the use of AHP for determining

the weights of the main criteria.

The AHP is used to obtain the various weights of the multi-criterion of the model. The
AHP method is implemented, as it is a comprehensive framework to cope with intuitive,
rational, and irrational data when dealing with multi-objective, multi-criterion and multi-
actor decisions with and without certainty for any number of criteria and/or alternatives.
The FTOPSIS method is used to find the optimal alternative, which is the closest to the
ideal solution and farthest away from the negative ideal solution with a description of
accurate Euclidean distance. Therefore, the combination of the AHP and FTOPSIS
methods provides more informative results in the reliability analysis and decision making

to ensure the optimal OSP strategy.
6.3.2. The Technique for Order Preference by Similarity to Ideal Solution

DMP is the process of finding the best option from all of the feasible alternatives. In day-
to-day life many decisions are being made based on various criteria by providing weight
to each criterion and all the weights are obtained from human judgments. There are not
only very complex issues involving multiple criteria, but there is also the need for all of
the alternatives to have common criteria that clearly lead to more acquainted and better
decisions, in order to get the optimal solution (Aruldoss et al., 2013). The problem

becomes more complex when many criteria are involved for the alternatives. Therefore,
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the MCDM approach pertains to structure and planning problems involving multiple

criteria to solve real world decision problems.

MCDM is a full-grown branch of operation research related to mathematical design and
computational tools, which supports the subjective evaluation of decision alternatives
under a number of performance criteria by a group or a single decision maker (Lootsma,
1999). MCDM uses knowledge from many fields, including mathematics, behavioural
decision theory, economics, computer technology, software engineering, and information
systems. Since the 1960s, MCDM has been an active research area and has produced
many theoretical and applied papers and books (Roy, 2005). MCDM methods have been
designed to designate a preferred alternative, classify alternatives in a small number of
categories, and/or rank alternatives in a subjective preference order. Among numerous
MCDM methods developed to solve real-world complex issues involving multiple criteria
decision problems, TOPSIS continues to work satisfactorily in diverse application areas
(Behzadian et al., 2012). It was originally proposed by Hwang and Yoon (1981) to help
select the best alternative with a finite number of criteria as a simple ranking method in
conception and application. As a remarkable classical MCDM method, the review of
literature revealed that TOPSIS has received a strong interest from researchers and
practitioners and the global interest in the TOPSIS application has grown exponentially

(Shiha et al., 2007; Boran et al., 2009; Behzadian et al., 2012; Aruldoss et al., 2013).

TOPSIS makes full use of attribute information, provides a cardinal ranking of
alternatives, and does not require attribute preferences to be independent (Chen & Hwang,
1992; Yoon & Hwang, 1995). The standard TOPSIS method attempts to choose
alternatives that simultaneously have the shortest distance from the positive ideal solution
and the farthest distance from the negative ideal solution. While the positive ideal solution
maximises the benefit criteria and minimises the cost criteria, the negative ideal solution

maximises the cost criteria and minimises the benefit criteria.

A survey on MCDM methods and its applications conducted by Aruldoss et al., (2013)
indicated that the TOPSIS technique is applied mostly in many applications among other
MCDM methods, such as Elimination EtChoix Traduisant la REalite (ELECTRE), AHP,
Grey Theory and VIKOR. In addition, a literature survey on TOPSIS applications and
methodologies is published by Behzadian et al., (2012) and includes 266 papers published
in 103 scholarly journals since 2000, and discloses that the TOPSIS methodology has

been successfully applied to a wide range of application areas and industrial sectors with
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varying terms and subjects, and intensively applied in the following fields: Supply Chain
Management and Logistics; Design, Engineering and Manufacturing Systems; Business
and Marketing Management; Health, Safety and Environment Management; Human
Resources Management; Energy Management; Chemical Engineering; Water Resources
Management; Medicine; Agriculture; Education; Design; Government; and Sports. The
top two categories are Supply Chain Management and Logistics, and Design, Engineering
and Manufacturing Systems, containing with over 50% of the total published applications,
while few applications have been devoted to Chemical Engineering or Water Resources
Management. However, MCDM requires a broader emphasis on interdisciplinary and

social decision problems.
6.3.3. A brief review of extended TOPSIS using fuzzy logic

The conventional TOPSIS method applies the criteria weights and the alternatives ratings
as crisp values. However, in practical situations it is often difficult and very challenging
for decision makers to evaluate the precise weights of criteria and the ratings of
alternatives under investigation. Therefore, an extended FTOPSIS approach was
developed, which incorporated FL that uses linguistic variables represented by fuzzy
numbers to address the imprecision that is inherent with the evaluation problems of
complex and interdependent systems (Kuo et al., 2006; Yang & Hung, 2007; Chen &
Tsao, 2008; Ashtiani et al., 2009; Ebrahimnejad et al., 2009; Roghanian et al., 2010;
Aydogan, 2011; Jolai et al., 2011; Awasthi et al., 2011; and Yang et al., 2011).

Mentes and Helvacioglu (2012) proposed a fuzzy multiple-attribute decision support
model for the selection of the most appropriate spread mooring system. The model was
developed using fuzzy AHP and FTOPSIS methods for selecting the spread mooring
system of gas companies situated near Yarimca on the Eastern Marmara Sea Region of
Turkey. Lavasani et al., (2012) developed a fuzzy multi-attribute decision making
(FMADM) method for ranking offshore well barriers’ systems. The research uses fuzzy
AHP and FTOPSIS for treating the well barriers as group decision-making problems in a

fuzzy environment.

Singh and Benyoucef (2011) proposed a FTOPSIS technique with a mechanism for
determination of fuzzy linguistic value attributes using an entropy method to enumerate
the weights of various attributes without involvement of decision makers, while Liao and

Kao (2011) proposed an integrated FTOPSIS and Multi-Choice Goal Programming
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(MCGP) approach to solve the supplier selection problem. Torlak et al., (2011) used a
FTOPSIS multi-methodological approach in the Turkish domestic airline industry to

facilitate the selection/evaluation problem.

Many researchers with numerous studies attempting to handle this impression and
subjectivity have been carried out by means of FTOPSIS (Chen, 2000; Jahanshahloo,
Lotfi, & Izadikhah, 2006; Wang & Lee, 2007; Yang et al., 2009; Yang et al., 2011). This
is mainly because fuzzy logic provides the flexibility needed to represent the ambiguous
information resulting from the lack of data or knowledge, whereas TOPSIS can
reasonably deal with the multiplicity of criteria. Chen (2000) used extreme fuzzy numbers
(1, 1, 1) and (0, 0, 0) as basic elements of defining the Fuzzy Positive Ideal Solutions
(FPIS) and Fuzzy Negative Ideal Solutions (FNIS) in FTOPSIS. The advantages of
Chen’s (2000) approach can be listed as follows:

i.  The logic is rational and understandable.
ii.  The computation processes are straightforward.
iii.  The synthesis of multiple expert assessments is taken into account.
iv.  The concept of newly defined positive and negative ideal solutions based on (1,
1, 1) and (0, 0, 0) permits the pursuit of the best alternatives for each criterion
depicted in a simple mathematical form.

v.  The importance weights of criteria are incorporated into the decision procedures.

However, the method has potential problems, including the following (Deng et al.,

2000; Kuo et al., 2006; Lin & Chang, 2008; Wang & Lee, 2007; Yang et al., 2011):

i.  Fuzzy ratings of cost criteria must not include zero values.
ii.  Single linguistic variable assessment constrains the flexibility of using expert
knowledge.

iii.  Both quantitative and qualitative data requires to be expressed using the pre-de-
fined fuzzy ratings and consequently, information may be lost in the transfor-
mation process.

iv.  Evaluation results may be affected by the inter-dependency of criteria and incon-
sistency of subjective weights.

v.  Multiplication between fuzzy ratings and weights will produce approximate (in-

stead of precise) triangular fuzzy numbers.
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vi. A crisp relative closeness for each alternative provides only one possible solu-
tion to a fuzzy MCDM problem, but cannot reflect the whole picture and all of

its possible solutions.

A wide range of studies managing incomplete information and linguistic modelling have
been proposed in the literature to deal with the above drawbacks, such as Alonso et al.,
(2009), Cabrerizo et al., (2010), and Xu (2007). Although showing much attractiveness
by providing better solutions to dealing with imprecise and incomplete information for
MCDM, the previous research involved complex algorithms that might mathematically

burden the users in real-world applications.

Yang et al., (2011) proposed an approximate FTOPSIS to facilitate the development of a
reliable vessel selection model under a fuzzy environment. The research uses the concept
of belief degrees to increase the flexibility and confidence of experts in evaluating the
performance of each alternative to model the system and overcome some of the
aforementioned drawbacks when using classical FTOPSIS methods. Furthermore,
objective quantitative data is directly used as input via a linear normalisation programme
to avoid information loss in the inference process and different positive and negative ideal
solutions for benefit and cost criteria will also be defined to eliminate the influence of
zero values associated with cost criteria and to avoid the necessity of normalising the

decision matrix.
6.4. Development for Modelling OSP in Container Terminals

Integrating safety performance into the design and operation of container terminals
systems can be potentially costly (Mansouri et al., 2009). However, experience has shown
that severe disruptions driven by HEs occurrence could lead to a long term consequence
and subsequently losing the entire service delivery. Therefore, decision makers encounter
a high level of strategic decisions that involve uncertainty and major resource
implications regarding investment in appropriate OSP strategies that aim at bolstering the

effectiveness of their operations.

The evaluation of cost-effectiveness in this respect requires systematic and efficient cost-
benefit analysis based on the utilisation of a risk management algorithm which takes into
account the complex and operational uncertainty of the system (Wang & Trbojevic, 2007).

More importantly, the decision processes are challenging due to the fact that numerous
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events need to be considered and a major source of decision complexity is the inter-

relationship among choices.

Strategic decisions’ selection involves different levels of granularity and conditions for
achieving an optimum level of strategic decisions on capital systems, such as container
terminals, through an understanding of the system and the attributes influencing their

performance (Mostashari et al., 2011).

Consequently, exploring different decision-making processes for structuring a robust and
flexible decision making approach based on a wide range of elements related to
infrastructural design, planning, and management helps to optimise the operational

efficiency of the systems (Omer et al., 2012; Rao & Davin, 2008).

Since the main objective of any collaborative decision-making process is to obtain the
optimum combination of criteria for rational decision making, effort needs to be tailored
towards identifying, developing, and structuring those criteria that influence alternatives
selection in an effective manner. The selection of the best alternatives enhances the

container port OSP under high uncertainty.
6.4.1. Data collection methods

This research aims to obtain the optimal container port safety performance plan selection
through developing a number of integrated models under high uncertainty. It classifies
the goals and scope of the problem, and obtains relevant information through a robust
literature review and brainstorming session with the various experts involved in container
terminals operation. Different data are needed for identifying, analysing and developing
such models, so as to integrate them into one strategic safety performance approach. The
selection of Risk Reduction (RR) criterion that was obtained by incorporating BER

approach results from chapter 3 and 4 is one of the benefits criteria.

The data collection method in this study, adopting both qualitative and quantitative data
sets, namely experts' judgements, in which different survey questionnaires (in the form
of a comparison matrix) were given to experts to ascertain their expert judgments. These
questionnaires use qualitative linguistics variables to help experts to express their
judgements easily under uncertain environments. Then, the obtained linguistics variables
were transformed into quantitative data in the form of triangular fuzzy numbers to be used

in the implementation procedures. Some other criteria use quantitative data sets that were
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obtained by examining the investigated container terminal records, such as cost and RR

that are normalised and assigned directly to the model.

With respect to cost, the investigated terminal offered their financial records related to
some alternatives that had already been implemented, which were used to rate the
alternatives with respect to the quantitative cost criteria in this study. The needed data for
other alternatives that was introduced by this research, namely the automation solutions,
are collected by a careful literature review carried out and presented in a brainstorming

session with a group of domain experts and by survey questionnaires.
6.4.2. Experts selection

The preliminary study of determining the criteria and alternatives took place in July 2015
in the United Kingdom, with seven safety/security officers, port managers and scholars.
Moreover, in September 2015, another meeting took place in the Kingdom of Saudi
Arabia with four safety/security officers and port managers to further study the
investigated data set. The experts selected, based on their experience which is shown in

Section 3.3.2, Table 3.3.
6.5. Methodology for Modelling OSP Strategies in Container Terminals

The main procedure for the AHP-FTOPSIS method can be described in a stepwise manner

as follows.

1) Estimate RR criterion using the BER approach.

2) Identify the alternatives and other criteria.

3) Evaluate the ratings of alternatives with respect to each criterion.

4) Normalise the ratings of alternatives with respect to the quantitative criteria.
5) Calculate the weights of all criteria using an AHP approach.

6) Define FPIS and FNIS with respect to benefit and cost criteria.

7) Calculate the distance Closeness Coefficients (CCs) of all alternatives.

8) Determine the weighted distance CCs of all alternatives.

9) Calculate the CCs of all alternatives.

10) Model validation.
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6.5.1. Estimate the RR criterion using BER approach

Port operational risk analysis models incorporating BER produced for collaborative
modelling in chapters 3 and 4 of this thesis can be used as a transitional object or
complement object (i.e., criteria used to provide cognitive decision support such as risk
reduction and overall system risk assessment) for this analysis. This allows decision
makers to integrate their previous risk assessment of the system elements and share their
strategic concerns, increase their understanding of the system, and appreciate the potential
impact of different alternatives before subsequently arriving at a decision for OSP

improvement and management of the system.

The identification of the DMP is based on the 24 HEs investigated in chapter 3 of this
research, in which the significant HEs were identified through a careful literature review,
and human knowledge base and expertise with reference to Section 3.3.2. All 24 HEs
were evaluated on two stages; in the first stage, the specific risk estimations for each HE
were evaluated locally by using the FRBN method introduced in chapter 3 (Alyami et al.,
2014), while in the second stage, by assigning the results obtained from BN, they were
evaluated globally by calculate their risk influence to a port’s safety system using FRBER
introduced in chapter 4 (Alyami et al., 2016). The risk evaluation for HEs using BER
provided a panoramic view of container operation risk management by assessing the HEs
risk and ranking them accordingly, and estimating the RR that allows decision makers to

enhance their OSP by implementing the best RCOs for each DMP.
6.5.2. Identify the alternatives and criteria

The first step is setting up a decision-making matrix format by assigning the relevant
alternatives and criteria associated with a decision scenario that are appropriately
identified and expressed. The alternatives are a set of actions that are required in order to
achieve the decision objective. The set of criteria are used as functions that distinguish
the alternatives. The decision-making target is to prioritise all alternatives by assessing

them using input data with respect to each criterion.

The decision processes often require both qualitative (i.e., vague information based on
subjective judgments) and quantitative (i.e., databases or objective calculations) data and,
in order to avoid the loss of information in the transformation between data with different

natures, it is beneficial to develop a framework that is capable of accommodating both
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data sets. Therefore, the established decision-making matrix format D can be expressed

as follows:
X X; X,
A.l [X1‘1 )‘(1j Xin 1
D= AL X.;1 )%ij ){in (6.1)
A U Xy Ko
where 4;,1=1, 2, . . ., m represents the alternatives considered; X;, j=1,2,...,n

means the qualitative or quantitative criteria used to determine the performance of

alternatives; X;; indicates alternative ratings, which can be described by either a

triangular fuzzy number X;= (ai i bij, ci j) or a real number X;
6.5.3. Evaluate the ratings of alternatives with respect to each criterion

It is beneficial to collect raw data as precisely as possible, therefore, the ratings of
alternatives can be evaluated by different sets of linguistic variables used to describe the
individual criteria, when the relevant objective data is unavailable. Fuzzy set theory is
well-suited to model such subjective linguistic variables and deal with the discrete
problem. Decision makers use the predefined linguistic rating variables in Table 6.2 to
evaluate the alternatives with respect to each criterion (Chen, 2000; Chang et al., 2012).
The sets of questionnaires presented in Appendix [I-2 were prepared and implemented.

Table 6.1: FTOPSIS Linguistic variables and their TFN Values

Linguistic Terms TFN
Very High (VH) (0.75, 1.0, 1.0)
HIGH (H) (0.5,0.75, 1.0)
MEDIUM (M) (0.25,0.5,0.75)
LOW (L) (0.0,0.25,0.5)
Very LOW (VL) (0.0, 0.0, 0.25)

Once fuzzy alternative ratings are obtained, they require to be transformed into the form
of Triangular Fuzzy Numbers (TFN) for further analysis in the FTOPSIS framework.
Both the performance score (x) and the membership degree (i) are in the range of 0

and 1 as presented in Figure 6.2.
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Figure 6.2: Membership degree for Linguistic Rating

Triangular fuzzy numbers are usually used to describe the linguistic variables based on a
common interval [0, 1] due to their easiness (Yang et al., 2011). Various evaluations
based on triangular fuzzy numbers can be appropriately modelled, transformed and
expressed by the predefined linguistic variables using a Max—Min fuzzy similarity
function (Liu et al., 2005). In this process, a linear utility function (Yang et al., 2009) is
often used to transform the fuzzy number definitions of different sets of linguistic
variables based on various universes onto the common space [0, 1] to convert linguistic
evaluations into TFN and aggregate the fuzzy ratings and weights from multiple decision
makers. Assume that K experts are involved into the MCDM analysis. Then the
importance of the criteria and the rating of the alternatives with respect to each criterion

can be calculated as follows.
Xij = %[YEJH) (DXL (DXL (6.2

where X ,1] is the ith alternative rating with respect to the jth criterion and the importance

weight of the jth criterion is estimated by the /th (1 € K) from Equation 6.1.

6.5.4. Normalise the ratings of alternatives with respect to the quantitative

criteria

The linear scale function is used to transform the quantitative criteria scales into a
comparable scale to avoid the complicated normalisation formula used in classical
TOPSIS. The feasibility of the linear function is evidenced and supported by the fact that
all the criteria in TOPSIS are categorised into either the benefit or cost group having a
single direction distribution feature (Yang et al., 2011). Therefore, the normalised

decision matrix denoted by R can be obtained as follows:
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R=]| (6.3)

5] e

where 7;; can be any of 77, representing the normalised ratings of the alternatives with

respect to quantitative criteria. The quantitative ratings can be computed as

1%
= =1
rijcost - )?ij (64)
V*
= —
rijBenefit - )?ij (65)

where 17]* and 17]_ are the highest and lowest values obtained of the jth quantitative

criterion.

It is noteworthy that fuzzy alternative ratings do not require further normalisation given
that they have been defined on a common interval [0, 1] by normalising their original
universes and the averaged ratings matrixes of alternatives with respect to the criteria that

can be obtained. That is, 7;; = X;;, where ;; means the normalised fuzzy rating of the ith

alternative evaluation with respect to the jth criterion (Yang et al., 2011).
6.5.5. Calculate the weights of all criteria using an AHP approach

The classical FTOPSIS technique takes into account the importance weights of criteria,
however, it does not provide the assurance of the assessment consistency between
decision criteria (Nezarat et al., 2015). An AHP approach (Saaty, 1980) is well suited to
measuring the relative weights between the criteria and increasing the reliability of
expert’s assessment through the investigation of the consistency ratio of all pair-wise

weight comparisons.

The AHP procedure to calculate the relative weights of criteria can be described in a series

of steps as follows (Lee et al., 2008):

1. Pair-wise comparison.
1. Estimate the relative weights.
I11l.  Check the consistency.
1IV.  Obtain the overall rating.
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I. Pair-wise comparison

It first requires the pair-wise weight assessments matrices between the criteria at the same

level of a decision hierarchy as follows:

[1 L . |
W2 Wn
a7 02
A= {W1 . _ Wn j (6.6)
Wn W;l ' )
wow, T

where A = comparison pair-wise matrix,
w1 = weight of element 1,

w2 = weight of element 2, and

wn = weight of element n.

In order to determine the relative preferences for two elements of the hierarchy in matrix
A, an underlying semantical scale is employed with values from 1 to 9, as shown in Table

6.3.

Table 6.2: The Relational Scale for Pair-wise Comparisons

Scale of importance | Preferences expressed in linguistic variables
1 Equally important
3 A little important
5 Important
7 Very important
9 Extremely important
2,4,6,8 Intermediate values of important

I1. Estimate the relative weights

Let I ; be the relative importance judgement on the pair of the same level criteria C; and
Cy by the Ith expert. Then the synthesised pair-wise weight comparison between Cjand

Ci from k experts can be calculated as:

Iie = 2 liea (4 e OV (F) oo (F)ere] (6.7)
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Next, an approximation of the jth criterion weight can be computed as follows (Pillay &

Wang, 2003):

(6.8)

I11. Check the consistency

The AHP method provides a measure of the consistency for pair-wise comparisons by
introducing a Consistency Ratio (CR) (Nobre et al., 1999). In this step, the consistency
of matrices is checked to ensure that the judgments of decision makers are consistent and
some pre-parameter is needed. First, the Consistency Index (CI) is calculated as:

n Zj=1Wjlkj

j=1 Wi _n

Cl = n (6.9)

n-1

The CI of a randomly generated reciprocal matrix shall be called to the Random Index

(RIx) provided by Saaty (1980) shown in Table 6.4.

Table 6.3: Random inconsistency indices (Saaty, 1980)

MatrixSize) | 2 3 4 5 6 7 8 9 10
RIx | 0 058 09 1.12 124 132 141 145 149

The last ratio that has to be calculated is the CR. Generally, if the CR is less than 0.1, the
judgments are consistent, so the derived weights can be used (Yang et al., 2011). The

formulation of CR is as follows:

CR =L (6.10)

" RIx

IV. Obtain the overall rating

In the last step, the relative weights of decision elements are aggregated to obtain an
overall rating for the alternatives as follows (Vahidnia et al., 2008):

we=STwiwt i=1,..,n (6.11)

where W= total weight of site i,

S:

w;;= weight of alternative (site) i associated to attribute (map layer) j,
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Wja: weight of attribute j,

m = number of attribute, and

n= number of site.
6.5.6. Define FPIS and FNIS with respect to benefit and cost criteria

FPIS is defined as the vector involving the best normalised scores for each criterion and
FNIS is defined as the vector involving the worst normalised scores for each criterion. In

this study, FPIS and FNIS are defined as follows:

%
A = rl*,r]-*, N

A= r{,rj—, N

where if B and C indicate the sets of Benefit and Cost criteria respectively, then
7= (1,1,1) ,+=(0,0,0) (jeB) and
7=0,0,0) rv=(1,1,1)  (jec) (6.12)
6.5.7. Calculate the distance CCs of all alternatives

Since the FPIS is (1,1,1) and FNIS is (0,0,0) the calculation of the distance CCs of all
alternatives can be calculated by deducting the FPIS from averaged ratings matrixes of
alternatives with respect to the criteria for B category criteria and deducting the averaged

ratings matrixes of alternatives with respect to the criteria from FNIS.
6.5.8. Obtain the weighted distance CCs of all alternatives

This is achieved by multiplying the distance CCs of all alternatives by the weights of the

criteria obtained in step 1V.
6.5.9. Calculating the CCs of all alternatives

In order to rank all the alternatives, the alternative with the highest CCi is the best
alternative (shortest distance to the best condition and longest distance to the worst

condition):

CCi=-4 i=12,...m  (6.13)
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6.5.10. Model validation

The soundness of the model is validated through a sensitivity analysis test to ensure its
applicability and reliability for OSP in container terminal applications. Sensitivity
analysis refers to analysing how sensitive the result would be (i.e., outputs) to minor
change in inputs. Sensitivity analysis is conducted by increasing the weight of each
criterion individually according to the results obtained from AHP implementation, then
FTOPSIS steps are performed and the new results are observed for decision-making

processes (Chang et al., 2007; Buyukozkan & Cifci, 2012).

The final output results are dependent on the subjective judgements of the decision
makers, and sensitivity analysis is an essential aspect that would reflect different views
on the relative importance of the best solution for specific HE that provide managerial
focus during container operation on safety and system performance. A slight
increment/decrement in the weight associated with criterion will certainly result in the
effect of a relative increment/ decrement in the CCs of the criterion variable and the
alternatives ranking output accordingly, therefore, a careful review of the weights is
recommended, if the ranking order is highly sensitive to small changes in the criteria

weights.

In order to determine the sensitivity, the weight associated with one criterion is increased
separately by 10%, 20% and 30%, respectively. It is noteworthy to mention that for
increasing the criterion weight by “m”, simultaneously the weights associated with other
criteria are decreased by “m” to compensate the increment percentage on the increased
criterion. However, if the weight is becoming less than “m”, then the remaining weight

can be divided on the remaining criteria and this process continues until "m" is consumed.
6.6. A real case study on container port operational safety performance (OSP)

The procedure shown in Section 6.5 was applied on an anonymous container terminal in
the real world that was selected to conduct a case study to demonstrate the feasibility of

the proposed AHP-FTOPSIS method.
6.6.1. Estimate RR criterion using BER approach

The HEs associated with container terminal operations may vary, depending on the
unique safety characteristics of an individual container terminal. For the investigated

container terminal, the specific RE for each HE was evaluated locally by applying the
161



FRBN method introduced in chapter 3 (Alyami et al., 2014) and the results are shown in
Table 6.5 indicating that HE.4 is the most significant event followed by HE.5, HE.6,
HE.15, and HE.1 respectively.

Table 6.4: Risk ranking index values of hazardous events (HEs)

(Alyami et al., 2014)

Risk Estimation

Ranking
HE# HEs Low | Medium | High
Index
L Collision between Terminal Tractor 85 25 66.5 691

(TT) and trailer

5 Collision between Rubber-Tired 17.75 2595 57 597

Gantry (RTG) crane and trailer.

3. Collision between TT and RTG. 19.56 18.12 62.32 64.3

Collision between quay crane and 13.25 13.25 735 75

ship.

S Collision between two quay cranes. 18.75 8.5 72.75 73.8

6. Crane breakdown due to human 235 55 71 71.8

€rror.

Moving the crane without raising the 2475 975 65.5 66.7

boom of the gantry crane.

Leakage/ emission of dangerous

8. 41 11.25 47.75 49.3
goods from a container.

9, Ignition sources from equipment 35 275 375 40.6
near dangerous goods premises.

10, Person falls from height due to being 55 2775 51.75 543
too near to unprotected edges.
Person falls from height due to non-

1. provision / maintenance of safe 19 21 60 62.3
access between adjacent cargo bays.

12, Working on surfaces that are not 73 185 535 60.6

cven.
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Person slips, trips, and falls whilst

13. working on surfaces with presence of 22 11.25 66.75 68.1
leaking cargo.
Person slips, trips, and falls whilst

14. working on surfaces with presence of 25 15.25 59.75 61.5
water/ ice.

15, Person slips and falls whilst working 2395 2.5 6825 69 3
on surfaces with presence of oils.

16. | Person struck by falling object/s. 28.5 225 49 SLS

17, Person handling dangerous goods in 435 125 44 457
container that has not been declared.

I8. | Person struck by quay crane. 44.5 7.75 47.75 49

19. | Person struck by TT. 45.24 16 38.75 40.8

20. | Person struck by RTG. 43.5 15.75 40.75 49

21. | Person struck by trucks. 38.5 22 39.5 42

2. Person crushed against a fixed object 41 16.25 4775 44.8
and ship / terminal structure.

3 Person crushed against a fixed object 3775 2395 39 417
and stacked containers.

24, Person crushed by closing the twin 53 16.25 30.75 379
lift container spreaders.

Next, assign the RE results of each HE obtained from the FRBN method into the
hierarchical structure depicted in Figure 4.2 to evaluate their RI to a port’s safety system
globally. As a result, by applying FRBER in chapter 4, the RI can be described in a form
of linguistic grades with DoB values of 60.37 High, 10.56 Medium, and 28.89 Low, and
can be transformed to a utility value as 0.6172, which indicates that the RI for the
investigated container terminal is consider to be high and would jeopardise the terminal
operations. A series of unique sensitivity analysis tests in chapter 4 (Alyami et al., 2016)

reveals the HEs that have greater risk influence than others do, and that HE.9 is the most

significant event followed by HE8, HE6, HE7, HE16 and HE17.
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Based on the results obtained from applying the BER method in Alyami et al., (2014;
2016) it is obvious that HE.6 has a great risk influence on the port OSP in both locally
and globally risk management perspective (i.e. it is ranked as the second most significant
HE in FRBN and as third most significant HE in FRBER. Therefore, HE.6 was assigned
as the DMP in this study that needs to be addressed.

The RR criterion needs to be estimated using the BER approach before the AHP-
FTOPSIS process. Therefore, the DMP (i.e., “HE6 Crane break down due to human error”)
is re-evaluated after implementing the alternatives by using the BN approach in order to
obtain the updated RE. Next, the RR can be calculated by subtracting the updated RE
from the original RE obtained in chapter 3. The second stage commences by assigning
the new RE for DMP in a form of linguistic grades with DoB to re-estimate the RI globally
by using the FRBER approach in chapter 4 (Alyami et al., 2016). Consequently, the RI

values for DMP after implementing the alternatives are obtained and RR is calculated.

Taking the RR for A1l as an example, First, with reference to FRBN in chapter 3, Section
3.4.3.1, Section 3.4.3.2 and Section 3.4.3.3, the experts are asked to express their
judgment and reassess DMP (i.e.HE6) after implementing A1, the feedback received from
the experts is first combined (by conducting an average calculation) to produce DMP
input values in terms of the four risk parameters. Next, Given the Equation 3.4, the prior
probabilities of the four nodes can be obtained and converted to obtain p (RA|Li, Cj, Pk,
1l) then the RE (i.e. Risk Evaluation) of DMP can be calculated using Equation 3.5 as p
(Rh) = {(93.89% Low, 0.94% Medium, 5.17% High)}. Equation 3.6 is used to calculate
the risk ranking index value of DMP as 6.2 (= 93.89% x 1 +0.94% x 10 + 5.17% x 100).
The calculation can be computerised using the Hugin software. It can be noticed that the

local risk of HE6 as is reduced from 71.8 to 6.2 after applying A1 as shown in Table 6.6.

Table 6.5: RR on DMP by implementing A1

Impact of Original
the HE on risk from
S ailure) | ilures boing | Conseauences | LS | New
ALTERNATIVE Experts i -
P Likelihood undetected severity of port RE
operational
systems Risk
H|M]| L H M L H| M L H| M]|L Reduction
A 201 25| 55 10 | 25 65 35 0 65 151 25| 60
Hirine hichl B 201 25| 55 15 25 60 20 | 20 60 20 |1 20 | 60
lrllr.lfg dlg y C 2515|6025 25| 50 | 30| 5 | 65 |25 2530
qualihied crane D 30 | 15 55] 20 [ 15| 65 |20 | 10] 70 |30 0 | 70| 62
driver B
rior
201 25| 55 10 | 25 65 35 0 65 15| 25| 60 .
Probability ’ 05.6
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It is clearly observed that the risk inference decreased dramatically after implementing

Al, from 71.8 to 6.20, and the RR can be calculated as 65.6. Similarly, the new RE and

RR for DMP after implementing the other alternatives are presented in Table 6.7.

Table 6.6: RR on DMP by implementing the alternatives

. New Risk Risk
A# Alternatives Implemented Evaluation | Reduction
Al | Hiring highly qualified crane driver 6.20 65.6
A2 | Hiring qualified crane driver 23.47 48.33
A3 | Requiring situation awareness training 24.82 46.98
programme for quay crane drivers
A4 | Requiring situation awareness training
. 28.7 43.1
programme for yard crane drivers
A5 | Requiring situation awareness training 1959 5791
programme for transportation drivers
A6 | Requiring intensive safety and security checks 22.09 49.71
A7 | Requiring intensive crane maintenance 15.23 56.57
programme
A8 | Appling automated crane operations on quay area 9.18 62.62
A9 | Appling automated crane operations on yard area 7.19 64.61
A10 | Appling aqtomated crane operations on 9.04 62.76
transportation area
All | Appling fully automated crane operations 3.81 67.99

Second, with reference to CTOS model using ER in chapter 4, Section 4.4, the new RE

for HE6 is updated in Table 4.1. Next, assigning the RE of all other HEs in the hierarchical

structure to be synthesised and aggregated collectively by using the ER algorithm. The

IDS is a general-purpose multi-criteria decision analysis tool implementing the ER

approach. As a result, the RI (i.e. Risk Index) for CTOS can be described in a form of
linguistic grades with DoB values of 51.49 High, 10.66 Medium, and 37.85 Low and the

utility value is calculated using Equation 4.22 as 0.5682. it can be noticed that the global

risk inference of HE6 among other HEs is reduced from 0.6172 to 0.5682 after applying
Al as arisk control option. Finally, the RR can be calculated as 0.049 (=0.6172 —0.5682).

Having obtained the RR for HE6 after applying the alternatives, it is normalised using

Equation 6.5 as shown in Table 6.8.

Table 6.7: RR on DMP by implementing A1

A# DMP RI RR Normalised RR
Al 0.5777 0.0490 0.9533
A2 0.6 0.0172 0.3346
A3 0.6378 0.0195 0.2860
A4 0.6369 0.0069 0.1342
A5 0.5905 0.0267 0.5195
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A6 0.5989 0.0183 0.3560
A7 0.6204 0.0220 0.6128
A8 0.576 0.0412 0.8016
A9 0.5771 0.0401 0.8132
Al0 0.5751 0.0421 0.8191
All 0.5658 0.0514 1

6.6.2. Identify the alternatives and other criteria

In order to derive the other criteria and their assessment grades, this step of the analysis
involves a structured interview that has been conducted and presented to the
safety/security officers and port managers, previously introduced in Section 6.5.2. A
careful literature review is carried out and presented in a brainstorming session with the
same group of experts to identify the most suitable criteria and the most preferred safety
control measures capable of addressing both operational efficiency and risk reduction in

container terminals such as automation solutions alternatives.

As a result, the hierarchy is constructed in Figure 6.3 with four levels of criteria and
eleven alternatives. The RR criterion estimated in the previous step from incorporating

results obtained with BER approach, is included as one of the benefits criteria.
The eleven alternatives can be listed as follow:

Al Hiring highly qualified crane driver

A2 Hiring qualified crane driver

A3 Requiring situation awareness training programme for quay crane drivers
A4 Requiring situation awareness training programme for yard crane drivers
A5 Requiring situation awareness training programme for transportation drivers
A6 Requiring intensive safety and security checks

A7 Requiring intensive crane maintenance programme

A8 Appling automated crane operations on quay area

A9 Appling automated crane operations on yard area

A10 Appling automated crane operations on transportation area

A1l Appling fully automated crane operations

166



Hiring Highly Qualified
Crane Driver

Hiring Qualified Crane
Driver

Regulating Situation
Awareness Training
Risk Reduction program for Quay crane

drivers

Regulating Situation
Awareness Training
program for yard crane
drivers

Actual Benefits in
term of Operational
efficiency

Regulating Sitation
Awareness Training
program for transportation
drivers

HEG6: Crane break down Regulating Intensive

due to human error Safety and Security
Checks

Cost
Regulating Intensive
Crane Maintenance
program

Applying Automated
Crane operations on quay
area

Technical
Implementation
Difficulties

Applying Automated
Crane operations on yard
area

Applying Automated
Crane operations on
transportation area

Applying fully Automated
Crane operations

Figure 6.3: Hierarchical structure of container port operational safety performance

The criteria and alternatives that are critical to enhancing the container port OSP are
assigned based on expert opinions and/or through a careful literature review as described
in Table 6.9.
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Table 6.8: Referencing alternatives and criteria

Type of
Reference Reference
Risk Reduction Experts
Actual Benefits in term of
Experts

Operational efficiency

Crane operations

Criteria Literature and Mansouri et al., 2010;
Cost (£) Experts Vugrin et al., 2011
Technical Implementation
Difficulties Experts
Hiring Highly Qualified Literature and | 11,0, 1977; HSE, 2014
Crane Driver Experts
Hiring Qualified Crane Literature and ILO, 1977; HSE, 2014
Driver Experts
Regulating Situation
Awareness Training Literature and
program for Quay crane Experts
drivers
Regulating Situation .

Awareness Training Literature and Hetherington et al.,
program for yard crane Experts 2006
drivers
Regulating Situation
Awareness Training Literature and
Alternatives | program for transportation Experts
drivers
Regulating Intensive Safety Experts
and Security Checks
Regulating Intensive Crane Experts
Maintenance program
Applying Automated Crane Literature
operations on quay area
Applying Automated Crane Literature
operations on yard area Hoshino and Ota,
Applying Automated Crane _ 2007
operations on transportation Literature
area
Applying fully Automated Literature

The criteria used for the selection procedure are divided into two main categories: cost
(C) (the lower the value, the more effective the alternative) and benefit (B) (the higher

the value, the more resilient or effective the alternative) as described in Table 6.10.
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Table 6.9: The Criteria for container port operational safety performance

Criteria | Description of criteria Type of Definition Category
Assessment
Enhance the safety by
C1 Risk Reduction Real Data | evaluating HEs and estimate B
the risk inference.
Improvement on operational
Actual Benefits in term | Linguistic | efficiency (i.e., TEU
C2 . . . B
of Operational efficiency | Assessment | movements, crane turning
journey, etc.)
3 Cost (£) Real Data Capital .requlred to apply the C
alternative.
Techmcal' Linguistic The gblhty of applylng the
C4 Implementation Assessment required alternative C
Difficulties accurately and dependably.

6.6.3. Evaluate the ratings of alternatives with respect to each criterion

In order to effectively evaluate the alternatives, the criteria assessment grades (i.e.,

linguistic variables or numerical grades) have been obtained in the interview process.

They have been set in a way that the experts can feel confident in using their domain

knowledge as previously discussed in Section 6.5.3. Each subjective criterion is assessed

with respect to each alternative by a group of four experts in leading port in KSA (i.e.,

experts number 7, 8, 9, and 12 in Section 6.4.1) using the linguistic terms in Table 6.2.

while the RR criteria (i.e. C1) is obtained from Section 6.6.1. The assessments of all

alternatives with respect to both qualitative and quantitative criteria are presented in Table

6.11.
Table 6.10: Assessments of alternatives with respect to criteria
Alternatives Experts C1 C2 C3 C4
Expl VH L
Exp2 H VL
Al Exp3 0.0490 VI 27000 L
Exp4 VH L
Expl VH VL
Exp2 H L
A2 Exp3 0.0172 VH 20000 L
Exp4 H L
Expl H L
Exp2 VH VL
A3 Exp3 0.0147 VH 20000 L
Exp4 VH L
Expl VH VL
Exp2 VH L
A4 Exp3 0.0069 T 15000 L
Exp4 VH L
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Expl VH L
Exp2 H L
AS Exp3 0.0267 T 30000 L
Exp4 VH VL
Expl VH VL
Exp2 H L
A6 Exp3 0.0183 VI 25000 L
Exp4 VH L
Expl VH M
Exp2 VH L
A7 Exp3 0.0315 VH 95000 M
Exp4 VH M
Expl VH H
Exp2 VH VH
A8 Exp3 0.0412 VH 300000000 T
Exp4 VH H
Expl VH H
Exp2 VH VH
A9 Exp3 0.0418 VI 300,000,000 0
Exp4 VH H
Expl VH H
Exp2 0.0421 VH VH
A10 Exp3 VH 200,000,000 T
Exp4 VH H
Expl VH H
Exp2 VH VH
All Exp3 0.0514 VH 500,000,000 T
Exp4 VH H

6.6.4. Normalise the ratings of alternatives with respect to the quantitative

criteria

There are two criteria that need to be normalised then transformed to TFN, namely, cost
and RR. As previously mentioned in Section 6.5.4, some ratings of alternatives with
respect to the cost quantitative criteria were used and need to be normalised. Therefore,
all objective cost criteria were normalised by using Equation 6.4, where, the objective

criteria (i.e., RR) were normalised by using Equation 6.5.

With respect to the cost criterion, all values obtained are British Pound Sterling (BRP £)
units in one year. The values of cost and RR criteria with the normalised values are

presented in Table 6.12.
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Table 6.11: Normalised values for cost and RR criterion

Cost per year £ | Normalised Cost RR Normalised RR
27000 0.56 0.0490 0.95
20000 0.75 0.0172 0.33
20000 0.75 0.0147 0.38
15000 1 0.0069 0.13
30000 0.5 0.0267 0.52
25000 0.6 0.0183 0.36
95000 0.1579 0.0315 0.43

300000000 0.00005 0.0412 0.80
300000000 0.00005 0.0418 0.81
200000000 0.000075 0.0421 0.82
500000000 0.00003 0.0514 1.00

After normalising the objective criteria, other subjective criteria are directly transformed

to TFN and all the matrixes are averaged. Taking A1 for example, Table 6.13 shows the

normalised objective criteria and the transformed criteria in the form of TFN.

Table 6.12: Normalised ratings of alternatives with respect to the criteria

Alternatives | Experts C1 C2 C3 C4
Expl [095[0.95[095]0.75]1.00] 1 ]0.6/0.6]0.6| 0 |0.25]0.50
Al Exp2 [095[0.95]095]050[0.75|1]06]0.6]06]|0]0.00]0.25
Exp3 [095]/095]/095]0.75(1.00]| 1 |06]06|06| 0 ]0.25]0.50
Exp4 [095[095[095]0.75]1.00] 1 ]0.6]06]06]| 0 0.25]0.50

Next, Table 6.14 shows the averaged ratings matrixes of alternatives with respect to the

criteria.
Table 6.13: Averaged ratings of alternatives with respect to the criteria
Alternatives C1 C2 C3 C4
Al 0.830 | 0.953 1 0.953 | 0.688 | 0.938 |1/0.6 [0.6 |06 [0 |0.188]0.438

6.6.5. Calculate the weights of all criteria using an AHP approach

AHP has been used to estimate the weights of all the criteria in Figure 6.3. Taking Expert

(A) as an example, the steps to obtain the weight for all criteria are as follows:

i.  Pair-wise comparison

The pair-wise importance comparison between criteria Risk Reduction, Actual Benefits

in terms of Operational Efficiency, Cost and Technical Implementation Difficulties is

carried out by the four experts using Equation 6.6.
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ii.  Estimate the relative weights

The weighting vectors representing the priority of the four criteria in the pair-wise
comparison matrix is obtained by using Equation 6.8 as (0.6025, 0.2305, 0.0768, and
0.0901).

iii.  Check the consistency

The consistency of matrices is checked to ensure that the judgments of decision makers
are consistent. The CI is calculated using Equation 6.9 and the R/ is obtained from Table
6.4. As a result, the consistency of the judgements has been verified by calculating CR =

0.0161 (<0.1) using Equations 6.10 and 6.11. The results are shown in Table 6.15.

Table 6.14: Expert A weights pair-wise comparison for all criteria

Actual Benefits
Risk in term of Technical .
Reduction Operational Cost Difficulties Weight CI CR
efficiency

1 3 9 5 0.6025

0.3333 1 3 3 0.2305
0.1111 0.3333 1 1 0.0768 0.014510.0161

0.2 0.3333 1 1 0.0901

iv.  Obtain the overall rating

Similarly, the weights of the other criteria in the hierarchy shown in Figure 6.3 can be
computed and the average weight for all experts’ ratings with respect to all criteria can be
obtained as shown in Table 6.16. Such weights only present relative importance between

the criteria.

Table 6.15: Expert A weights pair-wise comparison for all criteria

CRITERIA WEIGHT
C1 0.648
C2 0.195
C3 0.075
C4 0.082

6.6.6. Define FPIS and FNIS with respect to benefit and cost criteria

Having identified the nature of the criteria in Table 5.6, the FPIS and FNIS can be

defined using Equation 6.12 as follows:

A" = [r'=(L,L1), ;= (1,1,1), 73=(0,0,0), 4= (0,0,0)]
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A™ = [r=(0,0,0), ,=(0,0,0), 5= (1,1,1), r, = (1,1,1)]
6.6.7. Calculate the distance CCs of all alternatives

Since the FPIS is (1,1,1) and FNIS is (0,0,0) the calculation of the distance CCs of all

alternatives are presented in Table 6.17.

Table 6.16: The distance CCs of all alternatives

Alternatives C1 C2 C3 C4
1 d’ 0.170 0.313 0.400 1.000
d 0.953 1.000 0.600 0.438
2 d” 0.665 0.250 0.250 1.000
d 0.335 1.000 0.750 0.438
3 d” 0.714 0.250 0.250 1.000
d 0.286 1.000 0.750 0.438
4 d’ 0.866 0.500 0.000 1.000
d 0.134 1.000 1.000 0.438
5 d” 0.481 0.500 0.500 1.000
d 0.519 0.750 0.500 0.438
6 d” 0.644 0.375 0.444 1.000
d 0.356 1.000 0.556 0.438
7 d” 0.387 0.250 0.842 0.813
d 0.613 1.000 0.158 0.688
8 d” 0.198 0.250 1.000 0.250
d 0.802 1.000 0.000 1.000
9 d’ 0.187 0.250 1.000 0.250
d 0.813 1.000 0.000 1.000
10 d” 0.181 0.250 1.000 0.250
d 0.819 1.000 0.000 1.000
11 d’ 0.000 0.250 1.000 0.250
d 1.000 1.000 0.000 1.000

6.6.8. Obtain the weighted distance CCs of all alternatives

This is achieved by multiplying the distance CCs of all alternatives by the weights of the
criteria obtained in step 1V. The weighted distance CCs of all alternatives are presented

in Table 6.18.

Table 6.17: The weighted distance CCs of all alternatives

WEIGHTE
D C1 C2 C3 C4 SUM
1 dr* 0.1105 0.0611 0.0298 0.0820 0.2833
d”- 0.6179 0.1954 0.0447 0.0359 0.8938
) dr* 0.4313 0.0488 0.0186 0.0820 0.5807
d"- 0.2169 0.1954 0.0559 0.0359 0.5040
3 dr* 0.4628 0.0488 0.0186 0.0820 0.6122
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d”- 0.1854 0.1954 0.0559 0.0359 0.4725
4 dr* 0.5611 0.0977 0.0000 0.0820 0.7408
d”- 0.0870 0.1954 0.0745 0.0359 0.3927
5 dr* 0.3115 0.0977 0.0373 0.0820 0.5284
d”- 0.3367 0.1465 0.0373 0.0359 0.5563
6 dr* 0.4174 0.0733 0.0331 0.0820 0.6057
d"- 0.2308 0.1954 0.0414 0.0359 0.5034
7 dr* 0.2509 0.0488 0.0627 0.0666 0.4291
dn- 0.3972 0.1954 0.0118 0.0563 0.6607
3 dr* 0.1286 0.0488 0.0745 0.0205 0.2724
d"- 0.5195 0.1954 0.0000 0.0820 0.7969
9 dr* 0.1211 0.0488 0.0745 0.0205 0.2649
dn- 0.5271 0.1954 0.0000 0.0820 0.8044
10 dr* 0.1173 0.0488 0.0745 0.0205 0.2611
d"- 0.5309 0.1954 0.0000 0.0820 0.8082
1 dr* 0.0000 0.0488 0.0745 0.0205 0.1438
d"- 0.6482 0.1954 0.0000 0.0820 0.9255

6.6.9. Calculating the CCs of all alternatives

The distance closeness coefficient (CC;) of all alternatives can be calculated by using

Equation 6.13. Taking A1 as an example, CC44 can be calculated as follows.

CC,. = 0.8938 = 0.7439
41708938 +0.2833

The CC; of the other alternatives can be computed and ranked accordingly in a similar

way and their results are shown in Table 6.19.

Table 6.18: CC results and ranking order of container port safety performance plan selection

Alternatives dr* dA- CcC Rank
Al 0.3077 0.8938 0.7439 5
A2 0.5807 0.5040 0.4647 8
A3 0.6122 0.4725 0.4356 10
A4 0.7408 0.3927 0.3465 11
A5 0.5284 0.5563 0.5129 7
A6 0.6057 0.5034 0.4539 9
A7 0.4291 0.6607 0.6063 6
A8 0.2724 0.7969 0.7452 4
A9 0.2649 0.8044 0.7523 3
Al10 0.2611 0.8082 0.7558 2
All 0.1438 0.9255 0.8655 1

Based on the results shown in Table 6.19, the most suitable solutions for the investigated
container port that provides the optimum safety performance plans with respect to HE.6

(Crane break down due to human error) are those implementing automated operation.
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The best is A11 (Appling fully automated crane operations) followed by A10 (Appling
automated crane operations on transportation areas), A8. (Appling automated crane
operations on quay area), A9 (Appling automated crane operations on yard area), and Al

(Hiring highly qualified crane driver) as depicted in Figure 6.4.

CBD best Alternative

1.0000 0.8655
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§ §.4ooo
“ 92000 0.3465

0.0000
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Figure 6.4: Ranking order for container port operational safety performance plan

6.6.10. Model validation process

The logicality and soundness of the results delivered in the proposed model is tested by
the sensitive analysis. As described in Section 6.5.10, the weight associated with one
criterion is increased separately by 10%, 20% and 30%, while simultaneously the weights
associated with other criteria are decreased by compensating the increment percentage
on the increased criterion, and the final ranking of the alternatives are observed. The
sensitivity of the alternatives has been analysed when cost is increased separately by 10%

first, then 20%, and finally 30%. The result obtained is presented in Figure 6.5.
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Figure 6.5: Cost weight increments analysis

175



6.7. Results and Discussion

Sensitivity analysis is conducted to analyse the effect in the output data given a slight
change in the cost weight. Based on Figure 6.5, it can be seen that automation operation
installation provides the optimum solution for DMP. Furthermore, the analysis revealed
that the cost weight increment by 10%, 20% and 30% has not affected the final ranking
of the best alternatives for the investigated container port OSP. The slight change on the
CC of Al1, A10, A8, A9 and A1 can be observed clearly in Table 6.20.

Table 6.19: Cost weight increment effect on the alternatives

Original Cost
A# Alternatives 10%+ 20%+ 30%+
Weights
Al1l| Appling fully Automated
_ 0.8655 0.78421 | 0.70033 0.61372
Crane operations
A10| Appling Automated Crane
operations on transportation 0.7558 0.67854 | 0.59879 0.51645
areas
A9 | Appling Automated Crane
0.7523 0.67513 | 0.59551 0.51331
operations on yard area
A8 | Appling Automated Crane
_ 0.7452 0.66831 | 0.58896 0.50703
operations on quay area
Al | Hiring Highly Qualified
0.7439 0.74824 | 0.75281 0.75767
Crane Driver

Based on the result obtained from this analysis, the investigated container port OSP can
be improved by automation operation installation. However, since the investigated
container port has future plan for automation operation installation which has not been
implemented yet, it is beneficial to implement A1, hiring a highly qualified crane driver,

as the best solution for DMP.
6.8. Conclusion

This chapter has presented a collaborative modelling and strategic fuzzy decision-making
approach that can be implemented for the selection of appropriate operational safety
strategies by tackling the selection of RCOs under uncertainty in container terminals. The

proposed approach can be applied to situations where qualitative and quantitative data
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have to be integrated and synthesised for evaluation processes during complex decision-

making processes involving container port OSP.

The proposed AHP-FTOPSIS formulates a hybrid approach to assess the costs and
benefits associated with operational safety strategies. The BER approach developed an
integrated container port system risk analysis in order to evaluate the RR as a benefits
criterion, such as risk reduction and probabilistic safety assessment simulations using
ANNSs that predict and evaluate the criticality of the hazardous events in a container

terminal.

The new approach provides solutions and the most preferred safety control measures that
are capable of addressing both operational efficiency and risk reduction in container
terminals, such as automation solutions for the DMP. The proposed method can be

tailored to other DMP (i.e., HEs) to ensure OSP.
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Chapter 7 — Conclusion and Future Research Suggestions

Summary

This chapter briefly recaps all the developed models and techniques for the adequacy of
operational safety performance (OSP) in container terminals and maritime ports. The
developed models and techniques provide an effective risk management framework and
an efficient safety prediction tool that can help maritime terminals’ and ports’
stakeholders, including risk managers, human resource managers, site control managers,
safety officers, and port facility security to improve the safety and increase the reliability
of their operations. Nevertheless, there are other risk concerns influencing container
terminals and maritime ports safety that require further research, and these are outlined

in this chapter.
7.1. Research contributions

Operational safety of container terminals and maritime ports is an essential link in
ensuring supply chain resilience and sustainability that can affect the cost structures,
industrial competitiveness, and living standards in any coastal state. Maritime container
transportation occupies an increasingly important position in world trade, and is the
fastest growing sector of the international shipping industry. The analysis of
containerisation growth and optimum terminal operations are interrelated, in such that
both concepts are developed side-by-side regarding operational complexity,
transportation modes, terminal type and capacity, trade lanes and destinations, and
technological aids including handling equipment, optimisations, and communications

(See chapter 2, Sections 2.1 and 2.3).

There is an imperative need to establish a coherent risk-based methodology addressing
the OSP in container terminals and maritime ports. The lack of an appropriate risk
management framework and research upon which to base an effective safety measure for
maritime terminals’ and ports’ complex operational activities that approximates the risk
realities and solves the confusions over uncertainty terminology illustrates the necessity

of conducting this study (see chapter 2, Sections 2.4 and 2.5).

As aresult, an advanced risk management framework for the OSP in container terminals
and maritime ports has been described through the development of several novel risk-

based models in chapters 3, 4, 5 and 6. This includes the identification of the most
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significant HEs in maritime container terminals operation, risk assessment, risk models
simulation, and decision making under uncertainty in which both qualitative and
quantitative data can be used. The framework has been developed in a generic way that
can be tailored for wider applications in other engineering and management systems,
especially when instant risk ranking is required by the stakeholders to measure, predict,

and improve their system safety and reliability performance.

The most significant HEs were identified through conducting an appropriate literature
review, knowledge based on human expertise and case studies application for major risks
that affect the container operation safety as the first phase of the Risk Assessment section.
In the second phase, the proportion method is used to rationalise the DoB distribution in
FMEA risk analysis that describes the relationship between risk parameters in the IF part
and risk levels in the THEN part, taking into account the new risk parameter in the IF part,
namely, the Impact (I) of a failure to the resilience of port operational systems introduced
in this study. Consequently, a unique FRB was developed in order to assess the most
significant HEs identified. The development of a generic risk-based model FRBN
incorporating FRB and BN using Hugin software can help container terminals and
maritime ports stakeholders to maintain efficient and safe operations and management by
evaluating each HE individually and prioritising their specific risk estimations locally

with a case study (see chapter 3).

The last phase in the Risk Assessment section is the development of a generic risk-based
model incorporating FRB and Evidential Reasoning (FRBER) using the /DS software to
evaluate all HEs aggregated collectively for their Risk Influence (RI) globally using a
case study. Moreover, a new sensitivity analysis method is developed to rank the HEs
taking into account their specific risk estimations locally and their RI globally (see chapter

4).

The Risk Assessment section provides an effective tool by developing two advanced risk
assessment based models under high uncertainties for the OSP in container terminals and
maritime ports using both quantitative and qualitative data. The first model (i.e., FRBN)
evaluates each HE individually and prioritises their specific risk estimations locally, while
the second model (i.e., FRBER) evaluates all HEs aggregated collectively for their risk
influence globally. The risk assessment based methodologies introduced in this section

enable the stakeholders to evaluate and improve the safety and reliability of the
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operational performance in their terminals’ system. In addition, it will motivate them to

take preventive and control measures confidently.

The Risk Models Simulations section commences with the construction of the BNANNs
model that simulates the FRBN model in the first phase, followed by the second phase of
the simulation model ERANNSs, whose construction is based on FRBER model using a
test case. The final phase in this section integrates the BNANNs and ERANNs models to
develop the AnBnEvR model that is able to predict the risk magnitude for HEs and
provide a panoramic view on the risk inference in both perspectives, locally and globally

(see chapter 5).

The ANNs as a method-based uncertainty treatment theory is used to enhance the
performance of FMEA by overcoming its incapability in tackling uncertainty in data and
at the same time ease the evaluation process on the stakeholders from handling a complex
large amount of data to measure, predict, and improve their system safety and reliability
performance. The complexity of handling large amounts of data dealing with two
different methodologies with reference to its software (i.e., FRBN and FRBER), would
burden the stakeholders by going through copious nonuser-friendly calculations. It is
noteworthy to mention that, due to the optimisation required for the five risk assessment
attributes with their fuzzy parameters introduced in chapter 3 and chapter 4 (i.e., the inputs
and outputs) with evaluations tasks, causes the amount of calculation to be tremendous
for the interface of FRBN and FRBER, which can be avoided by applying the ANN

concept.

The Risk Control Options section is the last link in the risk management based
methodology cycle in this study. The Analytical Hierarchal Process (AHP) method was
used for determining the relative weights of all criteria identified in the first phase. The
last phase is the development of a risk control options model by incorporating Fuzzy logic
and the Technique for Order Preference by Similarity to Ideal Solution (FTOPSIS) that
offers the best risk mitigation strategies with the most preferred safety control measures
capable of addressing both operational efficiency and risk reduction in container

terminals, such as automation solutions alternatives (see chapter 6).

The knowledge contribution of this research provides an effective risk management
framework for OSP in container terminal and maritime ports by identifying, assessing,

and controlling the most significant HEs in maritime container terminals operation. In

180



addition, given the dynamic nature of the complex system and operation of maritime
terminals and maritime ports, it provides an efficient safety prediction tool that can ease
all the processes in the methods and techniques used with the risk management framework
by applying ANN concept to simulate the risk models that provide a panoramic view of

the risk associated with uncertainties from different perspectives, locally and globally.

All the proposed models have been developed in sequence. They provide an integrated
approach to increase the safety and reliability of maritime engineering operations. Figure
7.1 depicts an overall framework diagram with a description illustrating the
interrelationship of the developed models in a context of a risk management based

methodology process.
7.2. Implications for Future Research

Developing a risk management framework with uncertainty treatment based decision-
making analysis methodology to identify, assess, and mitigate the risk factors affecting
the OSP in container terminal and maritime ports has achieved the aim of this research.
Although it is not claimed to be a decisive framework, it provides a comprehensive
analysis using risk management based methodologies including many approaches and
techniques to facilitate the quantitative and qualitative data in maritime engineering
operations. Many important issues in each phase of each section are raised both at the
beginning and throughout the research process, in which some are analysed, described,
and consolidated into the study and due to its generality, the framework can be tailored
for a wide range of applications in different safety and reliability engineering and
management systems. Others, however, could not be incorporated due to scope, time
constraints, and because the present research has prominently been exploratory,
experimental and correlational. In this regard, the aspects that were not covered in detail
are part of the suggestions that would be desirable for further investigations in future work

as follows.
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Performing more data collection and test cases would be desirable for further validation
of the developed risk management based methodology for container terminal and
maritime port risk assessment taking into account the selection of the representative
number of experts within the maritime industry to reduce the bias involved in the

subjective judgements.

The BNANNs model can process and simulates each of the 24 HEs using the ANN
concept since the evaluation is individually conducted, while the EVRANNSs cannot
because the hierarchical structure of the HEs has to be processed collectively due to the
aggregation feature in the ER technique that requires a large amount of ED to be
processed in the simulated model and creates a greater computational burden that is not
possible to manage with existing technology and software. Therefore, it would be
desirable to construct a model using an ANN approach simulating FRBER to include all
HEs identified rather than the significant HEs only. However, it is a matter of advanced
technology and software availability. In addition, the AnBnEvVR model can be developed
for windows-based software that can help container terminals and maritime ports

stakeholders to maintain efficient and safe operations and management.

For extended research, it seems beneficial to include other risk concerns influencing
container terminal and maritime port safety, such as managerial and policy implications,
natural disasters, environmental, and political issues. Moreover, in the extended research,
it would be useful to consider the sequence structure of the approaches and techniques in
the three sections of the risk management framework with uncertainty treatment in this
study for risk review, including the unique FRB that provide a rational distribution of the

DoB as well as transparency and low complexity in the risk parameters.

The strategic management approach in maritime port industry is advancing towards
systematic risk-based regulatory scheme to avoid overreaction to risks in regulatory
systems by describing the tools for choosing the best of risk treatment strategies,
including tolerating a risk, avoiding a risk, transferring a risk, and mitigating a risk. In
this respect, container terminal and maritime port safety stakeholders, including risk
managers, human resource managers, site control managers, safety officers, and port
facility security officers would have more flexibility to use innovation for the most
advanced risk management frameworks and MCDM tools. The FRB, BN, ER, AHP,
FTOPSIS and ANN approaches and techniques used in this research may provide useful

approaches that may be able to be utilised and implemented to facilitate other risk-based
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modelling and MADM systems. Therefore, the practical application of the
aforementioned tools to the container terminal and maritime port industry can be

highlighted for best practice and implementation strategies.

The proposed risk management framework in this study has potential to facilitate risk
analysis of system design and operations in a wide context. The framework will need to
be appropriately tailored to study other topics outside the maritime industry to offer
practical guidance on the steps to be taken in implementing an action plan for best practice

and in enhancing the risk management efficiency of the system as a whole.

184



References

ABS. 2003. American Bureau Shipping. A guide for risk evaluations for the classifi-
cation of marine-related facilities. [online]. available: http://www.eagle.org/ea-
gleExternalPortal WEB/ [accessed 5 June 2012]

ABUSHAMMALA, M., BASRI, N., ELFITHRI, R., YOUNES, M. & IRWAN, D.

2014. Modeling of methane oxidation in landfill cover soil using an artificial
neural network. Journal of the Air & Waste Management Association, 64 (2),
150-159

INDEPENDENT. 2015. Tianjin explosions: What we know so far about China disaster
that  killed  at least 50  people. [online]. available:

http://www.independent.co.uk/news/world/asia/tianjin-explosions-what-we-

know-so-far-about-disaster-in-that-killed-at-least-50-people-10455713 .html.
[accessed 17 February 2017]
AGCS. 2014. Allianz Global Corporate & Specialty. Safety and Shipping Review.

[online]. available: http://www.worldshipping.org/industry-

issues/safety/Safety of Ships_Shipping-Review-2015.pdf  [accessed 17
February 2016]

AGERSCHOU, H., LUNDGREN, H., SORENSEN, T., ERNST, T., KORSGAARD,
J., SCHMIDT, L.R. & CHI, W.K. 1983. Planning and Design of Ports and

Marine Terminals. John Wiley and Sons, Chichester

AGGARWAL, P., BHATT, D., DEVABHAKTUNI, V. & BHATTACHARYA, P.
2013. Dempster Shafer neural network algorithm for land vehicle navigation
application. Information Sciences, 53, 26-33

AHMED, A., KAYIS, B. & AMORNSAWADWATANA, S. 2007. A review of
techniques for risk management in projects. Benchmarking: An International
Journal, 14 (1), 22-36

ALESSANDRI, T., FORD, D., LANDER, D., LEGGIO, K. & TAYLOR, M. 2004.
Managing risk and uncertainty in complex capital projects. Quarterly Review of
Economics and Finance, 44 (50), 751-767

ALONSO, S., CABRERIZO, F., CHICLANA, F., HERRERA, F. & HERRERA-
VIEDMA, E. 2009. Group decision-making with incomplete fuzzy linguistic
preference relations. International Journal of Intelligent Systems, 24 (2), 201—
222

185



ALPHALINER. 2015. A look back at the eight key market developments in 2015.
Alphaliner ~ Weekly ~ Newsletter. 3  (52). [online]. available:
http://www.alphaliner.com/liner2/research_files/newsletters/2015/n052/Alphali
ner%20Newsletter%20n0%2052%20-%202015.pdf [accessed 15 March 2015]

ALVAREZ, S. & BARNEY, J. 2005. How do entrepreneurs organize firms under

conditions of uncertainty? Journal of Management, 31(5), 776793

ALYAMI, H., PAUL, L., ZAILIL, Y., RAMIN, R., STEPHEN, B. & JIN, W. 2014. An
advanced risk analysis approach for container port safety evaluation. Maritime
Policy & Management, 41 (7), 634-650

ALYAMI, H., YANG, Z., RAMIN, R., BONSALL, S. and WANG, J. 2016. Advanced
uncertainty modelling for container port risk analysis. Accident Analysis &
Prevention, http://dx.doi.org/10.1016/j.aap.2016.08.007

ANDERSEN, S., OLESEN, K. JENSEN, V. & JENSEN F. 1990. HUGIN — a Shell for

Building Bayesian Belief Universes for Expert Systems. In Reading in
Uncertainty, edited by G. Shafer and J. Pearl, 332-337. San Francisco, CA:
Morgan Kaufmann Publishers

ANDERSON, J. & ROSENFELD, E. 1988. Neurocomputing: foundations of research.
MIT Press Ed., Cambridge, 6, 123—-134

ARAUJO DE SOUZA, J., BERESFORD A. & PETTIT, S. 2003. Liner shipping
companies and terminal operators: Internationalisation or globalization?
Maritime economics and logistics 5, 393-412

ARBEL, A. & VARGAS L. 1992. The analytic hierarchy process with interval
judgments. in Multiple Criteria Decision Making, A. Goicoechea, L. Duckstein,
and S. Zoints, Eds., New York: Springer-Verlag. 61-70

ARULDOSS, M., LAKSHMI, T. & VENKATESAN, V. 2013. A survey on multi
criteria decision making methods and its applications. American Journal of
Information Systems, 1(1), 31-43

ASHTIANI, B., HAGHIGHIRAD, F., MAKUI, A. & MONTAZER, G. 2009. Exten-
sion of Fuzzy TOPSIS Method Based on Interval Valued Fuzzy Sets. Applied
Soft Computing, 9, 457461

AVEN, T. & O. RENN. 2009. The Role of Quantitative Risk Assessments for
Characterizing Risk and Uncertainty and Delineating Appropriate Risk
Management Options, with Special Emphasis on Terrorism. Risk Analysis, 29

(4), 587-600

186



AWASTHI, A., CHAUHAN, S. & OMRANI, H. 2011. Application of Fuzzy TOPSIS
in Evaluating Sustainable Transportation Systems. Expert Systems with Applica-
tions, 38, 12270-12280

AYDOGAN, E. 2011. Performance Measurement Model for Turkish Aviation Firms
using the Rough-AHP and TOPSIS Methods under Fuzzy Environment. Expert
Systems with Applications, 38, 3992-3998

BAAS, S. & KWAKERNAAK, H. 1977. Rating and raking of multiple-aspect
alternatives using fuzzy sets. Automatica, 13, 47-58

BAIL Y & JIN, W. 2016. Chapter 41 - Formal Safety Assessment Applied to Shipping
Industry, In Marine Structural Design (Second Edition), Butterworth-
Heinemann, Oxford, 765-780

BAIRD, A. 2006. Optimising the container transhipment hub location in northern
Europe. Journal of transport geography, 14(3), 195-214

BANDA, O., GOERLANDT, F., MONTEWKA, J., & KUJALA, P. 2015. A risk anal-
ysis of winter navigation in Finnish sea areas. Accident Analysis & Prevention,
79, 100-116

BAR, Y. 2003. When systems engineering fails-toward complex systems engineering.
In Systems, Man and Cybernetics, IEEE International Conference, 2,2021-2028

BASHEER, 1. & HAJMEER, M. 2000. Artificial neural networks: fundamentals,
computing, design, and application. Journal of Microbiological Methods, 43 (1),
3-31

BEDFORD, T. & COOKE, R. 2001. Probabilistic risk analysis: foundations and
methods. Cambridge University Press.

BEHZADIAN, M., OTAGHSARA, S., YAZDANI, M. & IGNATIUS, J. 2012. A
state-of the-art survey of TOPSIS applications. Expert Systems with
Applications, 39 (17), 13051-13069

BELLMAN, R. & ZADEH, L. 1970. Decision-making in a fuzzy environment.
Manage. Sci. 17, 141-164

BELTON, V. & STEWART, T. 2002. Multiple Criteria Decision Analysis—An
Integrated Approach. Boston, MA: Kluwer.

BERG, H. 2010. Risk management: procedures, methods and experiences. Risk
Manage, 1, 79-95

BERGANTINO, A., MUSSO, E. & PORCELLI, F. 2013. Port management

performance and contextual variables: Which relationship? Methodological and

187



empirical issues. Research in Transportation Business and Management, 8, 39-
49

BERNER, C. & FLAGE, R. 2016. Strengthening quantitative risk assessments by
systematic treatment of uncertain assumptions. Reliability Engineering &
System Safety, 151, 46-59

BEYNON, M., COSKER, D. & MARSHALL, D. 2001. An Expert System for Multi-
Criteria Decision Making Using Dempster—Shafer Theory. Journal of Expert
Systems with Applications, 20, 357-367

BILGILI, M., SAHIN, B. &YASAR, A. 2007. Application of artificial neural networks
for the wind speed prediction of target station using reference stations data.
Renewable Energy, 32(14), 2350-2360

BLASKO, R. 2000. Advances in Intelligent and Soft Computing. Springer, (5) 233-
237

BORAN, F., GENC, S., KURT, M. & AKAY, D. 2009. A multi-criteria intuitionistic
fuzzy group decision making for supplier selection with TOPSIS method. Expert
Systems with Applications, 36 (8), 11363-11368

BOREK, A. PARLIKAD, A. WEBB, J & WOODALL, P. 2014. Total information risk
management: maximizing the value of data and information assets - Chapter 11
- Risk Assessment Techniques. Morgan Kaufmann, Boston. 217-235

BRACK, W., BAKKER, J., DE DECKERE, E., DEERENBERG, C., VAN GILS, J.,
HEIN, M., JURAJDA, P., KOOIIMAN, B., LAMOREE, M., LEK, S., LOPEZ,
M., MARCOMINI, A., MUNOZ, L., RATTEI, S., SEGNER, H., THOMAS, K.,
VON, P., WESTRICH, B., DE ZWART, D. & SCHMITT, M. 2005.
MODELKEY. Models for assessing and forecasting the impact of environmental
key pollutants on freshwater and marine ecosystems and biodiversity.
Environmental Science and Pollution Research, 12 (5), 252-256

BRAGLIA, M., FROSOLINI, M. & MONTANARI, R. 2003. Fuzzy criticality
assessment model for failure modes and effects analysis. International Journal
of Quality & Reliability Management, 20, 503-524

BROWN, J. & DAMERY, S. 2009. Uncertainty and risk. 4 Companion to
Environmental Geography, 8§1-94

BROWN, J. 2004. Knowledge, uncertainty and physical geography: towards the
development of methodologies for questioning belief. Transactions of the

Institute of British Geographers, 29 (3), 367-81

188



BUCHANAN, B. & SHORTLIFFE, E. 1984. Rule-Based Expert Systems. Addison-
Wesley Publishing Co., Reading, MA, USA

BURGESS, K., SINGH, P. & KOROGLU, R. 2006. Supply chain management: a
structured literature review and implications for future research. International
Journal of Operation & Production Management, 26 (7), 703—729

BUYUKOZKAN, G. & CIFCI, G. 2012. A Combined Fuzzy Analytical Hierarchy
Process and Fuzzy TOPSIS based Strategic Analysis of Electronic Service
Quality in Healthcare Industry. Expert Systems with Applications, 39, 2341-2354

CABALLERO, J. & FERNANDEZ, M. 2008. Artificial Neural Networks from Matlab
(R) In Medicinal Chemistry. Bayesian-regularized genetic neural networks
(brgnn): application to the prediction of the antagonistic activity against human
platelet thrombin receptor (par-1). Current Topics in Medicinal Chemistry, 8,
(18), 1580-1605

CABRERIZO, F., PEREZ, I. & HERRERA-VIEDMA, E. 2010. Managing the
consensus in group decision making in an unbalanced fuzzy linguistic context
with incomplete information. Knowledge-Based Systems, 23(2), 169—181

CARLSSON, C. & FULLER, R. 1996. Fuzzy multiple criteria decision making:
Recent developments. Fuzzy Sets and Systems. 78, 139—-153

CHANG, C., WU, C., LIN, C. AND CHEN, H. 2007. An Application of AHP and
Sensitivity Analysis for Selecting the Best Slicing Machine. Computers and
Industrial Engineering, 52,296-307

CHANG, H. & CHEN, S. 2011. Applying Analytic Hierarchy Process-Technique for
Order Preference by Similarity to Ideal Solution (AHP-TOPSIS) Model to
Evaluate Individual Investment Performance of Retirement Planning Policy.
African Journal of Business Management, 5 (24), 10044-10053

CHANG, H., CHENG, J., & CHEN, W. 2012. Protection Priority in the Coastal
Environment Using a Hybrid AHP-TOPSIS Method on the Miaoli Coast.
Journal of Coastal Research, 28 (2), 369-374

CHEN, C. 2000. Extensions of the TOPSIS for group decision-making under fuzzy
environment. Fuzzy Sets and Systems, 114, 1-9

CHEN, H., LIU, J., CAO, Y., LI, S. & OUYANG, H. 2007. Ecological Risk
Assessment of Regions Along the Roadside of the Qinghai-Tibet Highway and
Railway Based on an Artificial Neural Network. Human and Ecological Risk

Assessment. An International Journal, 13 (4), 900-913

189



CHEN, S. & HWANG, C. 1992. Fuzzy Multiple Attribute Decision Making: Methods
and Applications. Springer. Berlin

CHEN, T. & TSAO, C. 2007. The Interval-valued Fuzzy TOPSIS Methods and Exper-
imental Analysis. Fuzzy Sets and Systems, 159, 1410-1428

CHEN, W., 2005. Distribution system restoration using the hybrid fuzzy-grey method.
IEEE Transactions on Power Systems, 20, 199-205

CHIN, K., WANG, Y., KA KWAI POON, G. & YANG, J. 2009. Failure mode and
effects analysis using a group-based evidential reasoning approach. Computers
&amp,; Operations Research, 36, 1768-1779

CHRISTOU, M. 1999. Analysis and control of major accidents from the intermediate
temporary storage of dangerous substances in marshalling yards and port areas.
Journal of Loss Prevention in the Process Industries, 12, 109-119

CHUU, S. 2009. Group decision-making model using fuzzy multiple attributes analysis
for the evaluation of advanced manufacturing technology. Fuzzy Sets and
Systems, 160 (5) 586-602

DAGDEVIREN, M. 2008. Decision making in equipment selection: An integrated
approach with AHP and PROMETHEE. Journal of Intelligent Manufacturing,
19, 397-406

DARBRA, R. & CASAL, J., 2004. Historical analysis of accidents in seaports. safety
science,42, 85-98

DAWES, R. 1991. Neural Networks. Addison-Wesley Publishing Company, Inc., New
York, 4(4), 531-533

DE ANDRES, J., LORCA, P., JUEZ, F.& SANCHEZ, F. 2011 Bankruptcy
forecasting: A hybrid approach using Fuzzy c-means clustering and Multivariate
Adaptive Regression Splines (MARS). Expert Systems with Applications,
38 (3), 1866-1875

DE KORVIN, A. & SHIPLEY, M. 1993. A Dempster-Shafer-based approach to
compromise decision making with multiattributes applied to product selection.
Engineering Management, IEEE Transactions on, 40, 60-67. [Online].
Available:http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=206652&
isnumber=5288 [Accessed 10 December 2012]

DE KOSTER, M., BALK, B., & VAN NUS, W. 2009. On using DEA for

benchmarking container terminals. International Journal of Operations &

Production Management, 29 (11), 1140-1155

190



DEMPSTER, A. 1967. Upper and lower probabilities induced by a multi-valued
mapping. Ann. Math. Stat, 38, 325-339

DENG, H., YEH, C., & WILLIS, R. 2000. Inter-company comparison using modified
TOPSIS with objective weights. Computers and Operations Research, 27, 963—
973

DENG, Y., SADIQ, R., WEN, J. & TESFAMARIAM, S. 2011. Risk analysis in a
linguistic environment: A fuzzy evidential reasoning-based approach. Expert
Systems with Applications, 38, 15438-15446

DFT. 2009. Department of Transport. Port marine safety code. [Online]. Available:
http://assets.dft.gov.uk/publications/topics/ports-4/pmsc.pdf  [Accessed 13
February 2012]

DHAR, V., TICKOO, A., KOUL, M., KOUL, R., DUBEY, B., RANNOT, R,
YADAV, K., CHANDRA, P., KOTHARI, M., CHANCHALANI, K. &
VENUGOPAL, K. 2013. Artificial Neural Network based segregation

methodology for TACTIC telescope, Nuclear Instruments and Methods in
Physics Research Section A: Accelerators, Spectrometers. Detectors and
Associated Equipment, 708, 56-71

DICKSON, G. 2003. Risk analysis. The Institution of Risk Management. IRM,
Witherby publishing

DOGAN, E. ATES, A YILMAZ, E. & EREN, B. 2008. Application of artificial neural
networks to estimate wastewater treatment plant inlet biochemical oxygen
demand. Environmental progress, 27(4), 439-446

DREYER, M., RENN, A, ELY, A. STIRLING, E. & WENDLER, F. 2009. Summary:
Key Features of the General Framework. In Food Safety Governance. Springer,
159-194

DSC. Drewry Shipping Consultants. 2007. Global container terminal operators
forecast: 2012. [online]. available:
http://www.drewry.co.uk/publications/view_publication.php?id=356#
[accessed 17 March 2011]

DSC. Drewry Shipping Consultants. 2012. Drewry Shipping Consultants Container
Forecaster 2013. [online]. available:
http://www.drewry.co.uk/publications/view_publication.php?id=312 [accessed

30 October 2013]

191



DSC. Drewry Shipping Consultants. 2015. Global Container Terminal Operators
Annual Review and  Forecast 2015.  [online]. available:
http://www.drewry.co.uk/news.php?id=395 [accessed 30 August 2015]

EBERHART, R. & DOBBINS, R. 1990. Neural Network PC Tools - A Practical Guide.

London: Academic Press, Inc.

EK, A., RUNEFORS, M. & BORELL, J. 2014. Relationships between safety culture
aspects—A work process to enable interpretation. Marine Policy, 44, 179—186

ELMOLLA, E., CHAUDHURI, M. & ELTOUKHY, M. 2010. The use of artificial
neural network (ANN) for modelling of COD removal from antibiotic aqueous
solution by the Fenton process. Journal of Hazardous Materials, 179 (1), 127-
134

EMBREY, D. 1992. Incorporating management and organisational factors into
probabilistic safety assessment. Reliability Engineering & System Safety, 38,
199-208

EMSA. 2012. European Maritime Safety Agency. Marine Accident Investigation:
European Projects. [online]. available:

http://www.emsa.europa.eu/implementation-tasks/accident-

investigation/item/5 1 6-marine-accident-investigation-european-projects.html
[accessed 3 June 2015]
EOM, H. & LEE, S. 1990. A survey of decision support system applications (1971-

1988). Journal of the Operational Research Society, 20, 65-79

EOM, H. 1989. The current state of multiple criteria decision support systems. Human
Systems Management, 8, 113-119

EOM, S. & KIM, E. 2005. A survey of decision support system applications (1995-
2001). Journal of the Operational Research Society, 57, 1264-1278

EOM, S., LEE, M., KIM, E. & SOMARAJAN, C. 1998. A survey of decision support
system applications (1988- 1994). Journal of the Operational Research Society,
49, 109-120

EREN, B. ILERI, R. DOGAN, E. CAGLAR, N. & KOYUNCU, I. 2012. Development
of artificial neural network for prediction of salt recovery by nanofiltration from
textile industry wastewaters. Desalination and Water Treatment, 50(1-3), 317-

328

192



ETHERIDG, H., SRIRAM, R. & HSU, H. 2000. A Comparison of selected artificial
neural networks that help Auditors evaluate client financial viability. Decision
Sciences,31, 2, 531-550

EUC. 2013. European Commission. Assessing The Costs and Benefits of Regulation.

[online]. available: http://ec.europa.ecu/smart-

regulation/impact/commission_guidelines/docs/131210_cba_study sg_final.pd

f [accessed 5 January 2013]

FABIANO, B., CURRO, F., REVERBERI, A. & PASTORINO, R. 2010. Port safety
and the container revolution: A statistical study on human factor and
occupational accidents over the long period. Safety Science, 48, 980-990

FARQUHARSON, J. & MCDUFFEE, J. 2003. Using quantitative analysis to make
risk-based decisions. In Reliability and Maintainability Symposium IEEE, 170-
176

FILAR, J. & A. HAURIE. 2010. Uncertainty and Environmental Decision Making.
Berlin and New York: Springer

FRANKEL, G. 2001. New generation container terminal technology, Proceedings of
the Inaugural International Conference on Ports and Marine R&D and
Technology. 1, 29-30 October, Singapore. 7-12

FU, L. 1995. Neural Networks in Computer Intelligence. McGraw-Hill, New York.

FUNCTOWICZ, S. & RAVETZ, J. 1992. Three Types of Risk Assessment and the
Emergence of Post-Normal Science. In Social Theories of Risk, ed. S. Krimsky,
and D. Golding, 251-173

GARRICK, B., HALL, J., KILGER, M., MCDONALD, J., O'TOOLE, T., PROBST,
P., PARKER, E., ROSENTHAL, R., TRIVELPIECE, A., ARSDALE, L. &
ZEBROSKI, E. 2004. Confronting the Risks of Terrorism: Making the Right De-
cisions. Reliability Engineering and System Safety, 86, 129-176

GLOBAL PORTS. 2011. Annual Report for 2011. [online]. available:
http://www.globalports.com/globalports/arl 1/documents/flipviewerxpress.html
[accessed 5 June 2012]

GOLEC, A. & TASKIN, H. 2007. Novel methodologies and a comparative study for

manufacturing systems performance evaluations. Information Sciences, 177,

5253-5274

193



GOLFARELLI, M., & S. RIZZI. 2009. What-if Simulation Modeling in Business
Intelligence. International Journal of Data Warehousing and Mining, 5 (4), 24—
43

GOMEZ, H. & KAVZOGLU, T. 2005. Assessment of shallow landslide susceptibility
using artificial neural networks in Jabonosa River Basin, Venezuela. Engineering
Geology, 78 (1-2),11-27

GONZALEZ, M. & TRUIJILLO, L. 2009. Efficiency measurement in the port industry:
a survey of the empirical evidence. Journal of Transport Economics and Policy
43 (2), 157-92

GOSS, R. 1990. Economic policies and seaports: The economic function of seaports.
Maritime policy and management. 17 (3), pp: 207-219

GOUGH, J.1988. Risk and uncertainty. Lincoln College and University of Canterbury.
Centre for Resource Management. [online]. available:
https://researcharchive.lincoln.ac.nz/handle/10182/1376 [accessed 5 June 2013]

GROSSBERG, S. 1982. Studies of mind and brain. Boston, Reidel.

GUNTHER, H. & KIM, K. 2006. Container terminals and terminal operations. OR
Spectrum, 28,437-445

GUO, M., YANG, J., CHIN, K., WANG, H. & LIU, X. 2009. Evidential Reasoning

Approach for Multiattribute Decision Analysis Under Both Fuzzy and Interval
Uncertainty. /EEE Transactions on Fuzzy Systems, 17, 683-697

HAIGH, J. 2003. Probabilistic Risk Analysis: Foundations and Methods. Journal of
the Royal Statistical Society: Series D (The Statistician) 52.2, 236-236

HANNINEN, M. 2014. Bayesian networks for maritime traffic accident prevention:
benefits and challenges. Accident Analysis & Prevention, 73, 305-312

HAYKIN, S. 1999. “Neural Networks: A Comprehensive Foundation.” New Jersey,
Prentice-Hall

HEBB, D. 1949. The Organization of Behaviour: A Neuropsychological Theory. John
Wiley Ed., New York

HECTOR J., IRIS F. & KEES J. 2014. Transport operations in container terminals:
Literature overview, trends, research directions and classification scheme.
European Journal of Operational Research, 236, 1, 1-13

HEEJUNG, Y. 2015. Participation of Private Investors in Container Terminal
Operation: Influence of Global Terminal Operators, The Asian Journal of

Shipping and Logistics, 31, 3, 363-383

194



HENRY, A. ODEYINKA, J. & AMMAR, P. 2013. Artificial neural network cost flow
risk assessment model. Construction Management and Economics, 31(5), 423-
439

HERTZ, D. & THOMAS, H. 1983. Risk analysis and its applications 11-15.
Chichester. Wiley

HETHERINGTON, C., FLIN, R., & MEARNS, K. 2006. Safety in shipping: The
human element. Journal of safety research, 37(4), 401-411

HEZAVE, A. LASHKARBOLOOKI, M. & RAEISSI, S. 2012. Using artificial neural
network to predict the ternary electrical conductivity of ionic liquid systems.
Fluid Phase Equilibria, 314, 128-133

HOPFIELD, J. 1982. Neural networks and physical systems with emergent collective
computational abilities. National Academy of Sciences of the United State of
America 79 (8), 2554-2558

HOSHINO, S. & OTA, J. 2007. Design of an automated transportation system in a
seaport container terminal for the reliability of operating robots. International
Conference on Intelligent Robots and Systems. IROS 2007. IEEE/RSJ, 2, 4259-
4264

HSE. 1992. Health and Safety Executive. The offshore installations (safety case)
regulations 1992. Health and Safety Executive. London: HSE Books

HSE. 1997. Health and Safety Executive. The Costs of Accidents at Work. HSG 96,
HSE Books, Sudbury, UK

HSE. 2000. Health and Safety Executive. Review of hazard identification techniques.

Health and Safety Executive. [online]. available:
http://www.hse.gov.uk/research/hsl pdf/2005/hsl0558.pdf [accessed 5 June
2013]

HSE. 2001. Health and Safety Executive. Reducing Risks: Protecting People - HSE's
decision making process. [online]. available:

http://www.hse.gov.uk/risk/theory/r2p2.pdf [accessed 5 January 2013]

HSE. 2002. Health and Safety Executive. Marine risk assessment. Health and Safety
Executive. [online]. available:

www.hse.gov.uk/research/otopdf/2001/0to01063.pdf [accessed 5 January 2011]

HSE. Health and Safety Executive. 2010. sip003 container handling - health and safety

in ports guidance. [online]. available:

195



http://www.portskillsandsafety.co.uk/publications/sip003_container_handling_

health_and_safety in_ports_guidance [accessed 15 January 2011]

HSE. Health and Safety Executive. 2008. Load security. [online]. available:

www.hse.gov.uk/haulage/load.htm.

HSE. Health and Safety Executive. 2014. Safety in docks. Approved Code of Practice.
[online]. available: http://www.hse.gov.uk/pubns/priced/1148.pdf [accessed 17
June 2015]

HU, C., SI, X. & YANG, J. 2010. System reliability prediction model based on

evidential reasoning algorithm with nonlinear optimization. Expert Systems with
Applications, 37, 2550-2562

HWANG, C. & YOON, K. 1981. Multiple attribute decision making: Methods and
applications. Springer. Berlin

ICS. 2008. International Chamber of Shipping. Transport of Containers by Sea -
Industry Guidance for Shippers and Container Stuffers. [Online]. Available:

http://www.worldshipping.org/pdf/industry_guidance shippers_container_stuff

ers.pdf [Accessed 21 July 2011].
ICS. 2011. International Chamber of Shipping. Annual Review 2011. [Online].

Available: http://www.marisec.org/annualreview.htm. [Accessed 21 July 2011]

ILO. 1977. International Labour Organization. Safety and health in dock work.
[online]. available:http://www.ilo.org/safework/info/standards-and-

instruments/codes/WCMS 107876/lang--en/index.htm [accessed 23 June 2015]

IMO. 2002. International Maritime Organization. Guidelines for Formal Safety
Assessment [online]. available:
http://www.imo.org/en/OurWork/HumanElement/VisionPrinciplesGoals/Docu

ments/1023-MEPC392.pdf [accessed 25 December 2011]

IMO. 2014. International Maritime Organization. Verification of the gross mass of a
packed container [online]. available:

http://www.imo.org/en/OurWork/Safety/Cargoes/Containers/Pages/Verificatio

n-of-the-gross-mass.aspx [accessed 17 December 2014]
IMO. International Maritime Organization. 1997. IMO/ILO/UNECE Code of Practice
for Packing of Cargo Transport Units (CTU Code) [Online]. Available:

http://www.imo.org/en/OurWork/Safety/Cargoes/CargoSecuring/Pages/CTU-

Code.aspx [Accessed 21 January 2015].

196



INAMURA H., ISHIGURO K. & OSMAN M. 1997. Asia Container Transportation
Network and Its Effects on the Japanese Shipping Industry. /4TSS Research, 21,
2,100 - 108

ISLAM, R., BISWAL, P. & ALAM, S. 1997. Preference programming and
inconsistent interval judgments. Eur. J. Oper. Res, 97. 53—62.

JAHANSHAHLOO, G., LOTFI, F. & IZADIKHAH, M. 2006. Extension of the
TOPSIS method for decision-making problems with fuzzy data. Applied
Mathematics and Computation, 181, 1544-1551

JAIN, A. MAO, J. & MOHIUDDIN, K. 1996. Artificial neural networks: a tutorial.
Computer. IEEE, 29 (3),31- 44

JEFFREY, K. CHIU, H. SYU, S. & HUY, Q. 2014. The CO:laser parameter
optimization design and practical verification for a touch panel conductive film.
Optics and Lasers in Engineering, 52, 250-260

JEN, J. & MIN, C. 1994. The disability index analysis system via an ergonomics, expert
systems, and multiple attribute decision-making process. International Journal
of Industrial Ergonomics, 13 (4), 317-335

JENSEN, U. 2002. Probabilistic risk analysis: foundations and methods. Journal of the
American Statistical Association 97.459, 925-925

JOHN, A., PARASKEVADAKIS, D., BURY, A., YANG, Z., RIAHI, R. & WANG, J.
2014. An integrated fuzzy risk assessment for seaport operations. Safety Science,
68, 180-194

JOHN, A., YANG, Z., RTIAHI, R. & WANG, J. 2016. A risk assessment approach to
improve the resilience of a seaport system using Bayesian networks. Ocean
Engineering, 111, 136-147

JONES, B., JENKINSON, I., YANG, Z. & WANG, J. 2010. The use of Bayesian
network modeling for maintenance planning in a manufacturing industry.
Reliability Engineering & System Safety, 95, 267-277

JONES, R., LUBOW, J. & LUBOW, J. M. 2006. Disasters and Heroic Rescues of
California: True Stories of Tragedy and Survival. Globe Pequot.

KAHRAMAN, C., BUYUKOZKAN, G. & ATES, N. 2007. A two phase multi-
attribute decision making approach for new product introduction. Information
Sciences, 177, pp: 1567- 1582

KAHRAMAN, C., CEBECI, U. & ULUKAN, Z., 2003a. Multi-criteria supplier
selection using fuzzy AHP. Logist. Inform. Manage., 382-394

197



KANG, Y., O’'BRIEN, W., THOMAS, S. & CHAPMAN, R. 2008. Impact of
information technologies on performance: cross study comparison. Journal of
Construction Engineering and Management, 134 (11), 852-863

KANGARI, R. & RIGGS, L. S. 1989. Construction risk assessment by linguistics.
Engineering Management, IEEE Transactions on, 36, 126-131

KAPLAN, S., & GARRICK, B.1981. On the quantitative definition of risk. Risk
analysis, 1(1), 11-27

KARTAM, N. & KARTAM, S. 2001. Risk and its management in the Kuwaiti
construction industry: contractors’ perspective. International Journal of Project
Management, 19 No. 6, 325-35

KAVEH, N. ASHRAFIZADEH, S. & MOHAMMADI, F. 2008. Development of an
artificial neural network model for prediction of cell voltage and current
efficiency in a chlor-alkali membrane cell. Chemical Engineering Research and
Design, 86(5), 461-472

KEENEY, R. & RAIFFA, H. 1993. Decisions with Multiple Objectives-Preferences
and Value Tradeoffs, 2nd ed. Cambridge, U.K. Cambridge Univ. Press

KNIGHT, F. 2012. Risk, uncertainty and profit. Courier Corporation

KRISHNA, K., WANG, Y., SARAF, S. R., ROGERS, W., BALDWIN, J., GUPTA, J.
& MANNAN, M. 2003. Hydroxylamine production: Will a QRA help you de-
cide? Reliability Engineering & System Safety, 81, pp: 215-224

KULAK, O. & KAHRAMAN, C. 2005. Fuzzy multi-attribute selection among
transportation companies using axiomatic design and analytic hierarchy process.
Information Sciences, 170, 191-210

KUMAR, P. & RAVI, V. 2007. Bankruptcy prediction in banks and firms via statistical
and intelligent techniques — A review. European Journal of Operational
Research, 180, 1-28

KUO, M., LIANG, G. & HUANG, W. 2006. Extensions of the multi-criteria analysis
with pairwise comparison under a fuzzy environment. International Journal of
Approximate Reasoning, 43, 268—285

KUO, R. CHEN, C. & HWANG, Y. 2001. An intelligent stock trading decision support
system through integration of genetic algorithm based fuzzy neural network and
artificial neural network. Fuzzy Sets and Systems, 118(1), 21-45

LAARHOVEN, P. & PEDRYCZ, W. 1983. A fuzzy extension of Saaty’s priority
theory. Fuzzy Sets Syst. 11, 229-241

198



LACERDA, E., CARVALHO, A., BRAGA, A. & LUDERMIR, T. 2005. Evolutionary
radial basis functions for credit assessment. Applied Intelligence, 22 (3), 167-181

LAM,J. & SU, S. 2015. Disruption risks and mitigation strategies: an analysis of Asian
ports. Maritime Policy & Management, 42(5), 415-435

LASSEN, C. 2008. Layer of protection analysis (LOPA) for determination of safety
integrity level (SIL). Norwegian University of Science and Technology. MSc
Thesis

LAVASANLI, S., WANG, J., YANG, Z. & FINLAY, J. 2012. Application of MADM
in a fuzzy environment for selecting the best barrier for offshore wells. Expert
Systems with Applications, 39(3), 2466-2478

LEE, A., CHEN, W. & CHANG, C. 2008. A fuzzy AHP and BSC approach for
evaluating performance of IT department in the manufacturing industry in
Taiwan. Expert Systems with Applications 34, 96107

LEGATO, P. & MONACO, M. 2004. Human resources management at a marine
container terminal. European Journal of Operational Research, 156, 769-781

LEVINSON, M. 2016. The box: how the shipping container made the world smaller
and the world economy bigger. Princeton University Press.

LIAO, C. N. & KAO, H. P. 2011. An integrated fuzzy TOPSIS and MCGP approach
to supplier selection in supply chain management. Expert Systems with Applica-
tions, 38, 10803—11081

LIAO, S. & WEN, C. 2007. Artificial neural networks classification and clustering of
methodologies and applications — literature analysis from 1995 to 2005. Expert
Systems with Applications, 32(1), 1-11

LIESCH, P., WELCH, L. & BUCKLEY, P. 2011. Risk and uncertainty in
internationalisation and international entrepreneurship studies. Management
International Review, 51(6), 851-873

LIM, S. 1998. Economies of scale in container shipping, Maritime Policy &
Management, 25:4,361-373

LIN, H. & CHANG, W. 2008. Order selection and pricing methods using flexible
quantity and fuzzy approach for buyer evaluation. European Journal of
Operational Research, 187, 415-428

LIN, S. 2009. A new two-stage hybrid approach of credit risk in banking industry.
Expert Systems with Applications, 36(4), 8333-8341

199



LIPPMANN, R. 1987. An Introduction to Computing with Neural nets. ASSP
Magazine, IEEE, 4, (2), 4-22

LIU, C., JULA, H. & IOANNOU, P. 2002. Design, simulation, and evaluation of
automated container terminals. Intelligent Transportation Systems, I[EEE
Transactions on, 3, 12-26

LIU, H., LIU, L., BIAN, Q., LIN, Q., DONG, N. & XU, P. 2011. Failure mode and
effects analysis using fuzzy evidential reasoning approach and grey theory.
Expert Systems with Applications, 38, 4403-4415

LIU, J., YANG, J., WANG, J. & SII, H. 2005. Engineering System Safety Analysis
and Synthesis Using the Fuzzy Rule-based Evidential Reasoning Approach.
Quality and Reliability Engineering International, 21, 387-411

LIU, X., ZHOU, M., YANG, J. & YANG, S. 2008b. Assessment of Strategic R&D
Projects for Car Manufacturers Based on the Evidential Reasoning Approach.
Journal of Computer Intelligent System, 1, 24-49

LIU, Y., GUPTA, H., SPRINGER, E., & WAGENER, T. 2008a. Linking science with
environmental decision making: Experiences from an integrated modeling
approach to supporting sustainable water resources management. Environmental
Modelling & Software, 23 (7), 846-858

LOFSTEDT, R. 2011. Risk Versus Hazard-How to Regulate in the 21st Century. Eur.
J. Risk Reg., 2, 149

LOIS, P., WANG, J., WALL, A. & RUXTON, T. 2004. Formal safety assessment of
cruise ships. Tourism Management, 25(1), 93-109

LOOTSMA, F. 1999. Multi-criteria decision analysis via ratio and difference
judgement. Springer Science & Business Media, 29

LOPEZ, R. 1990. Approximate Reasoning Models, Chichester, England, Ellis
Harwood Limited

LUCIA, B., & C. MARK. 2001. An Introduction to Sensitivity Analysis. The
Massachusetts  Institute  of  Technology,  [online]. available:

http://ocw.mit.edu/courses/sloan-school-of-management/15-988-system-

dynamics-self-study-fall-1998-spring-1999/readings/sensitivityanalysis.pdf
[Accessed July 21, 2011]
LUKO, S. 2014. Risk assessment techniques. Quality Engineering, 26(3), 379-382
LUTZ, M. 1996. Programming python. Vol. 8. O'Reilly.

200



MADNI, A. & JACKSON, S. 2009. Toward a Conceptual Framework for Resilience
Engineering. I[EEE System Journal, 3 (2) 181- 191

MAGHAREI, A. VAHABZADEH, F. & SOHRABI, M. 2012. Mixture of Xylose and
Glucose Affects Xylitol Production by Pichiaguilliermondii: Model Prediction
Using Artificial Neural Network. Iran. J. Chem. Chem. Eng., 31(1), 119-131

MALCZEWSKI, J., 1999. GIS and Multicriteria Decision Analysis. New York: John
Wiley & Sons, Inc.

MANSOURI, M., NILCHIANI, R., & MOSTASHARI, A. 2009. A risk management-
based decision analysis framework for resilience in maritime infrastructure and
transportation systems. In Systems Conference, 3rd Annual IEEE, 35-41

MAREN, A. 1991. A logical topology of neural networks. Proceedings of the Second
Workshop on Neural Networks, WNN-AIND 91. [online].  available:

http://www.aliannajmaren.com/Downloads/Logical-topology-neural-net-

works.pdf [accessed 27 March 2014]

MARINI, F., BUCCL, R., MAGRI, A. & MAGRI, A. 2008. Artificial neural networks
in chemo metrics: History, examples and perspectives. Micro chemical Journal,
88 (2), 178-185

MARLOW, P. & CASACA, C. 2003. Measuring lean ports performance. International
Journal of Transport Management, 189-202

MARTIN, E., SAURI, S., & NG, A. 2015. Port-Focal Logistics and the Evolution of
Port Regions in a Globalized World. Dynamic Shipping and Port Development
in the Globalized Economy, 1, Applying Theory to Practice in Maritime
Logistics, 1, 102.

MARTORELL, S., VILLANUEVA, J., CARLOS, S. & SANCHEZ, A. 2010.
Maintenance modelling and optimization applied to safety-related equipment at
nuclear power plants. Safety and Reliability of Industrial Products, Systems and
Structures, 277

MASHHADI H. DEHGHANI, A. REKABDAR, F. HEMMATI, M. &
GOODARZNIA, I. 2013. Atrtificial intelligence vs. classical approaches: a new
look at the prediction of flux decline in wastewater treatment. Desalination and
Water Treatment, 51(40-42), 7476-7489

MATLAB. 2013. Neural Network Toolbox Documentation. [Online]. Available:
http://uk.mathworks.com/help/nnet/index.html [Accessed 21 March 2013]

201



MCCULLOCH, W. & PITTS, W. 1943. A logical calculus of the ideas imminent in
nervous activity. Bulletin of Mathematical Biophysics 5, 115-133

MENTES, A. & HELVACIOGLU, I. 2012. Fuzzy decision support system for spread
mooring system selection. Expert Systems with Applications, 39(3), 3283-3297

MENTZER, J.T. & KAHN, K.B., 1995. A framework of logistics research. Journal of
Business Logistics, 16 (1), 231-250

MEREDITH, J., RATURI, A., AMOAKO-GYAMPAH, K. & KAPLAN, B., 1989.
Alternative research paradigms in operations. Journal of Operation
Management, 8 (4), 297-326

MERGIAS, 1., MOUSTAKAS, K., PAPADOPOULOS, A. & LOIZIDOU, M. 2007.
Multi-criteria decision aid approach for the selection of the best compromise
management scheme for ELVs: The case of Cyprus. Journal of Hazardous
Materials, 147, 706-717

MINSKY, M. & PAPERT, S. 1987. Perceptrons: An Introduction to Computational
Geomety. 3rd ed. MIT Press Ed., Cambridge, 157-169

MOHAGHEGH, Z., KAZEMI, R. & MOSLEH, A. 2009. Incorporating organizational
factors into probabilistic risk assessment (PRA) of complex socio-technical
systems: A hybrid technique formalization. Reliability Engineering & System
Safety, 94, 1000-1018

MOKHTARI, K., REN, J., ROBERTS, C. & WANG, J. 2011. Application of a generic
bow-tie based risk analysis framework on risk management of sea ports and
offshore terminals. Journal of Hazardous Materials, 192, 465-475

MOORE, R. 1979. Method and Application of Interval Analysis. Philadelphia, PA:
SIAM.

MOSELEY, V. DRITSOS, S. & KOLAKSIS, D. 2007. Pre-earthquake fuzzy logic
and neural network based rapid visual screening of buildings. Structural
Engineering and Mechanics, 27 (1), 77-97

MOSTASHARI, A., NILCHIANI, R., OMAR, M., ANDALIBI, N. & HEYDARI, B.
2011. A Cognitive Architecture Framework for Secure and Resilient Seaport
Operations. Journal of Marine Technology, 45, No. 3, 120-127

MOTEFF, J., & PARFOMAK, P. 2004. Critical infrastructure and key assets:
definition and identification. Library of congress Washington DC congressional
research service. [online]. available:

http://www.dtic.mil/dtic/tr/fulltext/u2/a454016.pdf [accessed 5 June 2015]

202



MURTY, K., LIU, J., WAN, Y., & LINN, R. 2005. A decision support system for
operations in a container terminal. Decision support systems, 39 (3), 309-332

NA, U. & SHINOZUKA, M. 2009. Simulation-based seismic loss estimation of seaport
transportation system. Reliability Engineering & System Safety, 94, 722-731

NAJJAR, Y. BASHEER, I. & HAJMEER, M. 1997. Computational neural networks
for predictive microbiology: I. Methodology. International journal of food
microbiology, 34(1), 27-49

NAYAK, P. SUDHEER, K. RANGAN, D. & RAMASASTRI, K. 2004. A neuro-fuzzy
computing technique for modelling hydrological time series. Journal of
Hydrology, 291(1), 52-66

NELSON, M. & ILLINGWORTH, W. 1990. A Practical Guide to Neural Nets.
Addison-Wesley, Reading, MA

NEZARAT, H., SERESHKI, F. & ATAEI M. 2015. Ranking of geological risks in
mechanized tunnelling by using fuzzy analytical hierarchy process (FAHP).
Tunnelling and Underground Space Technology, 50, 358-364

NOBRE, F., TROTTA, L. & GOMES, L. 1999. Multi-criteria decision making: An
approach to setting priorities in health care. Symposium on statistical bases for
public health decision making: from exploration to modeling, 18(23), 3345 —
3354

NOTTEBOOM, T. 2002. Consolidation and contestability in the European container
handling industry. Maritime Policy & Management 29,3, 257-269

NOTTEBOOM, T., PALLIS, A., DE LANGEN, P., & PAPACHRISTOU, A. 2013.
Advances in port studies: the contribution of 40 years Maritime Policy &
Management. Maritime Policy & Management, 40(7), 636-653

NRC. 1994. National Research Council. Science and judgment in risk assessment.

http://www.naefrontiers.org/File.aspx?1d=33195 Washington, DC, USA:

National Academy

O'CONNOR, P. 2001. Design for Reliability, Dana Crowe and Alec Feinberg (editors),
CRC Press, Boca Raton, 2001, 188 pages. Quality and Reliability Engineering
International, 17, 473-473

OIEN, K. 2001. A framework for the establishment of organizational risk indicators.
Reliability Engineering & System Safety, 74, 147-167

OLTEDAL, H. & MCARTHUR, D. 2011. Reporting practices in merchant shipping,
and the identification of influencing factors. Safety Science, 49, 331-338

203



OMER, M., MOSTASHARI, A., NILCHIANI, R. & MANSOURI, M. 2012. A
Framework for Assessing Resiliency of Maritime Transportation System.
Journal of Maritime Policy and Management, 1, 1-19

ONG, P., RICHARDS, W., JAIN, A., HAUTIER, G., KOCHER, M., CHOLIA, S.,
GUNTER, D., CHEVRIER, V., PERSSON, K., & CEDER, G. 2013. Python Ma-
terials Genomics (pymatgen): A robust, open-source python library for materials
analysis. Computational Materials Science, 68, 314-319

ORESKI, S. ORESKI, D. & ORESKI, G. 2012. Hybrid system with genetic algorithm
and artificial neural networks and its application to retail credit risk assessment.
Expert Systems with Applications, 39 (16), 12605-12617

PACHAKIS, D., & KIREMIDIJIAN, A. 2004. Estimation of downtime-related revenue
losses in seaports following scenario earthquakes. Earthquake Spectra, 20(2),
427-449

PALLIS, A., VITSOUNIS, T. & DE LANGEN, P. 2010. Port Economics, Policy, and
Management: Review of an Emerging Research Field. Transport Reviews, 30
(1), 115-161

PALMER, S. 1999. Current port trends in an historical perspective. Journal for
maritime research, 1(1), 99-111

PANAYIDES, P., MAXOULIS, C., WANG, T. & NG, K. 2009. A critical analysis of
DEA applications to seaport economic efficiency measurement. Transport
Reviews, 29,2,183-206

PATE-CORNELL, E., & MURPHY, D. 1996. Human and management factors in
probabilistic risk analysis: The SAM approach and observations from recent
applications. Reliability Engineering & System Safety, 53, 115-126

PAWLIK, T., STEMMLER, L., BAIRD, A. & HELCH, M. 2011. The value of
container terminal investment to ocean carrier strategy. Maritime economics and
logistics,13, 319-341

PHAM, D. 1994. Neural networks in engineering. In: Rzevski, G. et al., (Eds.), Appli-
cations of Artificial Intelligence in Engineering IX, AIENG/ 94, Proceedings of
the 9th International Conference. Computational Mechanics Publications, South-
ampton, 3-36

PILLAY, A. & WANG, J. 2003a. Chapter 5 Formal safety assessment. Elsevier Ocean
Engineering Series, 7, 81-115

204



PILLAY, A. & WANG, J. 2003b. A risk ranking approach incorporating fuzzy set
theory and grey theory. Engineering Reliability and System Safety, 79, 61-67.

PMA. 2010. Pacific Maritime Association. Annual Report. [Online]. Available:
http://www.pmanet.org/?cmd=main.content&id content=2142621691.
[Accessed 23 August 2011]

POLLACK, J. 1989. Connectionism: past, present and future. Artificial Intelligence
Review 3 (1), 3-20

PRIDDY, K. & KELLER, P. 2005. Artificial neural networks: an introduction. 68.

SPIE Press.
RAMSEY, M. 2009. Uncertainty in the assessment of hazard, exposure and risk.

Environmental geochemistry and health, 31(2), 205-217

RAO, R. & DAVIN, J. 2008. A Decision Making Framework Model for Material
Selection using a Combined Multiple Attribute Decision Making Method.
International Journal of Manufacturing Technology, 34, 751-760

REGAN, H., COLYVAN, M. & BURGMAN, M. 2002. A taxonomy and treatment of
uncertainty for ecology and conservation biology. Ecological Applications,
12(2), 618—28

RENN, O. & P. SCHWEIZER. 2009. Inclusive Risk Governance: Concepts and
Application to Environmental Policy Making. Environmental Policy and
Governance, 19: 174-185

RENN, O., KLINKE, A. & VAN, M. 2011. Coping with complexity, uncertainty and
ambiguity in risk governance: a synthesis. Ambio, 40(2), 231-246

REYNALDI, A. LUKAS, S. & MARGARETHA, H. 2012. Backpropagation and
Levenberg-Marquardt Algorithm for Training Finite Element Neural Network.
IEEE, In Computer Modelling and Simulation on (EMS), 2012 Sixth UK
Sim/AMSS European Symposium, 89-94

RIAHI, R. 2010. Enabling Security and Risk-based Operation of Container Line Supply
Chain Under High Uncertainty. Ph.D., Liverpool John Moores

RIAHI, R., BONSALL, S., JENKINSON, I. & WANG, J. 2012. A seafarer’s reliability
assessment incorporating subjective judgements. Proceedings of the Institution
of Mechanical Engineers, Part M: Journal of Engineering for the Maritime
Environment, 226 (4), 313-334

RMS. 2005. Risk Management Guidelines Companion to AS/NZS 4360:2004.
Standards Association of Australia, Sydney

205



ROELEN, A., WEVER, R., HALE, A., GOOSSENS, L., COOKE, R., LOPUHAA, R.
2003. Causal modelling for integrated safety at airports. Safety and reliability, 2,
1321-1327

ROSENBLATT, F. 1958. The perceptron: a probabilistic model for information storage
and organization in the brain. Psychological Review, 65 (6), 386-408

ROSENBLATT, F. 1962. Principles of Neurodynamics: Perceptrons and the Theory of
Brain Mechanisms. Spartan Books, Washington DC

ROSENZWEIG, M. LEIMAN, A. & BREEDLOVE, S. 1999. Biological psychology:
An introduction to behavioral, cognitive and clinical neuroscience (2nd Edition).
Sunderland, Mass: Sinauer Associates, 189-218

ROY, B. 2005. Paradigms and challenges. Multiple criteria decision analysis: state of
the art surveys. Springer New York, 3-24

SAATY, T. & VARGAS, L. 2012. Models, methods, concepts & applications of the
analytic hierarchy process (Vol. 175). Springer Science & Business Media

SAATY, T. 1980. The Analytic Hierarchy Process. New York: McGraw-Hill

SAATY, T., 2000. Fundamentals of Decision Making and Priority Theory with the
Analytic Hierarchy Process. 2nd ed. Pittsburgh, USA: RWS Publications

SACHAN, A. & DATTA, S., 2005. Review of supply chain management and logistics
research. [International Journal of Physical Distribution and Logistics
Management, 35 (9), 664—705

SADATSAFAVI, M., MOAYYERI, A., SOLTANI, A., LARIJANI, B., NOURAIE,
M. & AKHONDZADEH, S. 2005. Artificial neural networks in prediction of
bone density among post-menopausal women. Journal of Endocrinological
Investigation, 28 (5): 425-431

SAUNDERS, M.; LEWIS, P. & THORNHILL, A. 2009. Research methods for busi-
ness students, SthEdition. England, Essex: Pearson Education Limited

SCHALKOFF, R.1997. Artificial neural networks. New York: McGraw- Hill

SCHUHMACHER, M. NADAL, M. & DOMINGO, J. 2009. Environmental
monitoring of PCDD/Fs and metals in the vicinity of a cement plant after using
sewage sludge as a secondary fuel. Chemosphere, 74 (11), 1502-1508

SEYED-HOSSEINI, S., SAFAEI, N. & ASGHARPOUR, M. J. 2006. Reprioritization
of failures in a system failure mode and effects analysis by decision making trial
and evaluation laboratory technique. Reliability Engineering &amp; System
Safety, 91, 872-881

206



SHAFER, G., 1976. Mathematical Theory of Evidence. Princeton, NJ: Princeton Univ.
Press

SHANG, C. & LU, S. 2009. Effects of safety climate on perceptions of safety
performance in container terminal operations. Transport reviews,29 (1), 1-19

SHANG, K. & TSENG, W. 2010. A risk analysis of stevedoring operations in seaport
container terminals. journal of marine science and technology. 18, 201-210

SHANNON, H., MAYR, J. & HAINES, T. 1997. Overview of the relationship between
organizational and workplace factors and injury rates. Safety Science, 26, 210-
127

SHIHA, H. S., SHYUR, H. J. & STANLEY LEE, E. 2007. An extension of TOPSIS
for group decision making. Mathematical and Computer Modeling, 45(7-8),
801-813

SIEGEL, P., OMER, K., KORVIN, A. & ZEBDA, A. 1998. Applications of Fuzzy
Sets and the Theory of Evidence to Accounting 1l. ] A L Press Inc., London,
England

SII, H., RUXTON, T. & WANG, J. 2001b. A fuzzy-logic-based approach to qualitative
safety modelling for marine systems. Reliability Engineering &amp, System
Safety, 73, 19-34

SII, H.,, WANG, J. & RUXTON, T. 2001a. Novel risk assessment techniques for
maritime safety management system. [International Journal of Quality &
Reliability Management, 18, 982 — 1000

SIMPSON, P. 1990. Artificial Neural Systems: Foundations, Paradigms, Applications,
and Implementations. Pergamon Press, New York

SINGH, R. & BENYOUCEF, L. 2011. A fuzzy TOPSIS based approach for e-sourcing.
Engineering Applications of Artificial Intelligence, 24(3), 437-448

SMITHSON, M. 2012. Ignorance and uncertainty: emerging paradigms. Springer
Science & Business Media

SOARES, C. & TEIXEIRA, A. 2001. Risk assessment in maritime transportation.
Reliability Engineering & System Safety, 74, 299-309

SONMEZ, M., YANG, J. & HOLT, G. 2001. Addressing the contractor selection
problem using an evidential reasoning approach. Engineering Construction and
Architectural Management, 8, 198-210

SRIVASTAVA, R. & LIU, L. 2003. Applications of Belief Functions in Business

Decisions, a Review. Journal of Information Systems Frontiers, 5 (4) 359-378

207



STAHLBOCK, R. & Vo8, S., 2008. Operations research at container terminals: a
literature update. OR Spectrum, 30 (1), 1-52

STAMATELATOS, M. 2000. Probabilistic risk assessment: What is it and why is it
worth performing it? NASA Office of Safety and Mission Assurance, 4(05), 00

STATISTICA NEURAL NETWORK (Statistica NN). 1998. Statistica NN Software
Documentation, [Online]. Available: http:// www.statsoft.com [accessed 15
November 2015]

STEENKEN, D., VOB, S. & STAHLBOCK, R. 2004. Container terminal operation

and operations research - a classification and literature review, OR Spectrum, 26,
3-49

STIEHLER, S. 2012. Global Container Terminal Operators Forecast: 2012. Port
Technology International, 54, 7-9

SUDHAKARAN, R. MURUGAN, V. SIVASAKTHIVEL, P. & BALAIJI, M. 2013.
Prediction and optimization of depth of penetration for stainless steel gas
tungsten arc welded plates using artificial neural networks and simulated
annealing algorithm. Neural Computing and Applications, 22(3-4), 637-649

SUT, N. & CELIK, Y. 2012. Prediction of mortality in stroke patients using multilayer
perceptron neural networks. Turkish Journal of Medical Sciences, 42(5), 886-
893.

SUTER, G., BARNTHOUSE, L. & O’NEILL, R. 1987. Treatment of risk in
environmental impact assessment. Environmental Management, 11, 295-303

SUTTON, 1. 2014a. Process risk and reliability management: operational integrity
management. Gulf Professional Publishing.

SUTTON, 1. 2014b. Chapter 8 - Safety Cases, In Offshore Safety Management (Second
Edition), William Andrew Publishing, Oxford, 245-266

SUTTON, I. 2015. Chapter 5 - Hazard Identification, In Process Risk and Reliability
Management (Second Edition), Gulf Professional Publishing, Oxford, 193-271

SYS, C., BLAUWENS, G., OMEY, E., VAN DE VOORDE, E. & WITLOX, F. 2008.
In search of the link between ship size and operations. Transportation Planning
and Technology, 31(4), 435-463

TAH, J. & CARR, V. 2000. A proposal for construction project risk assessment using

fuzzy logic. Construction Management and Economics, 18(4), 491-500

208



TAHA, R. 2012. The Possibility of using Artificial Neural Networks in Auditing-The-
oretical Analytical Paper. European Journal of Economics, Finance and Admin-
istrative Sciences, 47

TANG, W., SPURGEON, K., WU, Q. & RICHARDSON, Z. 2004. An Evidential
Reasoning Approach to Transformer Condition Assessments. [EEE
Transactions on Power Delivery. 19, 1696-1703

TORLAK, G., SEVKLI, M., SANAL, M. & ZAIM, S. 2011. Analysing business
competition by using fuzzy TOPSIS method: An example of Turkish domestic
airline industry. Expert Systems with Applications, 38(4), 3396-3406

TRAN, N. & HAASIS, H. 2015. An empirical study of fleet expansion and growth of
ship size in container liner shipping. International Journal of Production
Economics, 159, 241-253

TRBOJEVIC, V. AND CARR, B. 2000. Risk based methodology for safety
improvements in ports. Journal of Hazardous Materials. 71, pp: 467-480

TRUCCO, P., CAGNO, E., RUGGERI, F. & GRANDE, O. 2008. A Bayesian belief
network modelling of organisational factors in risk analysis: A case study in
maritime transportation. Reliability Engineering & System Safety, 93, 845-856

TSENG, T. & KLEIN, C., 1992. A new algorithm for fuzzy multi-criteria decision
making. Int. J. Approx. Reason, 6, 45—66

TSUJITA, K. HIROTA, M. ASHIKAGA, T. ATOBE, T. KOUZUKI H. & AIBA, S.
2014. Skin sensitization risk assessment model using artificial neural network
analysis of data from multiple in vitro assays. Toxicology in Vitro, 28 (4), 626-
639

TURBAN, E., SHARDA, R. & DELEN, D. 2011. Decision support and business in-
telligence systems. Pearson Education India

TURP, S. EREN, B. & ATES, A. 2011. Prediction of adsorption efficiency for the
removal of nickel(ii) ions by zeolite using artificial neural network(ann)
approach. Fresenius Environmental Bulletin, 20(12), 3158-3165

UNCTAD. United Nations Conference on Trade and Development secretariat. 2015.
Review of Maritime Transport 2011 United Nations publication. [online].
available:http://unctad.org/en/pages/Publication Webflyer.aspx?publicationid=7
53 [accessed 15 November 2015]

UNCTAD. United Nations Conference on Trade and Development secretariat. 2015.

Review of Maritime Transport 2015 United Nations publication. [online].

209



available: http://unctad.org/en/PublicationsLibrary/rmt2015_en.pdf [accessed
23 December 2015]
UNCTAD. United Nations Conference on Trade and Development secretariat. 1976.

Port Performance Indicators. [Online]. Available: http://r0.unctad.org/ttl/docs-
un/td-b-c4-131-suppl-
rev1/en/TD%20B%20C4%20131%20Suppl1%20Revie.pdf  [Accessed 13
February 2012]

UNCTAD. United Nations Conference on Trade and Development secretariat. 1996.

Port Organisation and Management. [Online]. Available:
http://r0.unctad.org/ttl/docs-un/td-b-cn4-ge1-6/en/g9650188.pdf [Accessed 13
February 2012]

UNCTAD. United Nations Conference on Trade and Development secretariat. 2006.
Marine security: elements of an analytical framework for compliance measure-
ment and risk assessment. [online]. available:

http://unctad.org/en/Docs/sdtetlb20054 _en.pdf [accessed 13 June 2015]

UNCTAD. United Nations Conference on Trade and Development secretariat. 2011.
Review of Maritime Transport 2010 United Nations publication. [online].
available: http://unctad.org/en/Docs/rmt2010_en.pdf [accessed 15 November
2011]

UNCTAD. United Nations Conference on Trade and Development secretariat. 2013.
Review of Maritime Transport 2011 United Nations publication. [online].
http://unctad.org/en/PublicationChapters/rmt2013ch1_en.pdf [Accessed 26 Jan
2014]

UNCTAD. United Nations Conference on Trade and Development secretariat. 2014.
Review of Maritime Transport 2014 United Nations publication. [online].
available: http://unctad.org/en/PublicationsLibrary/rmt2014_en.pdf [accessed
15 April 2015]

UNG, S. T., WILLIAMS, V., BONSALL, S., & WANG, J. 2006. Test case based risk

predictions using artificial neural network. Journal of Safety Research, 37(3),
245-260

USGAO. 2005. United States Government Accountability Office. Port risk
management: further refinements needed to assess risks and prioritize protective

measures at ports and other critical infrastructure. Report to Congressional

210



Committees. [Online]. Available: http://www.gao.gov/new.items/d0691.pdf
[Accessed 13 February 2012]
USGAO. 2007. United States Government Accountability Office. Port risk

management: additional federal guidance would aid ports in disaster planning

and recovery. Report to congressional committees. [Online]. Available:

http://www.gao.gov/new.items/d07412.pdf [Accessed 13 February 2012]
VAHIDNIA, M. H., ALESHEIKH, A., ALIMOHAMMADI, A. & BASSIRI, A. 2008.

Fuzzy analytical hierarchy process in GIS application. The International
Archives of the Photogrammetry, Remote Sensing and Spatial Information
Sciences, 37(B2), 593-596

VIS, I. & DE KOSTER, R. 2003. Transshipment of containers at a container terminal:
An overview. European Journal of Operational Research, 147, 1-16

VUGRIN, E. WARREN, D. & EHLEN, M. 2011. A Resilience Assessment
Framework for Infrastructure and Economic Systems: Quantitative and
Qualitative Resilience Analysis of Petrochemical Supply Chains to a Hurricane.
Process Safety Progress, 30, 3

WALKER, W., HARREMOE'S, P., ROTMANS, J., VAN DER SLULJS, J., VAN
ASSELT, M. & JANSSEN, P. 2003. Defining uncertainty. A conceptual basis
for uncertainty management in model-based decision support. Integrated
Assessment, 4, 517

WANG, G.HAO, J.,, MA, J. & JIANG, H. 2011b. A comparative assessment of
ensemble learning for credit scoring. Expert Systems with Applications, 38
(1), 223-230

WANG, J. & RUXTON, T. 1998. A design-for-safety methodology for large
engineering systems. Journal of Engineering design, 9 (2), 159-170

WANG, J. & TRBOJEVIC, V. 2007. Design for safety of marine and offshore systems.
IMarEST

WANG, J. 2002. Offshore safety case approach and formal safety assessment of ships,
Journal of Safety Research, Volume 33, Issue 1, Spring, Pages 81-115

WANG, J.,, YANG, J. & SEN, P. 1996. Multi-person and multi-attribute design
evaluations using evidential reasoning based on subjective safety and cost

analyses. Reliability Engineering &amp,; System Safety, 52, 113-128

211



WANG, J., YANG, J. B. & SEN, P. 1995. Safety Analysis and Synthesis Using Fuzzy
Set Modelling and Evidential Reasoning. Reliability Engineering & System
Safety, 47, 3, 103-118

WANG, M. 2005. The rise of container transport in East Asia. World shipping and port
development. Palgrave Macmillan, Hampshire, 10-33

WANG, T. & CHEN, Y. 2007. Applying consistent fuzzy preference relations to
partnership selection. Int. J. Manage. Sci., 384-388

WANG, X. & TRIANTAPHYLLOU E. 2006. Ranking irregularities when evaluating
alternatives by using some multi-criteria decision analysis methods. Handbook
of Industrial and Systems Engineering, 27-1

WANG, X., LEDERMAN, D. TAN, J,WANG, X.& ZHENG, B. 20lla.
Computerized prediction of risk for developing breast cancer based on bilateral
mammographic breast tissue asymmetry. medical engineering & physics, 33
(8), 934-942

WANG, Y. & LEE, H. 2007. Generalizing TOPSIS for fuzzy multiple-criteria group
decision-making. Computers and Mathematics with Applications, 53, 1762—
1772

WANG, Y., LIU, J. & ELHAG, T. 2008. An integrated AHP-DEA methodology for
bridge risk assessment. Computers &amp, Industrial Engineering, 54, 513-525

WEBER, E. & JOHNSON, E. 2008. Decisions under uncertainty: Psychological,
economic, and neuroeconomic explanations of risk preference. Neuroeconomics:
Decision making and the brain, 127-144

WIDROW, B. & HOFF, M. 1960. Adaptive switching circuits. /IRE WESCON
Convention Record, 4, 96—-104

WIDROW, B., RUMELHART, D. & LEHR, M. 1994. Neural networks: Applications
in industry, business and science. Communications of the ACM, 37(3), 93—105

WIEDEMANN, P., HOLGER, S. & ALBENA, S. 2010. Evaluation of Communication
on the Differences between “Risk” and “Hazard”. Berlin: Federal Institute for
Risk Assessment Risk 7: 3

WORLD BANK. 2003. PORT REFORM TOOLKIT. [Online]. Available: http://www-
wds.worldbank.org/external/default/ WDSContentServer/WDSP/IB/2004/08/17/
000160016_20040817173222/Rendered/PDF/297970PAPER00182131504613.
pdf [Accessed 13 February 2012]

212



WORLD ECONOMIC FORUM. 2014. Global risks Network report (2014). [online]
http://www3.weforum.org/docs/WEF_GlobalRisks Report 2014.pdf
[Accessed: 21st Jan 2014]

WSC, 2015a. WORLD SHIPPING COUNCIL, 2015. Global Container Fleet. [online].

available: http://www.worldshipping.org/about-the-industry/containers/global-

container-fleet [accessed 17 June 2015]
WSC, 2015b. WORLD SHIPPING COUNCIL. Top 50 World Container Ports

[online]. available: http://www.worldshipping.org/about-the-industry/global-

trade/top-50-world-container-ports [accessed 17 June 2015]

WSG. 2007. Ward Systems Group. Software Documentation. [Online]. Available:
http://www.wardsystems.com/index.asp [Accessed 21 March 2013]
WU, B., WANG, Y., ZHANG, J., SAVAN, E. & YAN, X. 2015. Effectiveness of mar-

itime safety control in different navigation zones using a spatial sequential DEA
model: Yangtze River case. Accident Analysis & Prevention, 81, 232-242

WU, W. & LIN, J. 2015. Productivity growth, scale economies, ship size economies
and technical progress for the container shipping industry in Taiwan,
Transportation Research Part E: Logistics and Transportation Review, 73, 1-16

XU, D., MCCARTHY, S. & YANG, J. 2006a. Intelligent decision system and its
application in business innovation self-assessment. Decision Support Systems,
42, 664-673

XU, D., YANG, J. & WANG, Y. 2006b. The evidential reasoning approach for multi-
attribute decision analysis under interval uncertainty. European Journal of
Operational Research, 174, 1914-1943

XU, K., TANG, L., XIE, M., HO, S. & ZHU, M. 2002. Fuzzy assessment of FMEA for
engine systems. Reliability Engineering &amp, System Safety, 75, 17-29

XU, Z.2007. A method for multiple attribute decision making with incomplete weight
information in linguistic setting. Knowledge-Based Systems, 20(8), 719-725

YAGER R. 1988. On ordered weighted averaging aggregation operators in multi-
criteria decision making. /EEE Trans. Syst, 18, 183—190

YAGER, R. 1992. On the Specificity of a Possibility Distribution, Fuzzy Sets and
Systems, 50, 279-292

YAGER, R. 1995. An Approach to Ordinal Decision Making, International Journal of
Approximate Reasoning, 12,237-261

213



YAGER, R., 1981. A new methodology for ordinal multi-objective decisions based on
fuzzy sets. Decis. Sci, 12, 589-600

YANG, C., CHOI, Y. & HA, T. 2004. Simulation-based performance evaluation of
transport vehicles at automated container terminals. OR Spectrum 26:149-170

YANG, J. & SEN, P.1996. Preference Modelling by Estimating Local Utility
Functions for Multi objective Optimisation. European Journal of Operational
Research. 95, 115-138

YANG, J. & SINGH, M. 1994. An evidential reasoning approach for multiple-attribute
decision making with uncertainty. Systems, Man and Cybernetics, IEEE
Transactions on, 24, 1-18

YANG, J. & XU, D. 2002a. Nonlinear information aggregation via evidential
reasoning in multi-attribute decision analysis under uncertainty. Systems, Man
and Cybernetics, Part A: Systems and Humans, IEEE Transactions on, 32, 376-
393

YANG, J. & XU, D. 2002b. On the evidential reasoning algorithm for multiple
attribute decision analysis under uncertainty. Systems, Man and Cybernetics,
Part A: Systems and Humans, IEEE Transactions on, 32, 289-304

YANG, J. 2001. Rule and utility-based evidential reasoning approach for multiattribute
decision analysis under uncertainties. European Journal of Operational
Research, 131, 31-61

YANG,J., DALE, B. & SIOW, C. 2001. Self-assessment of excellence: An application
of the evidential reasoning approach. International Journal of Production
Research, 39, 3789-3812

YANG, S., ZHU, W. & REN, M. 2004. Learning Based Combination of Expert
Opinions in Securities Market Forecasting. Journal of System Engineering,
19(1), 94 — 98

YANG, T. & HUNG, C. 2007. Multiple-attribute Decision-making Methods for Plant
Layout Design Problem. Robotics and Computer-Integrated Manufacturing, 23,
126137

YANG, Z., BONSALL, S. & WANG, J. 2008. Fuzzy Rule-Based Bayesian Reasoning
Approach for Prioritization of Failures in FMEA. Reliability, IEEE Transactions
on, 57, 517-528

214



YANG, Z., BONSALL, S. & WANG, J. 2009. Use of hybrid multiple uncertain
attribute decision making techniques in safety management. Expert System with
Applications, 36, 1569—1586

YANG, Z., BONSALL, S. & WANG, J. 2011. Approximate TOPSIS for vessel
selection under uncertain environment. Expert Systems with Applications, 38,
12, 14523-14534

YANG, Z., BONSALL, S. &WANG, J. 2010. Facilitating uncertainty treatment in the
risk assessment of container supply chains. Proceedings of IMarEST - Part A -
Journal of Marine Engineering and Technology, 2010, 23-36

YANG, Z., NG, A. & WANG, J. 2011. Incorporating quantitative risk analysis in port
facility security assessment. International Association of Maritime Economics
Conference, (IAME2011), 26-28

YANG, Z., NG, A. & WANG, J. 2014. A New Risk Quantification Approach in Port
Facility Security Assessment. Transportation Research Part A: Policy and
Practice, 59: 72-90

YANG, Z., WANG, J., BONSALL, S. & FANG, Q. 2009. Use of Fuzzy Evidential
Reasoning in Maritime Security Assessment. Risk Analysis, 29, 95-120.

YANG, Z., WANG, J., BONSALL, S., YANG, J. & FANG, Q. 2005. A subjective risk
analysis approach of container supply chains. International Journal of
Automation and Computing, 2, 85-92

YEGNANARAYANA, B. 2009. Artificial neural networks. PHI Learning Pvt. Ltd.

YEN, J. 1990. Generalizing the Demspter-Shafer Theory to Fuzzy Sets. /EEE
Transactions on Systems, Man and Cybernetics. 20, 559-570

YETILMEZSOY, K. & DEMIREL, S. 2008. Artificial neural network (ANN)
approach for modeling of Pb(II) adsorption from aqueous solution by Antep
pistachio (Pistacia Vera L.) shells. Journal of Hazardous Materials, 153(3),
1288-1300

YING, W. ELHAG, A. & TAHA, M. 2008. An adaptive neuro-fuzzy inference system
for bridge risk assessment. Expert Systems with Applications, 34 (4), 3099-3106

YIP, T., SUN, X., & LIU, J. 2011. Group and individual heterogeneity in a stochastic
frontier model: Container terminal operators. European journal of operational

research, 213(3), 517-525

215



YIP, T., ZHANG, D. & CHWANG, A. 2002. Environmental and Safety
Considerations for Design of a Perforated Seawall, Proceedings of the
International Offshore and Polar Engineering Conference, 2, 758-763

YOON, K. & GYUTAL, K. 1989. Multiple attributes decision analysis with imprecise
information. I[EEE Transactions on Systems, Man, and Cybernetics, 19, 21-26

YOON, K., & HWANG, C. 1995. Multiple Attribute Decision Making: An
Introduction. Thousand Oaks: SAGE Publications

YUKSEL, I. & DAGDEVIREN, M. 2007. Using the analytic network process (ANP)
ina SWOT analysis — A case study for a textile firm. Information Sciences, 177,
3364-3382

ZADEH, L. 1965. Fuzzy sets. Information Control 8, 338-353

ZADEH, L. 1975. The concepts of a linguistic variable and its (application to
approximate reasoning (I), (II), III). Inf- Sci, 8, 9, 43-80, 199-249, and 301-357

ZAFIROPOULOS, E. & DIALYNAS, E. 2005. Reliability prediction and failure mode
effects and criticality analysis (FMECA) of electronic devices using fuzzy logic.
International Journal of Quality & Reliability Management, 22, 183-200

ZHANG, X., ZHAO, H. & WEI, S. 2005. Research on subjective and objective
evidence fusion methodin oil reserve forecast. Journal of System Simulation, 17
(10), 2537-2540

ZHANG, Y. & LAM, J. 2015. Estimating the economic losses of port disruption due
to extreme wind events. Ocean & Coastal Management, 116, 300-310

ZHOU, M., LIU, X. & YANG, J. 2010. Evidential Reasoning Based Nonlinear
Programming Model for MCDA under Fuzzy Weights and Utilities. Journal of
Intelligent Systems, 25, 31-58

ZUPAN, J. & GASTEIGER, J. 1993. Neural Networks for Chemists: An Introduction.
New York. John Wiley & Sons, Inc.

216



LIST OF APPENDICES

217



Appendix I-1: FRB with Belief Structures for Chapter 3

218



Four risk parameters in the IF part

DoB in the THEN part

Probability | Consequences/ | FECLES | IO
of failure Severity e

Rules undetected resilience of

No port Low | Medium | High

operational (RD) (R2) (R3)
systems
L) ©) P) )

1. Low Low Low Low 1
2. Low Low Low Medium 0.75 0.25
3. Low Low Low High 0.75 0.25
4. Low Medium Low Low 0.75 0.25
5. Low Medium Low Medium 0.50 0.50
6. Low Medium Low High 0.50 0.25 0.25
7. Low High Low Low 0.75 0.25
8. Low High Low Medium 0.50 0.25 0.25
9. Low High Low High 0.50 0.50
10. Low Low Medium Low 0.75 0.25
11. Low Low Medium Medium 0.50 0.50
12. Low Low Medium High 0.50 0.25 0.25
13. Low Medium Medium Low 0.50 0.50
14. Low Medium Medium Medium 0.25 0.75
15. Low Medium Medium High 0.25 0.50 0.25
16. Low High Medium Low 0.50 0.25 0.25
17. Low High Medium Medium 0.25 0.50 0.25
18. Low High Medium High 0.25 0.25 0.50
19. Low Low High Low 0.75 0.25
20. Low Low High Medium 0.50 0.25 0.25
21. Low Low High High 0.50 0.50
22. Low Medium High Low 0.50 0.25 0.25
23. Low Medium High Medium 0.25 0.50 0.25
24, Low Medium High High 0.25 0.25 0.50
25. Low High High Low 0.50 0.50
26. Low High High Medium 0.25 0.25 0.50
27. Low High High High 0.25 0.75
28. Medium Low Low Low 0.75 0.25
29. Medium Low Low Medium 0.50 0.50
30. Medium Low Low High 0.50 0.25 0.25
31. Medium Medium Low Low 0.50 0.50
32. Medium Medium Low Medium 0.25 0.75
33. Medium Medium Low High 0.25 0.50 0.25
34, Medium High Low Low 0.50 0.25 0.25
35. Medium High Low Medium 0.25 0.50 0.25
36. Medium High Low High 0.25 0.25 0.50
37. Medium Low Medium Low 0.50 0.50
38. Medium Low Medium Medium 0.25 0.75
39. Medium Low Medium High 0.25 0.50 0.25
40. Medium Medium Medium Low 0.25 0.75
41. Medium Medium Medium Medium 1
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Four risk parameters in the IF part

DoB in the THEN part

Probabilty | Consequences/ | FEOCRA | (N
of failure Severity e
Rules undetected resilience of
No port Low | Medium | High
operational (RD) (R2) (R3)
systems
9 © P) )
42. Medium Medium Medium High 0.75 0.25
43. Medium High Medium Low 0.25 0.50 0.25
44. Medium High Medium Medium 0.75 0.25
45. Medium High Medium High 0.50 0.50
46. Medium Low High Low 0.50 0.25 0.25
47. Medium Low High Medium 0.25 0.50 0.25
48. Medium Low High High 0.25 0.25 0.50
49, Medium Medium High Low 0.25 0.50 0.25
50. Medium Medium High Medium 0.75 0.25
51. Medium Medium High High 0.50 0.50
52. Medium High High Low 0.25 0.25 0.50
53. Medium High High Medium 0.50 0.50
54. Medium High High High 0.25 0.75
55. High Low Low Low 0.75 0.25
56. High Low Low Medium 0.50 0.25 0.25
57. High Low Low High 0.50 0.50
58. High Medium Low Low 0.50 0.25 0.25
59. High Medium Low Medium 0.25 0.50 0.25
60. High Medium Low High 0.25 0.25 0.50
61. High High Low Low 0.50 0.50
62. High High Low Medium 0.25 0.25 0.50
63. High High Low High 0.25 0.75
64. High Low Medium Low 0.50 0.25 0.25
65. High Low Medium Medium 0.25 0.50 0.25
66. High Low Medium High 0.25 0.25 0.50
67. High Medium Medium Low 0.25 0.50 0.25
68. High Medium Medium Medium 0.75 0.25
69. High Medium Medium High 0.50 0.50
70. High High Medium Low 0.25 0.25 0.50
71. High High Medium Medium 0.50 0.50
72. High High Medium High 0.25 0.75
73. High Low High Low 0.50 0.50
74. High Low High Medium 0.25 0.25 0.50
75. High Low High High 0.25 0.75
76. High Medium High Low 0.25 0.25 0.50
77. High Medium High Medium 0.50 0.50
78. High Medium High High 0.25 0.75
79. High High High Low 0.25 0.75
80. High High High Medium 0.25 0.75
81. High High High High 1
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Appendix I-2: The Conditional Probability Table for The Risk Estimate (Nr)
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L L1
D D1 D2 D3
C Cl C2 C3 Cl c2 C3 Cl C2 C3
R
R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3
RE
RE1 1 0.75 0.75 0.75 0.50 0.50 0.75 0.50 0.50 0.75 0.50 0.50 0.50 0.25 0.25 0.50 0.25 0.25 0.75 0.50 0.50 0.50 0.25 0.25 0.50 0.25 0.25
RE2 0 0.25 0 0.25 0.50 0.50 0 0.25 0 0.25 0.50 0.25 0 0 0.50 0.25 0.50 0.25 0 0.25 0 0.25 0.50 0.25 0 0.25 0
RE3 0 0 0.25 0 0 0.25 0.25 0.25 0.50 0 0 0.25 0.50 0.75 0.25 0.25 0.25 0.50 0.25 0.25 0.50 0.25 0.25 0.50 0.50 0.50 0.75
L L2
D D1 D2 D3
C Cl1 c2 C3 C1 C2 C3 C1 c2 C3
R
R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3
RE
RE1 0.75 0.50 0.50 0.50 0.25 0.25 0.50 0.25 0.25 0.50 0.25 0.25 0.25 0 0 0.25 0 0 0.50 0.25 0.25 0.25 0.75 0 0.25 0 0.75
RE2 0.25 0.50 0.25 0.50 0.75 0.50 0.25 0.50 0.25 0.50 0.75 0.50 0.75 1 0.75 0.50 0.75 0.50 0.25 0.50 0.25 0.50 0 0.50 0.25 0.50 0.25
RE3 0 0 0.25 0 0 0.25 0.25 0.25 0.50 0 0 0.25 0 0 0.25 0.25 0.25 0.50 0.25 0.25 0.50 0.25 0.25 0.50 0.50 0.50 0
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L3
D DI D2 D3
C c1 @ 3 Cl C2 C3 Cl C2 C3
R
RE R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3
RE1
0.75 0.50 0.50 0.50 0.25 0.25 0.50 0.25 0.25 0.50 0.25 0.25 0.25 0 0 0.25 0 0 0.50 0.25 0.25 0.25 0 0 0.25 0 0
RE2
0 0.25 0 0.25 0.50 0.25 0 0.25 0 0.25 0.50 0.25 0.50 0.75 0.50 0.25 0.50 0.25 0 0.25 0 0.25 0.50 0.25 0 0.25 0
RE3
0.25 0.25 0.50 0.25 0.25 0.50 0.50 0.50 0.75 0.25 0.25 0.50 0.25 0.25 0.50 0.50 0.50 0.75 0.50 0.50 0.75 0.50 0.50 0.75 0.75 0.75 1
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Appendix I-3: Questionnaire Used for HEs Evaluation in Chapter 3
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School of Engineering, Technology and Maritime Operations
Liverpool John Moores University
Byrom Street

L3 3AF UK
Phone : 0044 0151 231 2028 il B
WN\G¥ liverpool
Fax :0044 0151 298 2624 g
Email : HM.Al-Yami@2010.]jmu.ac.uk J IVI U

11 November 2011

To: WHOM IT MAY CONCERN

A research project at Liverpool John Moores University is currently being carried out with
regard to the container terminal safety and it is specific on the container shipping sector. This
subject would become a critical topic in the maritime community internationally due to the fast

expansion in containerisation and the global economic recession over the past decade.

The aim of this study is to investigate and examine the current safety level of container
terminals operations. Furthermore, evaluate the most significant failure events and its
consequences on the safety management of a desired container terminal. At the end of this
research, a conceptual methodology and an advanced model would be generated that can be
used by container terminal management to investigate and mitigate the risk affecting the
operations of the terminal and to obtain a cost effective strategy. To achieve the above aim, the

research objectives are as follows:

1. To investigate the high significant failure events influencing the safety level of the ter-
minal by using a proportion technique.

2. Analyse the uncertain conditions in the terminal industry by using a rule-based tech-
nique.

A number of evaluation criteria have been determined in this research. All the evaluation

criteria need to be measured by using the two techniques that have been mentioned above. This

process is required to provide reliable data by identifying an expert opinion of each evaluation

parameter. A set of questionnaires is compiled in this letter.

I should be most grateful if you could kindly spend your valuable time to complete the

accompanying questionnaire and email it at the address shown above. Your vital feedback will
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greatly benefit and contribute to the formulation of an industry wide opinion. I can assure you

that the confidentiality of your response will be honoured and respected.

Yours faithfully,

Hani M.A. Alyami
PhD researcher, School of Engineering, Technology and Maritime Operations

Liverpool Logistics Offshore and Marine Research Institute
Room 2.23, LOOM Research Institute

The procedures and guidelines for answering this set of questionnaires are explained as

follows:

The linguistic meaning

To proceed with the proportion technique, an expert has to understand the ratio scale
measurement used in this study. The table below describe the numerical
assessment together with the linguistic meaning of each number.

Numerical Assessment Linguistic meaning
0<L <100 Low (L)
0=<M<100 Medium (M)
0<H<100 High (H)

An expert is required to give a possible judgement to all questions based on his/her expertise
and experience in the shipping industry. The judgment process has to be focussed on how to
achieve the goal. The total assessment for each parameter must not be over 100%. For instance,

you have two types of Roads and two types of cars as shown.
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The Goal is to evaluate the risk of driving deferent types of cars on deferent types of

roads with 30 mph speed.

Attributes - . Consequences
Probability Risk Risk Assessment

Assessment Scale
Scale

Failure Event

H M L H M L

How likely to drive a formula 1 on rugged
100% | 0% | 0% 100% | 0% 0%

road?

How likely to drive a formula 1 on gravel
90% | 10% | 0% 95% | 5% 0%

road?

How likely to drive a four-wheel vehicle on
40% | 20% | 40% 45% | 15% | 40%

rugged road?

How likely to drive a four-wheel vehicle on
0% 0% | 100% | 0% | 0% | 100%

gravel road?

Explanation of the above example,
1) The probability of driving a formula 1 on rugged road is 100% High risk because it
cannot be driven on this type of roads and the consequences of driving it, is 100% High
risk because it will be instantly severely damaged. That means the risk assessment of

driving a formula 1 on a rugged road is 100% High risk, and recommended not to drive.
i1) The probability of driving a formula 1 on gravel road is 90% High and 10% Medium

risks because it can be driven but not for long time and the consequences of driving it,

1s 95% High and 5% Medium risks because the damage will increase as it runs on the
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road. That means the risk assessment of driving a formula 1 on a gravel road is reason-

ably High risk, and recommended not to drive.

ii1) The probability of driving a four-wheel vehicle on rugged road is 40% High, 20% Me-
dium, 40% Low risks, and the consequences of driving it, is 45% High, 15% Medium,
40% Low risks because the speed limit. That means the risk assessment of driving a
four-wheel vehicle on rugged road is reasonably Medium risk, and recommended to

drive with extreme caution.

iv) The probability of driving a four-wheel vehicle on gravel road is 100% Low risk and
the consequences of driving it, is 100% Low risk. That means the risk assessment of
driving a four-wheel vehicle on a gravel road is 100% Low risk, and recommended to

drive.

The Attributes description

L describes the failure occurrence probability. It means the rate of failure occurring in a
designated period, which directly represents the number of failure frequencies

during the design life span of a particular system.

C describes the consequences/ severity. It represents the magnitude of possible loss when risk

happens, which is ranked according to the severity of failure effects.

P defines the probability of failures being undetected (P). It refers to the probability that

possible failure can be detected before occurrence.

R defines the chance of container terminal operations being disrupted due to a failure. It refers
to the probability that possible disruption happens given the occurrence of a failure

event.

RE is the Risk Evaluation. It is the only output used to produce safety evaluation for a

particular cause to technical failure.

Note: The Probability of the failure mode should be given on an annual basis.
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Parameters

The degree of the parameters estimated for each hazard may be based on knowledge of the

results of similar past events and can be defined as follows.

High (H): loss of ability to accomplish the operations or operation failure; death or

permanent total disability accident risk; loss of major facility damage; severe

environmental damage.

Medium (M): degraded operations capability or readiness; minor injury accident risk that

disrupted operations over 3 hours a day; minor capability to equipment or system,

facility or the environment; minor damage to facility or environment.

Low (L): little or no adverse impact on operations capability; minor medical treatment in

accident risk; slight equipment or system damage but fully functional and

serviceable; little or no facility or environment damage.

Attributes

Failure Event

Chance of
Probability of probability of Consequences/ terminal
failure/ failures being severity operation being
Likelihood undetected Disrupted due to
failure
H M L |H|M L H M L H M L

collision between a rail-
mounted gantry crane

(RMG) and a trailer.

collision between a rubber-
tired gantry crane (RTG)

and a trailer.

collision between straddle
carriers (SC) and a rubber-

tired gantry crane (RTG).

collision between the quay

crane and the ship.
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Attributes

Failure Event

Chance of

Probability of probability of Consequences/ terminal
failure/ failures being severity operation being
Likelihood undetected Disrupted due to
failure
H | M L |HM L M L H M L

collision between two quay

crancs.

crane break down due to

human error.

moving the crane without
raising the Boom (lifting

arm) of the gantry crane.

leakage/ emission of
dangerous goods from a

container.

ignition sources from
equipment near dangerous

goods premises.

person falls from height due
to being too near to

unprotected edges.

person falls from height due
to non-provision /
maintenance of safe access
between adjacent cargo

bays.

person slips, trips and falls
whilst working on surfaces

that are not even.

person slips, trips and falls
whilst working on surfaces
with presence of leaking

cargo.
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Attributes

Failure Event

Chance of

Probability of probability of Consequences/ terminal
failure/ failures being severity operation being
Likelihood undetected Disrupted due to
failure
H | M L |HM L M L H M L

slips, trips and falls whilst
working on surfaces with

presence of water / ice.

person slips, trips and falls
whilst working on surfaces

with presence of oils.

person struck by falling
object/s.

person handling dangerous
goods in containers that

have not been declared.

person struck by quay crane.

person struck by straddle

carriers (SC).

person struck by chassis-

based transporters.

person struck by trucks.

person crushed against a
fixed object and ship /

terminal structure.

person crushed against a
fixed object and stacked
containers and suspended

containers.

person crushed against a
fixed object and closing the

twin lift container spreaders.
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Appendix I-4: ALL Experts Evaluations Table in Chapter 3
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Chance of
- probability of failures Consequences termn}al
Attributes Probability being undetected / operation
of failure/ Likelihood g severity being
Disrupted due
Failure Event to failure
Experts H M L H M L H | M| L H M| L
A 0 20 80 5 15 |80] 70 [20[10| 80 [20] 0
B 10 10 80 15 15 |70] 70 [20]10] 90 [5[5
(CRMGT) C 10 30 60 10 25 |65| 8 |[15] 0 | 30 | 20|50
Prior
6.7 20 73.3 10 183 |71.7| 75 [183]6.7| 66.7 | 15 |18.3
Probability
A 40 30 30 50 30 [20] 50 [30]20] 20 |40]40
B 60 15 25 60 30 [10] 70 [15]15] 10 |20]70
CRTGT C 50 20 30 60 30 [10] 40 [30]30] 15 [45]40
Prior
50 21.7 28.3 56.7 30 (1330533 (25(21.7] 15 | 3550
Probability
A 40 40 20 40 40 (20| 30 [40[30] 20 [20]60
B 30 30 40 40 30 [30] 30 [40(30] 10 |10]80
CRTGSC C 45 45 10 50 30 |20] 20 [50[30] 25 [25](50
Prior
35 41.7 233 40 36.7 |23.3] 23.3 [36.7| 40 | 26.7 [16.7|56.7
Probability
A 80 10 10 80 15 519 [10] 0] 9 [10]0
B 90 10 0 80 20 0| 70 [15]15] 8 [10] 5
CQCS C 80 15 5 70 20 (109 [5]5] 9 [10]0
Prior
83.3 11.6 5 76.7 183 | 5 [833|10]6.7| 883 | 10 |1.7
Probability
A 0 10 90 0 10 |9] o [20[8 | 60 |20]20
B 10 20 70 50 20 |30 70 [10]20] 80 |10]10
CQC’s C 10 10 80 20 10 |70 30 |25|45| 45 | 2530
Prior
6.7 13.3 80 233 133 |63.3| 33.3 [18.3(48.3| 61.7 [18.3] 20
Probability
A 90 10 0 90 10 0|9 [10]0] 9 [10]0
B 80 15 5 70 15 |15/ 90 [10[ 0| 80 [10]10
CBD C 85 15 0 85 15 0] 8 [20] 0] 40 [40]20
Prior
85 13.3 1.6 81.7 133 | 5 (867(133/ 0| 70 |20]10
Probability
A 20 20 60 20 20 (60| 50 [30]20] 50 [30]20
MCWRLAGC B 70 20 10 80 10 [10] 60 [30[10] 60 |20]20
C 50 10 40 15 15 [70] 60 [25|15| 40 [25]|35
Prior
46.7 16.7 36.7 383 15 |46.7| 56.7 [28.3| 15| 50 |25 |25
Probability
A 40 40 20 40 40 |20 30 [30]40] 20 |20]60
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leakage/ emission 80 15 5 70 20 [10] 50 [30]20] 40 [30][30
of dangerous 50 45 5 45 45 10 | 30 | 30 | 40 25 25 | 50
goods from a Prior
. 56.7 333 10 51.7 35 13.3| 36.7 | 30 |33.3| 28.3 | 25 |46.7
container. Probability
ignition sources A 10 20 70 10 20 [70] 50 [30]20] 50 [30]20
from equipment B 10 10 80 70 20 10| 60 | 30| 10 60 40 ( 0
C 15 25 60 10 20 70 | 60 | 30 | 10 60 30 | 10
near dangerous —
rior
: 11.7 18.3 70 30 20 50 | 56.7 | 30 |13.3] 56.7 |33.3| 10
goods premises. Probability
person falls from A 10 20 70 10 20 |70 20 [20]60| 10 |20 70
height due to B 10 20 70 70 30 0 50 | 30 | 20 30 30 | 40
beine t ¢ C 30 25 45 50 30 20| 40 | 30 | 30 10 30 | 60
eing too near to
& Prior
unprotected edges. Probability 16.7 21.7 61.7 43.3 26.7 30 | 36.7 [26.7|36.7| 16.7 |26.7(56.7
person falls from A 30 30 40 30 30 40 | 40 | 40 | 20 30 30 | 40
height due to non- B 10 20 70 60 30 10| 45 (45| 10 40 20 | 40
. . C 15 35 50 30 40 30| 45 |45 |10 20 20 | 60
provision /
maintenance of
Prior
safe access i blb_l,t 18.3 283 53.3 40 | 333 |26.7| 433 |43.3(133] 30 [23.3[46.7
between adjacent robabiity
cargo bays.
working on A 60 30 10 60 30 (10| 70 [20 [ 10| 30 | 3040
surfaces that are B 50 10 40 60 30 10 50 (30| 20 40 30 | 30
C 60 35 5 60 35 5 70 | 15| 15 25 35 | 40
not even.
Prior
56.7 25 18.3 60 31.7 8.3 (633 (21.7| 15 | 31.7 |[31.7(36.7
Probability
person Slips, trips A 60 30 10 60 30 10| 70 (20 10 40 40 | 20
and falls whilst B 50 30 20 70 30 0 60 | 30| 10 40 40 | 20
. C 50 25 25 70 20 10| 70 {2010 45 45 | 10
working on
surfaces with
Prior 53.3 283 183 667 | 267 |6.7|66.7(233 10| 417 |41.7)16.7
presence of Probability ’ ’ ’ ' ) ’ ’ ) ’ B
leaking cargo.
presence of water / A 70 20 10 70 20 [10] 60 [30[10] 50 [25]25
ice B 70 30 0 60 30 10| 60 | 30| 10 50 30 | 20
C 10 40 50 70 20 10| 60 | 30 | 10 25 25|50
Prior
50 30 20 66.7 23.3 10| 60 | 30| 10 | 41.7 |26.7|31.7
Probability
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person slips, trips 60 30 10 60 30 10| 70 | 20| 10 40 40 | 20
and falls whilst 60 30 10 70 20 |10] 70 |25 5 | 30 |30]40

. C 65 35 0 60 30 |10 70 | 25| 5 | 30 |40]30
working on

. .
surfaces with Hor 61.7 31.7 6.7 633 | 267 | 10| 70 [233]6.7| 333 [36.7] 30
. Probability
presence of oils.
A 55 35 10 50 30 |20 20 |30]50| 20 |30]50
person struck by B 50 30 20 40 30 |30 60 |30 10| 30 |30]40
falling object/s. C 55 35 10 55 20 | 25| 40 |40 20| 20 | 3050
Prior
53.3 33.3 13.3 48.3 267 | 25| 40 [33.3|126.7] 23.3 | 30 |46.7

Probability
dangerous goods A 10 10 80 10 10 (80| 8 |20/ 0] 8 |20]0
i1 containers that B 50 40 10 60 30 |10] 80 |20 0| 8 [20]0
C 80 10 10 70 20 |10] 80 |20 0| 10 |40 ][50
have not been
Prior 46.7 20 333 46.7 20 [333] 80 [20] o | 567 |26.7/16.7
declared. Probability ’ ’ ’ ) ' ' '
A 30 40 30 30 40 | 30| 20 [40[40| 10 |20][70
person struck by B 20 40 40 30 30 | 40| 40 | 2040 30 |30 ][40
C 20 40 40 30 45 |25 30 |40|30| 5 |15]80
quay crane.
Prior
233 40 36.7 30 383 |31.7| 30 |33.3[36.7] 15 [21.7)63.3

Probability
person struck by A 40 40 20 40 40 20 | 20 | 40 | 40 10 20 | 70
straddle carriers B 30 30 40 30 30 |40 40 |30 30| 20 |30]50

C 10 30 60 25 25 50| 50 [20]30| 20 | 15|65
(SC).

Prior

26.7 33.3 40 31.7 31.7 [36.7| 36.7 | 30 |33.3] 16.7 |21.7/61.7
Probability

A 40 40 20 40 40 |20] 20 [40(40| 10 [20]70
person struck by B 30 30 40 30 30 |40 20 |60 |20 10 [20]70
chassis-based C 30 30 40 40 30 [30] 60 |[10]30] 10 [20]70

Prio
transporters. o 333 333 333 367 | 333 [30[333367/30| 10 |20]70

Probability
person struck by A 40 40 20 40 40 20 20 40 | 40 10 20 | 70
trucks. B 40 30 30 40 30 |30 60 |30]10| 10 |20]70

C 40 40 20 40 40 |20 50 |40 10| 10 [20]70

Prior

40 36.7 233 40 36.7 (233|433 (36720 10 |20 |70
Probability
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person crushed A 20 20 60 20 20 [60| 20 [40[40] 10 [20]70
against a fixed B 10 10 80 60 30 10 70 | 10| 20 30 30 | 40
) ) C 15 15 70 15 15 70 | 40 | 30 | 30 10 20 | 70
object and ship /
Prior
terminal structure. Probability 15 15 70 31.7 21.7 |46.7| 43.3 |26.7| 30 | 16.7 |23.3| 60
person crushed A 40 40 20 40 40 [20] 20 [40[40] 10 [20]70
against a fixed B 50 30 20 50 30 20 S0 |30 (20 20 30 | 50
) C 40 40 20 40 40 20| 80 |10 | 10 5 15 | 80
object and stacked —
rior
; 43.3 36.7 20 43.3 36.7 | 20| 50 |26.7(23.3| 11.7 |21.7|66.7
containers Probability
A 20 20 60 20 20 60 | 20 | 40 | 40 10 20 | 70
closing the twin B 10 10 80 20 20 60 | 20 | 40 | 40 10 20 | 70
lift container C 15 15 70 20 20 60 | 20 | 40 | 40 5 15 | 80
spreaders. Prior
15 15 70 20 20 60 | 20 | 40 | 40 8.3 [18.3(73.3
Probability
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Appendix II-1: The Questionnaire used for AHP Technique in Chapter 6

237



School of Engineering, Technology and Maritime Operations
Liverpool John Moores University
Byrom Street

L3 3AF UK
Phone : 0044 0151 231 2028 WG liverpool
Fax :0044 0151 298 2624 J M U
13 Jun 2015

To: WHOM IT MAY CONCERN

A research project at Liverpool John Moores University is currently being carried out with
regard to the container terminal safety and it is specific on the risk management for container
terminal safety. This subject would become a critical topic in the maritime community
internationally due to the fast expansion in containerisation and the global economic recession

over the past decade.

The aim of this study is to investigate and examine the significant Hazard Events (HEs) that
affecting the container terminal safety in order to optimise the terminal operations efficiency.
Furthermore, the current risk assessment of the container terminal industry will be explored in
order to conduct analysis on how risk factors influencing other parameters in the container
terminal sector. At the end of this research, a conceptual methodology and an advanced model
would be generated that can be used by container terminals stakeholders to investigate, mitigate
and control the HEs in order to maintain the efficient functionality of the terminal operations
and to obtain a cost effective strategy. To achieve the above aim, the research objectives are as

follows:

3. To investigate the most important factor/s influencing the efficient functionality of the
terminal operations by using a pair-wise comparison technique.

A number of evaluation criteria have been determined in this research. All the evaluation
criteria need to be measured by using the technique that have been mentioned above. This
process is required to provide reliable data by identifying an expert opinion of each evaluation

parameter. A set of questionnaires is compiled in this letter.
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I should be most grateful if you could kindly spend your valuable time to complete the
accompanying questionnaire and email it at the address shown above. Your vital feedback will
greatly benefit and contribute to the formulation of an industry wide opinion. I can assure you

that the confidentiality of your response will be honoured and respected.

Yours faithfully,

Hani M.A. Alyami

PhD researcher, School of Engineering, Technology and Maritime Operations
Liverpool Logistics Offshore and Marine Research Institute

Room 2.23, LOOM Research Institute
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The procedures and guidelines for answering it are explained as follows:
PAIR-WISE COMPARISONS TECHNIQUE

To proceed with the “Pair-wise Comparisons” technique, an expert has to understand the ratio
scale measurement used in this study. The table below contains two parts which describe the
numerical assessment together with the linguistic meaning of each number. The first part is on
the left hand side which explains “IMPORTANT”, while the right hand side is the second part

of the table which describes “UNIMPORTANT”.

Numerical Assessment Linguistic meaning Numerical Assessment Linguistic meaning
1 Equally important 1 Equally important
3 A little important 1/3 A little unimportant
5 Important 1/5 unimportant
7 Very important 1/7 Very unimportant
9 Extremely important 1/9 Extremely unimportant
2.4.6,8 Intermediate values of 12, 1/4. 1/6, 13, Intermefliate values of
important unimportant

An expert is required to give a possible judgement to all questions based on his/her
expertise and experience in the shipping industry. The judgment process has
to be focussed on how to achieve the goal for each part. For instance:

Goal: To select the most important component of computer

1) Monitor Screen

. Equally
Unimportant Important Important
19 | 1/8 | 1/7|1/6 | 1/5|1/4 | 1/3 | 12 1 2 4 5 6 7 8

To achieve the
above goal,
how important
is the Monitor
Screen compare
to the mouse?

To achieve the
above goal,
how important
is the Monitor
Screen compare
to the
Keyboard?

To achieve the
above goal,
how important
is the Monitor
Screen compare
to the CPU?
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Explanation of the above example,

1) The monitor screen is 7 times more “Important” than the mouse. It is because we can
still use our computer even without the mouse. If the mouse is broken, then we can use
the short cut system to access any file or document in the computer by using a keyboard,
for instance: to print (Ctrl+P), to save document (Ctrl+S), etc.

i1) The monitor screen is 3 times more “Important” than the keyboard. It is because we can
still explore a computer even without the keyboard, for example, to search file in My
Document by using a mouse. Additionally, we can read any journal or article papers on

the monitor screen even without the keyboard. The only thing we cannot do without the

keyboard is typing.

ii1) The monitor screen is 1/9 times less “Unimportant” than the CPU. The monitor is use-

less without the CPU.

PAIR-WISE COMPARISONS TECHNIQUE

Goal: To select the most important factor influencing the container terminal.

1) Risk reduction

. Equally
Unimportant Important Important
1/9 | 1/8 | 1/7 | 1/6 | 1/5|1/4 | 173 | 1/2 1 5 6

To achieve the above
goal, how important
is the Risk reduction
compare to the
Handling capacity
(TEU/H)?

To achieve the above
goal, how important
is the Risk reduction
compare to the Cost

(£)?

To achieve the above
goal, how important
is the Risk reduction
compare Terminal
Resilience (% of fully
operational terminal
after HE occurred)?
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2) Handling capacity (TEU/H)

Unimportant

Equally
Important

Important

1/9

1/8

1/7

1/6

1/5

1/4

1/3

12

1

5 6

To achieve the above
goal, how important is
the Handling capacity
(TEU/H) compare to
the Cost (£)?

To achieve the above

goal, how important is

the Handling capacity
(TEU/H) compare to
Terminal Resilience

(% of fully

operational terminal
after HE occurred)?

3) Cost (£)

Unimportant

Equally
Important

Important

1/9

1/8

1/7

1/6

1/5

1/4

1/3

12

1

5 6

To achieve the above
goal, how important is
the Cost (£) compare
to Terminal Resilience
(% of fully operational
terminal after HE
occurred)??
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Appendix II-2: Experts Evaluation On Risk Reduction (RR) in Chapter 6
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School of Engineering, Technology and Maritime Operations
Liverpool John Moores University
Byrom Street

L3 3AF UK
Phone : 0044 0151 231 2028 e
W\ liverpool
Fax 10044 0151 298 2624 3 N/
20 August 2015

To: WHOM IT MAY CONCERN

A research project at Liverpool John Moores University is currently being carried out with
regard to the container terminal safety and it is specific on the container-shipping sector.
This subject would become a critical topic in the maritime community internationally due to

the fast expansion in containerisation and the global economic recession over the past decade.

At the end of this research, a conceptual methodology and an advanced model would be
generated that can be used by container terminal management to investigate and mitigate the
risk affecting the operations of the terminal in order to obtain a cost effective strategy. To

achieve the above aim, the research objective is as follows:

e Support the decision-making system by evaluating the risk of HE6 after applying

alternatives to mitigate the risk affecting the operations of the terminal.

Your vital feedback will greatly benefit and contribute to the formulation of an industry wide
opinion. I can assure you that the confidentiality of your response will be honoured and
respected. Any refusal or incomplete questionnaire will be excluded without any
responsibility on the participant. Completion of the questionnaire will indicate your
willingness to participate in this study. If you require additional information or have

questions, please contact me at the addresses listed below.

If you are not satisfied with the manner in which this study is being conducted, you may
report any complaints to the LIMU-LOOM research centre.

(https://www.ljmu.ac.uk/research/centres-and-institutes/faculty-of-engineering-and-

technology-research-institute/loom/get-in-touch-page)

Hani M.A. Alyami
PhD researcher, School of Engineering, Technology and Maritime Operations
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Liverpool Logistics Offshore and Marine Research Institute
H.M.Al-Yami@?2010.ljmu.ac.uk

Introduction

The most significant hazardous events (HEs) and its consequences on the RSGT container
terminal safety level operations were investigated and examined for each HE locally and
globally (i.e., for individual HE and all HEs aggregated collectively). As a result, the most
significant HE that has a great impact on the RSGT container terminal operations locally and
globally is HE6: Crane break down due to human error which was chosen for further analysis.
The aim of this study is to support decision-making system in order to re-evaluate the risk
of HE6 after applying alternatives to mitigate the risk affecting the operations of the terminal
in order to select the appropriate container port safety plan to optimise the operational

efficiency.

A number of Risk Control Options (RCOs) have been determined in this research. All the
RCOs criteria need to be measured by using TOPSIS technique. This process is required to

provide reliable data by identifying an expert opinion of each evaluation parameter.

The procedures and guidelines for answering this set of questionnaires are explained

as follows:

The linguistic meaning

To proceed with the proportion technique, an expert has to understand the ratio scale
measurement used in this study. The table below describe the numerical assessment together
with the linguistic meaning of each number.

Numerical Assessment Linguistic meaning
0<L <100 Low (L)
0<M<100 Medium (M)
0<H<100 High (H)

An expert is required to give a possible judgement to all questions based on his/her expertise
and experience in the shipping industry. The judgment process has to be focussed on how
to achieve the goal. The total assessment for each parameter must not be over 100%. For

instance, you have two types of Roads and two types of cars as shown.
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The Goal is to evaluate the risk of driving deferent types of cars on deferent types of

roads with 30 mph speed.
Attributes . . .
Probability Risk As- | Consequences Risk
sessment Scale Assessment Scale
Failure Event
H M L H M L
How likely to drive a formula 1 on rug-
100% 0% 0% 100% 0% 0%
ged road?
How likely to drive a formula 1 on
90% 10% 0% 95% 5% 0%
gravel road?
How likely to drive a four-wheel vehi-
40% 20% | 40% 45% 15% | 40%
cle on rugged road?
How likely to drive a four-wheel vehi-
0% 0% 100% 0% 0% | 100%
cle on gravel road?

Explanation of the above example,
1) The probability of driving a formula 1 on rugged road is 100% High risk because it

cannot be driven on this type of roads and the consequences of driving it, is 100%
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High risk because it will be instantly severely damaged. That means the risk assess-
ment of driving a formula 1 on a rugged road is 100% High risk, and recommended

not to drive.

i1) The probability of driving a formula 1 on gravel road is 90% High and 10% Medium
risks because it can be driven but not for long time and the consequences of driving
it, is 95% High and 5% Medium risks because the damage will increase as it runs on
the road. That means the risk assessment of driving a formula 1 on a gravel road is

reasonably High risk, and recommended not to drive.

ii1) The probability of driving a four-wheel vehicle on rugged road is 40% High, 20%
Medium, 40% Low risks, and the consequences of driving it, is 45% High, 15% Me-
dium, 40% Low risks because the speed limit. That means the risk assessment of
driving a four-wheel vehicle on rugged road is reasonably Medium risk, and recom-

mended to drive with extreme caution.

iv) The probability of driving a four-wheel vehicle on gravel road is 100% Low risk and
the consequences of driving it, is 100% Low risk. That means the risk assessment of
driving a four-wheel vehicle on a gravel road is 100% Low risk, and recommended

to drive.

The Attributes description

L describes the failure occurrence probability. It means the rate of failure occurring in a
designated period, which directly represents the number of failure frequencies

during the design life span of a particular system.

C describes the consequences/ severity. It represents the magnitude of possible loss when

risk happens, which is ranked according to the severity of failure effects.

P defines the probability of failures being undetected (P). It refers to the probability that

possible failure can be detected before occurrence..
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R defines the chance of container terminal operations being disrupted due to a failure. It
refers to the probability that possible disruption happens given the occurrence of

a failure event.

RE is the Risk Evaluation. It is the only output used to produce safety evaluation for

a particular cause to technical failure.

Note: The Probability of the failure mode should be given on an annual basis.

Parameters
The degree of the parameters estimated for each hazard may be based on knowledge of the

results of similar past events and can be defined as follows.

High (H): loss of ability to accomplish the operations or operation failure; death or
permanent total disability accident risk; loss of major facility damage; severe

environmental damage.

Medium (M): degraded operations capability or readiness; minor injury accident risk that
disrupted operations over 3 hours a day; minor capability to equipment or

system, facility or the environment; minor damage to facility or environment.

Low (L): little or no adverse impact on operations capability; minor medical treatment in
accident risk; slight equipment or system damage but fully functional and

serviceable; little or no facility or environment damage.

Alternative 1:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Hiring Highly Qualified Crane Drivers alternative applied using the

linguistic rating variables (H, M, and L).
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Chance of terminal

Probability of probability of Consequences/ ion bei
Attributes failure/ failures being severity Do_peratlon eing
Likelihood undetected 1srup?ed due to
failure
Failure Event
H M | L H M L H M |[L H M | L

crane break down due

to human error.

Alternative 2:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Hiring Qualified Crane Driver alternative applied using the linguistic rating

variables (H, M, and L).

Attributes Probability of probability of Consequence Chance of terminal
. . . s/ . . .
failure/ failures being severit operation being Disrupted
Likelihood undetected ¥ due to failure
Failure Event
H M |L |H M L |H | M|L |H M L

crane break down due

to human error.

Alternative 3:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Regulating Situation Awareness Training programme for Quay crane drivers

alternative applied using the linguistic rating variables (H, M, and L).

Chance of terminal

Attributes PrObZ‘lblllty of pr.obablllt).f of Consequ?nces/ operation being
failure/ failures being severity Disrupted due to
Likelihood undetected P
. failure
Failure Event
H M L H M L H M L H M L

crane break down due

to human error.
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Alternative 4:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Regulating Situation Awareness Training programme for yard crane drivers

alternative applied using the linguistic rating variables (H, M, and L).

Chance of terminal

Attributes PrObZ‘lblllty of pr.obablllt).f of Consequ.ences/ operation being
failure/ failures being severity Disrupted due to
Likelihood undetected P
. failure
Failure Event
H M L H M L H M L H M L

crane break down due

to human error.

Alternative 5:

Based on your experience on RSGT, could you please evaluate the HE crane break down
due to human error, if the Regulating Situation Awareness Training programme for
transportation drivers alternative applied using the linguistic rating variables (H, M, and
L).

B probability of Chance of terminal
Attributes PrOb{lblllty of failures being Consequ.ences/ operation being
_fa'll_lre/ undetected severity Disrupted due to
Likelihood failure
Failure Event
H M |L |H |[M [L [H |[M|[L |[H M L

crane break down due

to human error.

Alternative 6:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Regulating Intensive Safety and Security Checks alternative applied using

the linguistic rating variables (H, M, and L).

. - probability of Chance of terminal
Attributes Propk.lblllty of failures being Consequ'ences/ operation being
failure/ severity .
e undetected ! Disrupted due to
Likelihood fail
Failure Event atlure
H M | L H M L H M | L H M L

crane break down due

to human error.
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Alternative 7:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Regulating Intensive Crane Maintenance Programme Drivers alternative

applied using the linguistic rating variables (H, M, and L).

) - . probability of Chance of terminal
Attributes P ml_”_‘b'l'ty of failures being Consequ'cnccs/ operation being
failure/ severity .
- undetected Disrupted due to
Likelihood fail
Failure Event atlure
H M L H M L H M L H M L

crane break down due

to human error.

Alternative 8:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Appling Automated Crane operations on quay area alternative applied using

the linguistic rating variables (H, M, and L).

. - . probability of Chance of terminal
Attributes Prob&}blllty of failures being Consequ‘cnccs/ operation being
failure/ severity .
- undetected ' Disrupted due to
Likelihood fail
Failure Event atlure
H M | L H M L H M | L H M L

crane break down due

to human error.

Alternative 9:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Appling Automated Crane operations on yard area alternative applied using

the linguistic rating variables (H, M, and L).
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probability of Chance of terminal

Attributes Probability of failures being Consequences/ operation being
failure/ severity .
A undetected ! Disrupted due to
Likelihood fail
Failure Event atlure
H M L H M L H M L H M L

crane break down due

to human error.

Alternative 10:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Appling Automated Crane operations on transportation area alternative

applied using the linguistic rating variables (H, M, and L).

. Probability of probability of C y Chance of terminal
Attributes robability o failures being onsequences operation being
failure/ severity .
- undetected ! Disrupted due to
Likelihood fail
Failure Event atlure
H M L H M L H M L H M L

crane break down due

to human error.

Alternative 11:
Based on your experience on RSGT, could you please evaluate the HE crane break down due
to human error, if the Appling fully Automated Crane operations alternative applied using the

linguistic rating variables (H, M, and L).

. - . probability of Chance of terminal
Attributes Pl‘Opilblllty of failures being Conscqu'cnces/ operation being
failure/ severity .
o undetected ! Disrupted due to
Likelihood fail
Failure Event atlure
H M | L H M L H M | L H M L

crane break down due

to human error.
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Appendix II-3: Questionnaire Used for Alternatives Rating in Chapter 6
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School of Engineering, Technology and Maritime Operations
Liverpool John Moores University

Byrom Street

L3 3AF UK

Phone : 0044 0151 231 2028

\\\:4- liverpool

Fax  :0044 0151 298 2624 ) L/J M U

15 October 2015
To: WHOM IT MAY CONCERN

A research project at Liverpool John Moores University is currently being carried out with
regard to the container terminal safety and it is specific on the container-shipping sector.
This subject would become a critical topic in the maritime community internationally due to

the fast expansion in containerisation and the global economic recession over the past decade.

At the end of this research, a conceptual methodology and an advanced model would be
generated that can be used by container terminal management to investigate and mitigate the
risk affecting the operations of the terminal in order to obtain a cost effective strategy. To

achieve the above aim, the research objective is as follows:

e Support the decision-making system by selecting the optimal measure/s to mitigate
the risk affecting the operations of the terminal.

Your vital feedback will greatly benefit and contribute to the formulation of an industry wide
opinion. I can assure you that the confidentiality of your response will be honoured and
respected. Any refusal or incomplete questionnaire will be excluded without any
responsibility on the participant. Completion of the questionnaire will indicate your
willingness to participate in this study. If you require additional information or have

questions, please contact me at the addresses listed below.

If you are not satisfied with the manner in which this study is being conducted, you may
report any complaints to the LIMU-LOOM research centre.

(https://www.ljmu.ac.uk/research/centres-and-institutes/faculty-of-engineering-and-

technology-research-institute/loom/get-in-touch-page)

Hani M.A. Alyami

PhD researcher, School of Engineering, Technology and Maritime Operations
Liverpool Logistics Offshore and Marine Research Institute
H.M.Al-Yami@2010.ljmu.ac.uk

Introduction
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The aim of this study is to support decision-making system in order to select the appropriate
container port safety plan to optimise the operational efficiency. The most significant
hazardous events (HEs) and its consequences on the RSGT container terminal safety level
operations were investigated and examined for each HE locally and globally (i.e. for
individual HE and all HEs aggregated collectively). As a result, the most significant HE that
has a great impact on the RSGT container terminal operations locally and globally is: Crane

break down due to human error which was chosen for further analysis.
A number of Risk Control Options (RCOs) have been determined in this research. All the

RCOs criteria need to be measured by using TOPSIS technique. This process is required to

provide reliable data by identifying an expert opinion of each evaluation parameter.

The procedures and guidelines for answering this set of questionnaires are explained as

follows:

The linguistic meaning

The following questions are based on pairwise comparison technique. An expert is required
to give a possible judgement to all questions based on his/her expertise and experience in the

shipping industry.

The following linguistic rating variables could be used to express your judgments for each

alternative with respect to each criterion under uncertainty, vagueness, and/or incomplete

data.
Very High (VH)
High (H)
Medium M)
Low (L)
Very Low (VL)
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Based on your experience on RSGT, could you please evaluate each Alternative against
each Decision Criteria in order to eliminate and/or mitigate the Crane break down due to

human error using the linguistic rating variables (VH, H, M, L and VL).

The objective: selecting the best alternative in order to eliminate and/or mitigate the Crane

break down due to human error.

e What would be the impact on the TEU movement/H, if applying A1, A2, A3, A4 and

As.
. . Ci C; Cs
Decision
Criteria
Actual Benefits Cost Technical
in term of Difficultie
Operational S
; efficienc &)
Alternatives y

Al Hiring Highly Qualified Crane
Driver

A2 | Hiring Qualified Crane Driver

Regulating Situation Awareness
A3 | Training programme for Quay

crane drivers

Regulating Situation Awareness
A4 Training programme for yard crane
drivers

Regulating Situation Awareness
AS Training programme for
transportation drivers

Regulating Intensive Safety and

A6 .
Security Checks

A Regulating Intensive Crane
7
Maintenance programme

A8 Appling Automated Crane
operations on quay area

A9 Appling Automated Crane
operations on yard area

Appling Automated Crane
A10 ppling

operations on transportation area
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Al Appling fully Automated Crane
operations

The Definition of each Criteria:

How much would be the Cost to apply A1, Az, A3, A4 and As?

what would be the Technical Difficulties to apply A1, A2, A3, A4 and As?

Criteria | Description of Type of Definition Category
criteria Assessment
Improvement on operational
Additional Linguistic | efficiency (i.e. TEU
C2 . B
Benefits Assessment | movements, crane turning
journey, etc.)
3 Cost (£) Real Data Capital .requlred to apply the C
alternative.
Technical Linguistic The jdblhty of applymg the
C4 . . required alternative accurately C
Difficulties Assessment
and dependably.
The Source of each Alternative:
Alternatives Type of Reference
Hiring Qualified Crane Drivers Literature and Experts
Regulating Situation Awareness Training Literature and Experts
programme.
Regulating Intensive Safety and Security Experts
Checks
Regulating Intensive Crane Maintenance Experts
programme
Appling Automated Crane operations on Literature
quay cranes area
Appling Automated Crane operations on yard Literature
cranes area
Appling Automated Crane operations on Literature
transportation area
Appling fully Automated Crane operations in Literature
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The Key Concepts of Container Terminal Efficiency:

Objective Eliminate and/or mitigate the Crane break down due to human error
Perspective Decision maker: the shipper

Key stakeholder: the consignee

Hiring Qualified Crane Drivers

Regulating Situation Awareness Training programme.
RCOs Regulating Intensive Safety and Security Checks

Regulating Intensive Crane Maintenance programme

Appling Automated Crane operations

Decision attributes

Risk Reduction

Handling Productivity (TEU movement/H)

Cost (£)

Technical Difficulties

Constraints Required time and waiting time
Risk factors (not Nominal journey time, nominal postponement and adjusted journe
controlled by ] y ’ postp ! J y

decision makers)

time
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Appendix II-4: Chapter 3 publications

Publisher URL http://www.tandfonline.com/doi/abs/10.1080/03088839.2014.960498

Appendix II-4: Chapter 4 publications

Publisher URL: http://dx.doi.org/10.1016/j.aap.2016.08.007
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